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HERRARE

AICEBINTEM bash(1) shell 1Bl ETHIRHE.

# command-in-root-account
$ command-in-user-account

B4 shell £ RFETLEN T EAKIRE, BT &M, £AF WP shell £ RFTHEBENRIESHERER
“PS1="\$""FI‘PS2=" ', EHBEETREKALITERK shell {2 RFETLRATEGRE,

B 54 &5 BB TEIGERE S IRIR F'LANG=en_US .UTF8". i8N FAHifF placeholder & : 36474 root A&
M 5T — R E A E B EINTEL 6. ERAT &A% —

pad
Rr$ps1” B"$PS2” IRIFEEN bash(l) NKfEE.

BRAGETE BPITHIRE , ZAMATERME |, 207E shell PEIATESFHIE , WA Enter §2.

B RISIANE RS A —ELA%EE , REERRVEAEHE , BLEEgEmFiEmK a M'the”, B
LA AB S —EARE AR RS | ERRENNEESMRNEREmAT 07, FLATRERBEELERE
%Sﬂ% : E%H_ﬂéféﬁ%EEH%%%TEQ@E&%EEK@W@‘EE@%EO BRI SR E R A ERAE
FRARHAN.

)
ERBERRANIES BIMTR , RIFHEXFHRNESAEL,

FENAB & 5| BN ABITES RES SRIEE R AT T I ®ITIRAC , M aptitude safe-upgrade’.
EXABUE S 5| BHR BRI X A BB RS S| SRR R T FISEITIRAC , MlfR"deb-src”,

TESMERHZNEFERNNTFHEEMHE (TF) , BITFHFIRREITIR . #B bash(l). HFIBENEERFER
WAL TIE S REREN.

$ man 1 bash
manpage € 73T FH#FAEE EIE IR PRI/~ manpage BERISE , 20 sources. list(5), ERIFFERMALTH4SEK
FESEBYE.

$ man 5 sources.list

info page B2 ¥ 5|5 MRITFHFIERAZE , 20 info make, ER{RHERI AL THTESRESEHBEN.

$ info make
XA G S | SR R AR T A PRSI TAEED |, BiR"/etc/passwd”, HRRFIBLH , {RAT AN\ T3 64 5
RErnEM.

$ sensible-pager "/etc/passwd"

B $% 2 1S S| SEE R R INTT T R A1 TAZEC |, a0"/ete/apt/”, {RATBUES A THIRNTE4 KBIE H MM A,
$ mc "/etc/apt/"

SIS A BTN ETT P TFIEEITIZRS . B vim, RO T IIMTE S RERERE.

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim
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—EXXETTAEB 2 KRN ENVE , XF4A H%EEIEEQI‘ﬁ%iﬂiﬂ‘]ﬂ—?—#%—?—%’“ﬁﬁ’f“éﬂ 520" /usr/share/doc/bas

0" /usr/share/doc/base-passwd/users-and-groups.html” , BB ER URL R/~ , 0 https://www.debian.org
PRATAFEERE A\ T 364 2R BERESAE
$ zcat "/usr/share/doc/base-passwd/users-and-groups.txt.gz" | sensible-pager

$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html"
$ sensible-browser "https://www.debian.org"

IR R B S | SRR R T P IS A TIRAC . HA"S" AUAR , BUESTERM'. {RAJ U A TIIESRESEM
ERI{E.

$ echo "$TERM"

popcon JiATE

popconBE K AR F B ESEANIMITE. SR TEERMR 2026-02-23 11:12:43 UTC , A1E 7 iR 215455 {E
TEAEREAM 26 ELRMEHEHER 280503 MHR3T

yas
AHEE amd64 AFEEM) archive ERTR B2 73987 {E. popcon HiE ZEAGLRRE

BL“V:"BSAZR R votes ) popcon B{EETE A 1000 * (EAIETIE PC LA popcon $257) / (48H4 popcon
1RxX)”
ul"sﬁaﬁ%erw&a@a"m popcon BEETE AR 1000 * (EHTEELE PC _EHIA) popcon 123F) /  (48f popcon
”RA)"

7E

MATERFLL popcon BB EREHANEEMRNEHEEZ. Br2RATUR ﬁiﬁ:ﬁ%&% Bign , 28017 ERE
btm%ﬁ%%\éﬁﬁfﬁag{%“/ usr/bin’@ B $% , RS noat ime” IR Fr A& MRE | Lﬁﬂﬁ%%ﬁ SR 2R
RAT9E (vote) "ThakE

BRI

BRRTEIEERRAREGEANEBEE. EEN apt -cache show’s“aptitude show'$54 (ERIFE amd64
RIARTEE L A4S ) MERNREX/Y, MEMRTHERLE KiB (Kibibyte= IR 1024 Bytes 1),

@j(/J\:E—ﬂEI/J\%IfEE‘]@_IﬁE%ETTJJIEIT‘ FREELNEE—EERE , CAIMRKBERENEENTS ,
REHMME., EREEETFRBERSE—HEL,

@k/]\{éﬁﬂﬁ% ()" REFEEZREBAEFTBEREF ZRKNREER T BSatER A+ HEEE B R NREX,

ARAHEHR T Bug

IR ST RERR | RS debian-reference EFHISERR | (£ reportbug(l), FERLdiff -u” REAESC
FEIRSEIEERE.
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< BIRMRRER
- 288 102,
« REFENRL SR
» KISS JRHI
- FNEBERTENARS
« BRESH RS
- B R AN ERERN
* RTFM (BEREFMERIEE)
- MRMIERT , Bk LAFRER
- REFER-RERE , RIEAEE
- AEPBITERIEAEEAR
Rl ARAMERTES
« FEBHERER , RIFHERRT S
o FEREIB ORI EME R Z BIARZRARA root shell
» Always have an alternative boot media (USB flash drive, CD-ROM, -+*)

— LT B &

1t Debian BRI — LA , MAETARBHEREZE.

+ “BEE Unix, B4AREFHRMAER BILIRED. " Miquel van Smoorenburg <miquels at cistron.nl>
 “Unix 2ERERIFN-- - EIEERIFERE EMAIL, " Tollef Fog Heen <tollef at add.no>

MR AR Unix T8 5 T — L lIEE.
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Chapter 1

GNU/Linux #&

BAR , BRBE—EERAL , GEEPIFNNE. BARBIERRENN , BROMABCHE. RTEE
RIEFIEIBALR | FREFARRR B — LB AR R,

Debian GNU Linux 838 KHEZAET R B UniXfEX R , — B2 A Z TREXRS. (RVVASEFIFRELAFM AR Unix
F0 GNU/Linux BIAE{EMHE .

BEBEL Unix g930HE , RERZKREHR GNULInuX ST , B ME $IE1Reess £ 4 A&,

)z
NRARFE(EMER Unix R ERIB— BRI GSS TE , (RARECAEE T ERXHETHRRE. IEIEEEM
— (A E BRI,

1.1 HEHER

1.1.1 shell I£2/~RF T (prompt)

BENRGZ1E , NRARR AR GUI (IZ1GNOME 33 KDE) , IR BT ITEANT. BERAMIHEL A
foo , EBENIRRFFAFN T AR,

WRRLET —E GUI IS |, ARERR{NREESA R Ctr-Alt-F3 B AERZITHRENE R |, REFREEEB Ctrl-Alt-F2
[2) GUI IRIE (BEZHIEm2E TXXHE 1.1.6),

foo login:

FEESFRRTILT , (RMARKERE S | 6120 penguin , A4&IR Enter §¢ , & T RM AR EASILH XK Enter
i,

)
& Unix {84 , Debian A& THERAEZMEBE X/ NSBUEK. FRELBEHR/NSTRAEAMK. B—EERE
IRITIE R FERRIAHEIEITAE. ERSMNKEAFIRITER root £ % A adduser(8) AlE.

RARTEAE"/etc/motd” FRENID A (Message Of The Day) XBfE , RIFFRER— BTSSR T IT.
Debian GNU/Linux 12 foo tty3

foo login: penguin
Password:
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Linux foo 6.5.0-0.deb12.4-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.5.10-1~bpol2+1 (2023-11-23) <«
X86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Wed Dec 20 09:39:00 JST 2023 on tty3
foo:~$

IRTE , 1RRFE shell &, shell fi#AT{REIFES .

1.1.2 GUI T shell 2/R%F

WRARIER S Debian IBFEF , TR T —@ GUIIRIR , BEFRERB ARG EZEFERBESANT. WMARKERSE
ﬁ%?ﬁ*ﬂ%ﬁ?gl&%)@ﬂ#ﬁ*ﬁﬁﬁﬁ% MRIR. 1M Tab §# (BkA&ER) ATALEF B R BAEE MRE) , el MERR
RETRENE,

B1E GUI(BITEEREN )RR T#13 shel 387”7 , RIVEREI—E x #umtsfitasfEz , a0 gnome-terminal(l),
rxvt(l) 8k xterm(l), £ GNOME £HIRIR T , ROJAREBARSE (Windows §#) , EE SRR A "terminal” K5
Riak iR,

AHE—LREAL (2 fluxbox) Tl , AIRERBHENFMEEEAND. MREEREER , A TARRAAFLR
EREA L IRE,

1.1.3 root IR3E
root IRSF A FEIER R E AL SEHEERE. BEMAIIRS , REEFBIT FENASKEIRTS.

< BH. RAMIERARS LRI RETEPIRSCHHER
© SERG HEAAHTR B TER

© BB ARG EAEMARRARGE BN

© RERBEBRIEESEZEMERE

root IRSHHEAESE LR  REHENEFANER.

HEAE

PERAFIE M ALLE root 248,

)d

—EX (BIEREREEH , 40 CD-ROM %5 | 15LE% Debian R AP AR —MEX ) MR ATBEE FZIE root
FRHEEAEARERE. HRAEEREERT , £/ root IR FE—EHREMFTIE , (BIERRERATEEZEH
THERAEMEAENREETAENRE (2RE 1.23).



https://zh.wikipedia.org/wiki/Shell_(computing)
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Superuser
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1.1.4 root shell I2/RFIT
A —EARFIETREERIER A root WHE1ETES root i shell I27RF T,

s AFITCENREEA root ERFERAELBEN.
« FEEEFEREN shell iI27RFT FMA“su -1,

- ERGREFENEAENIRERE.
« EEEFEREN shell IZRFIT TN SU”,

- EgRGFEIEREN—LIRITRE.

1.1.5 GUIA4EIETHR

MRFNEEEERFEREETTIHEBE GUI (BIRFERENT) NEEMEETR | RATAEAIRIERES (520
gnome-terminal(l). rxvt(1l) 8 xterm(l)) & root i shell I2REF FREIE. 2RE 1.1.48& 7.9,

wis
AERBAEROREIES (BI3 gdn3(1)) BOSETRAE T root K(EM root BSHE GUI B/ @b EsE

AR
FKEABAERURER A X Window TEITAZEEMNIETRE GUI F2fF , AR ERREGEIRIR X &HHE.

1.1.6 EHEHTHIE

FEFALM Debian R&EF , H 6 ERTYHRIIE VT100FTiEHE , ATABE AR Linux EH#E EZE) shell, FBRIEREEZH
GUIIRIRT , REMRATARIFHR T2 Alt 0 F1—F6 ¥ —AREERITHIIERIYIR. 8—EFTEREE A
MBI R MSERERR., EEZERERREEAM Unix REHE , RES LR,

IRIREET GUI IRIREF |, fRATLAEIB Ctr1-Alt-F3 AT TEHiE 3, AMEREHRTA Ctrl . & Alt
$BA F3 $. MRATRURT Alt-F2 [I3] GUIIRIE , B©—RBITIEREIEHIE 2.

PR AT RAE R a4 VIR %I F—E RIS |, flanYiRsishiiE 3,
# chvt 3

1.1.7 ERIRHGLIHRRFIT

ESIIEMA Ctr1-D, BIRIRHE FZ{f-Ctr1-$8H d-$2 , BIWIBARA shell j&Eh. NRIRERIRFITIEHIE , 7RI
BEHERIESEIR R T, MEIELIEHF I control D" AT KEF & , RURNFEIRE Shift-4#, Ctr1-D HAlPIAR
R AD, B , RILATRAS N exit” IR 65431,

IARMRGIE x #ptBfiEss (1) F , RATAMERAEMERIE x AuntifisiiiE.

1.1.8 ‘EHEAARS

BT HARRIRARIEXE RSB —1K , Debian EIEBACIEIET WIRIBUBEITUHRELUR SMERE , B ERK T
BN F R EENEIRATE , BB LRI MBI R R AR IAMIF TN, NREKIE BIREHIA]
R, BEEMARET e BRARREIR. (BRI, (REFRARMBREZ RIR BRI, )

HEEBELERERTEAT , TUERGSIBIMASR.



https://zh.wikipedia.org/wiki/VT100
https://zh.wikipedia.org/wiki/Cache
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# shutdown -h now

EEERERT , TAMERA® LSS BIMARS.

# poweroff -i -f

2 R85 638,

1.1.9 RE—EIEFE KiTHitE

BT —LBRENE (flanicat TENXM) &, BREBIE , R UEG ST reset”, {RAJREMEIAERR L
BERMARTES . IREATRMRA c lear BIFHEHE.
1.1.10 EERHFHERSMRES A

AEEASERE , FBEPIT Debian MR/INREF , BEREMEA me 1 vim §£F apt-get(8) , HHBHMS |
MZEBRN.

# apt-get update

# apt-get install mc vim sudo aptitude

WMRMRELRET BLEHREA , BELEEFNETRAH T,

EICELD) ATE KN | ERER
mc V:43,1:183 | 1590 | X AR ERE X HETE s
sudo V:732,1:863 | 6773 | A BEREERTEH root FEIRAKFEF
vim V:86. 1:346 | 4089 :J;Z(Eﬁjﬁﬁéﬂﬁ Vi FBCERR , —EFEERE TRPARI X A At 25
vim-tiny V'57 1:978 | 1877 &%%Hﬁﬁf%ﬁﬁ% Vi KECERR , —EFEEATRAPE S A 4mts 25
emacs-nox V:3,1:13 46536 | GNU THH M) Emacs , Ei? Lisp RIERE X A 4ntE a5
w3m V:11, 1:1145 2853 | M AEH www BIE S
gpm V9, 1.9 526 XAREHRE Unix IR LR (88)
Table 1.1: BBHXAEREFBIFR
BRE— e EAAHE | thE—EIFEE.
LN ATE KN | ERER
doc-debian 1:882 187 Debian JEE X% , (Debian E RE#) MEEXIE
debian-policy 18 5061 | Debian RE&FMFAIAEEICIE
developers-refereqge |, 2601 | Debian BI&%& 3| @A 5HFER
debmake-doc I:0 11807 | Debian 2EEEFT
debian-history | 1.0 6251 | Debian IEEFESE
debian-faq 1:880 791 Debian & RH&

RATUA T ERTES RiRELE,

# apt-get install package_name

Table 1.2: #x3246 & HEF R



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
https://tracker.debian.org/pkg/mc
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
https://tracker.debian.org/pkg/sudo
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
https://tracker.debian.org/pkg/vim
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
https://tracker.debian.org/pkg/vim-tiny
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
https://tracker.debian.org/pkg/emacs-nox
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
https://tracker.debian.org/pkg/gpm
http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
https://tracker.debian.org/pkg/doc-debian
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
https://tracker.debian.org/pkg/debian-policy
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
https://tracker.debian.org/pkg/developers-reference
http://packages.debian.org/sid/debmake-doc
http://qa.debian.org/popcon-graph.php?packages=debmake-doc
https://tracker.debian.org/pkg/debmake-doc
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
https://tracker.debian.org/pkg/debian-history
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
https://tracker.debian.org/pkg/debian-faq
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1.1.11 XESMERBERR

WMRAEAERREC REEREIRTIEST FEMRERE , R UERTENA AR —EREEAERE , b
B, AE—EERERR fish KARSK.

# adduser fish

[EIEATAFE.

i?i%ﬁ']ﬁ—@%% fish FFMRIE. FEMRRETTAE R UER TEMESMREEERERTMNEXEREER
%,

# deluser --remove-home fish

1£3E Debian F14F51i) Debian &%t , FEMEEN S EFFHKEK useradd(8) #1 userdel(8) TAMRE.

1.1.12 sudo JFfC

BN MBINE B RE TR, , BIANEITEZECA BN LR Debian 24 , 1B% BEMFREC sudo(8) JfE R4
ER%E (FanfEM#E penguin) RFBWMAEREEMSMAE root EREFAEESEIE BHEIR.

# echo "penguin ALL=(ALL) ALL" >> /etc/sudoers

F5h , ATMER TS EARRERE (FIanfEME penguin) EEEEHESEE BHER.

# echo "penguin ALL=(ALL) NOPASSWD:ALL" >> /etc/sudoers

EERTITAHREEREERE TRhP B EE—RERAERA.

O

T

=l
ELZERAE TP ARRILERNEBERERY , ARE@E8EFE BEN AR T 2ME.

EE

E LRI+ EAEF penguin NERERIRIEFEAM root IRIFEEFK S HRE.

HEERERT , B SRR TILERE TR EIT AR EIREBNA, KERZRRNO AT ITHEE
HPIERRIZRIEATEIR (BINAETPIHEIR) | BRIEMITERS T R B IEHRMAEN.

*

BT HZRAGREM AR IR |, RIEZEEER 2RI BRBMARMER root #IR , KE

sudo(8).

& 5 2R AR R B AFARC L sudo(8) AR F—EHZ A& LR EFERER RN EIFHRMAKLZE root 4%,

E;‘Iw\%ﬁh%ﬁ ZEEEENEMETEMER , (R IERAIEHEMAE. H—A| , RUEAEBEMARER
il

1.1.13 Play time

RAERCAERIFER Debian R 7T , AZFERIFHEEREIRTIAGEAR.

I52A R Debian &4 (AMERTARRE) GXEEENXAHERRIILIEERER RARERER. B4, TaE
MRAE—LIRRTUAFIA , BRI ELFMREN AN EZLBIEE—4 , MEZXBEE Debian 2T,

FAMERTEKAT | i€ Debian RAAEE—E 1 Unix RAAKEE,



https://www.debian.org/doc/manuals/securing-debian-manual/
https://zh.wikipedia.org/wiki/Unix-like
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« B 1.2 (EAHR)
< B 13 &EFAR)
< 81 1.4 (EFAHR)
« & 1.5 (shell #&H1)
« B 1.6 (CAREAR)

1.2 %1 Unix EERA%

£ GNU/Linux FNHAXR UnixfERRGF , SABARSRIB $5F ., BTA XM B S HREL /" RIRKNE R E.
HEHEZRRNMRFELHERASR , CHEELEMNG RS , RECREEEBERN,

BEL B S A BAES BT . mount(8) AIMIERMERMA LIRZINER RAGHIEZIE RN HE . MK
i, umount(8) EE AR NEE. EERIA Linux #%03R mount(8) HELZH | AT DUE AN —HRNSE R HIMA
wrh , REVUEERAGHBEREZN, REN. HaEB. SRTHER., HEEERARGESHER NSRRI

f£/usr/share/doc/linux-doc-*/Documentation/filesystems/$kE|,

Unix & EMME $% , FEHMAG EMMSCHR, BRKEE , 72 Unix R L , IRAMEREISHELE | B2
‘A, BERE—ERERR  LEMEREEHEAEN., EREHR Windows R 2 —EERKERL.

1.2.1 Unix JC4EER

THEHE L Unix SCHEERE,

s YHLR ENK/NEH., HWtEER , "MYFILE” fI"MyFile” B R REIMISCH.
s RESEEREREZAGHR , BENBR /", FEILEIR root FHHEMEKBEE/rootBET.

- SEBHHAE—ELTF , EVUBSEEFEEHERT IUSMOTER. RESEMESS. ENEFE/ (FBE R
“RE)  YEEBEHERS.

« FEXARBEHIRIEE —ELREXMHS  BEXMHS , SRS, RIEFEHLELIBR B R MENEMAEE 8.
E=AATE R R,

s FTARSMREN LAY/ Bi%5Hts , YEASEBSSHE2HMBE—@E /. F—E /" ERIAEBES , K /"
AR aRIRENF B . BRRIESEMAL , DERUHRNLTE. BEseed AER, A THEESREHF
ZYERBIF “/usr/share/keytables/us.map.gz’, A8 , AFIBERE L ‘us.map. gz EBIERH4E.

- REZBRS NI, FlIn/etc/"M/usr/’, BEEFEHFKAXNDHEELHKFEIE, Hlan“/etc/systemd/"
“/usr/local/”, EEREMHCBE S, RO RUE—EEETHEREZ B/ ERENEREES X (—EXH) B
HEERN—RIHRE, FROBEAMZKRESHE  MITFREE—EEEFMFEAZARN REHN—EE , EEE MK
BB (/) R FESBLBS , WH RSN T —ESHFTTEREL., hAREREREMNAREE , ™M
REMRBE SR, RIEZRCISES . . /BRI E k. EEMENIEANEMIAINE $RH04EE | 0 BEIRAEE.

« Bt —EEERE, BIRE—ERENE SR EEKE BRAMRES. EARRMRT-11, CP/M,0OpenVMS,MS-
DOS,Amiga0s, PARME ) Windows , ELRMEFE—ERSEY T —EkaT  thanc:\". (@Emk, KE
HEEEFES| BT YEREERER MIERARN—HS. %6 1.2.2, )

)

HERRAI AFE A B P EREENTHRE TR, BREERER TERME—MREE. sIr R —LEs
LIRAEHRAERNT T, CbanTH, RERF BRITHF MHERS®RTT: {3 () L1 " "\ 7/ ><|
;L #HA Y % @ S WRIFEA—EENERFNG A, LB RIEEF R, EF TN FEIAR. REATUE
fﬁ%ﬂgﬁ?—k% BMAEEEmAIEL, LS LikeThis”. BTG ER Linux EAEG @R REXHETAR
ERTHE.



https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
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pad
1E{E"root” ATRERT RN HAR{FE I root” X3RN #RE %" (froot) . EZARIE L T XHEE ERRAIE.

)i
557 path MERRB A LMREXAHE, WATRERTFIESRRNKE. BEREAENERE TR ER L FIOKH#.

RIS RS B RSN E RIS R A% JBAZE ("/usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz"
M hier (7). RIEZECAETH—LATEERBIREEMLER.

EES EEE3EENS

/ EEES

/etc/ AR s E RIS
/var/log/ R HEX

/home/ FrBIESEERENEREE %

Table 1.3: EEH K AR

1.2.2 (ERRGIRNGEAT

1RIR UNIX RS , Debian GNU / Linux (XA RSB FERE RS BUB 7R , B iracH s £
IEREREE) |, a09EHI A MR FFY iR iR UG — WA X EIRAE"/ dev /" F@E.

BEER. Bik. H2FE (—EMERXBEZERAIL) 3 Debian GNU/Linux A% _ER4IE S & #H —EY
i inodefERIAEHE | R T HARRSM , AIANBACRERE (FTEH)  EERNEAE , RE—XEIEH |, &%
% BT RIS RIS R RGP AR IR 2 BB Unix |, IRAAH Linux A2 O RIS EEESKETTIER. BE  2£E
BRFTEM _ EIE DI TR EME T AITERE R ARG HRE.

EEEYIERRMNEMTRNE — MR EIEEBAN , REAFEKMBREKIESHIZ T2 N ERREETH
FRiiRiE. EEFPUEIBM SEEEI T TR A R A BB R S &% OB T AR

N
IRRFBEHRISCAAYIRE RS 2 M BRIR , THEZ2EUEST mount(8).

1.2.3 FEHRAGAMHEIR
AR Unix R R AGIR I R B = R R B,

- BHEEXHRERE (u)
« BEEXATBANEAERE (9)
- IEHBRERE (o) , AEBRHEMHFEN

B , A EHIR 2T T3 EME,

« TR (r) HRAFTBAEREHNARE.
< IR (w) HEIRAFEEERLHNE.



https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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« ATHIT (x) HRASIIEZEEXHEM—EIESET.
HIRB SRS  SEYBER AT TIEME.

« WRE (r) HERAFTEEIILBENNNE.
< ATR (w) HERAIFHTEERMSMIGRE $FREM .
« ATHAT (x) HRAFETEEFIRE SR,

FEER , —EB SN HITHIRSKENMEAEB $FRNM | B AFFRURMBPIKEN | B0/ BB,
Us(1) AREURAFIE SFMIR A (EL). BETREHE - UVRIE , B RaENEFRR FFIER.

« XHRRE (B—ETH)

« XHNFERER (9 EFT , ZEFTAR—ARIRRERE. A, HtbIEFRR)
o SEERBICARORESE IR

« XA ERERES

o EEXHATEKIAR S

« WFIT (FH) BB

« CAFRB MR (mtime)

© XHHET

T At
=B
H$x
FFRaE%
FIL B BDRh
R EEE
A el

EET

b

0T |ITIO|— Q!

Table 1.4: “1s - Uit 5% —EFITIIR

chown(1) FIH4 root BRSBHCAFHIFTAE. chgrp(l) MIRXAFHIETEET root IRIEKSCIAFHTERIAE. chmod(1)
FARSCAFR AT B B root BRIFASBICHFISC A RINFFEEIR . #R1F—E foo XAFMEAFEZIT.,

# chown newowner foo
# chgrp newgroup foo
# chmod [ugoa][+-=][rwxXst][,...] foo

Bian , ¢RATRURIR T E(E—E B S EAE foo FiA , WHZF4040 bar.

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rXx .

B = A BN IRROHERR (L.

 Set_User_ID {7 (s E{ S Zi{EHEM x)
+ Set_Group_ID {i; (s gk S 40 x)
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« WEM (tELT BAHAMEREN x)

ERls -UVHELUMmEEARN , RELHERERT BT , IERRE.

w—E AT BITX R E Set-User-ID (i foaF—EEREUMEC K ID BITIEETHATCH (5120 root) . XA
AR BITXHERET Set-Group-ID {ui§ AFF—EEAESHFRIAR 1D BITa230fF. (5120 root ) . FATRISLE
AREFRES T2 A , FREEPINIHRFERSNEE.

FE—fE R $% L& "Set-Group-ID"§1THXA BSD WX HHAIEETE] , FrA71ER SR M AR KIS HH1§ B B AT 4.

1B B S5 MBAL 1 RERZ B SN RN H T A & 2SN — B REMIER. 27 RE—EER"/ tmp Gtk
BN BB RMB S TIERNANT L , MERXRMRAIR TR  BRAHMER SRS M. TR, &
BRI UBEEHH A B 858 R T HE RERIR A2 —EE 2R,

ERAVEFTEBRRHHEIRGIT.
$ ls -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, 0 Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) A A—EHEEAFMBRFERT . ERHFHENER 32 4 /B (K% 8) #.

BT S

F—ETEHT set user ID (=4), set group ID (=2) #1 sticky bit (=1) Z Fl

E_HHEE read (=4), write (=2), #1 execute (=1) #&[RZF1 , user FHE
B=EEF [E_E , group

S EE T [@_L , other

Table 1.5: chmod(1) T§43CHHHERR B TEAE R

ERRFRERER LAAEME. MRFIE s - UESMBMaT%s) (2-10) , R TERNSH) (KA 2) RRER
MIEFRTHE (B O WX B/ 1) , RIEZAT IR ABFIEAENRE 3 BT HERT AR U HIFRR.

B TIIBIT

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1s -1 foo bar

-rw-r--r-- 1 penguin penguin © Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo

£
MRIRFLELE shell FaLSEFRFW1ls -UVERKNENR , RTEFEHAMEETES , 4 test(l), stat(l)
readlink(1). shell RE+E4 , 0°["2 test”, AJREM &M,

1.2.4 FHIFEERKF T © umask

BRI HES EREIFEERR shell W24 umask KRB, 2R dash(1), bash(l) , MRE®HS (7).



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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umask & BRI BB A%
0022 “rw-r--r-- S TrWXT - XTI -X EEFERETS
0002 “rwW-rw-r-- S TWXTWXI - X EEATS

Table 1.6: umask {E£24)

(file permissions) = (requested file permissions) & ~(umask value)

Debian TAREBEMAEMAL (UPG), BE—EHEREMLRAKNIREEZL—E UPG, UPG A& FME
MeRERERR , EEEAERERE UPG HE—KE. BRSEERAZEEAECHNMALEZE | I umask :RE K
0002 BGERELT. (FEXL Unix B8+ , IEFTA S EEAERER—EM users ARZIEEE RMIL , 18
RERT BN RLEREIE umask 5% % 0022 E—EiIFEE)

SN
Eifit“umask 002"E A\ ~/.bashrc {5ZEI8k UPG,

1.2.5 —4{FFAEMNETIHE (40)

D ss

EMEREE AT AR, BRFFRBHEFNEBY.

fREESIEN—{E{E A penguin 2 bird 48 , ZEMELEN :
s ERATETR—ERZEECE

- ${T"’sudo usermod -aG bird penguin”,

- $fT"sudo adduser penguin bird", (RIEHEIH Debian F#%k)

- BT"sudo vigr” 4F#E /etc/group M"sudo vigr -s”4EEE /etc/gshadow ZKIENM penguin F bird 17,
- FATETHN—EXRERLE :

- RERBEAN. (REH®IH)

- B8 GUI (BEFERENE) BESAMEY (EsEiEREEmRE FIE.)

fReEFATE bird sERBIR{ERAE penguin , AMELER :
s FRATHPH—ENREARE

- H{T"sudo usermod -rG bird penguin”,

- $ifT"sudo deluser penguin bird”, (RIEHEIH Debian F4k)

- ¥{T"sudo vigr 4wl /etc/group #’sudo vigr -s”#wiE /etc/gshadow K#kk bird {T#EMEA penguin,
s FRATEHHN—ERERLE :

- REHBEAN. (R{EHEIA)

- $IT'kill -TERM -1" W{h—L481E174 , bk’ systemctl restart NetworkManager.service”,

- &8 GUI (BEFERE TE) BEEL , 72 Gnome ZEA—ERERIA.
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ERAREARS , AIREREARRENERRSZEA.

)=
aBE, RO LB IR #r i — 47 “auth optional pam_group.so”%|“/etc/pam.d/common-auth” A & F3 B
“/etc/security/group.conf’, (FIGESMEEEBRHENREREIE. (BRE 4.)

The hardware devices are just another kind of file on the Debian system. If you have problems accessing devices
such as USB flash drive and CD-ROM from a user account, you should make that user a member of the relevant

group.
— e & MR ARV R EREE root HATREUELA MR RISE,

4H Al FEER R E AR

dialout TERBEZERGFIRERIIFE (/dev/ttyS[0-3]")

dip BIRAEREINE | B EHEEZER0RETR IP EAR
cdrom CD-ROM, DVD+/-RW E&Ehz%

audio ZiEE

video AARE

scanner IFHaR

adm ARz Hen

staff —EeHR Y S T EREEE “/usr/local”,“/home”

Table 1.7: BEMER I RSRIRHINE AT IR

HE7R

RBEEE) dialout AAFEH/RTUEFREFAS M AR  BEZETES , £F. BNR root FHELE
“/etc/ppp/peers/ A ERHEL T AR RAARERERNGE , MATEBR dip 48 , MATRUERER pppd(8).
pon(l) , AR poff(l) FEL LR IP EALRE L {Z{EMEL,

U 4 R R IAR AT IR BT root FATHEBITASERIIES

A A TES
sudo ﬁ}ﬂiﬁf-&@i}ﬂ%ﬁ—ﬁ%’mﬂ}ﬂ i<
Lpadmin PITTE SR ENRIEERIEFIE, B, BIRENFRR

Table 1.8: &K ARIREANITETESBITAAS R
RAGIZALAE EMAANTES X , 2 R H base-passwd IR /usr/share/doc/base-passwd/users-and-g

T, ERITRASHKERAERAR

FRHEMARGNEIEIES , 2 8 passwd(5), group(5) , shadow(5) , newgrp(l) , vipw(8) , vigr(8) , A &
pam_group(8).

1.2.6 BFHEE

GNU/Linux 3B = fELARY KRR AL

E
ctime N EXHAERFH.,



https://zh.wikipedia.org/wiki/USB_flash_drive
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Lyl &% (FE L Unix ER)
mtime BB (1s-1)

ctime XHHREEB R (Is - 1c)
atime XHFRERFRHERRE (s -1u)

Table 1.9: BB ERTLYI3R

pad
atime 7£ GNU/Linux A%t LA BEETEEFES _E Unix KEZRE AR,

- BE—EXH , BEUEZHFTER mtime, ctime, 1 atime B,
o WERHRTEERERIR , 3SR ctime 1 atime B4,
o FEFES LR Unix A&, B EREREREHERKN atime B,

o E—EREER , SBEEERK atime B ; £ GNU/Linux &% L, EEBREEHEZAG ERA strictatime’3| 8
HERIERT.

* TR GNU/Linux RAMIER RS E R relatime” BIAHE , F—IKGERER B EERER  SREZERDN
atime EM. (1¢ Linux 2.6.30 BAIAMITARRITA)

» 20K GNU/Linux AGHIER ARG ER noatime” #&L , AFE—EEXR , FEYZEEERMN atime B,

E

AT ELE NERSE PR THER RGHEEER |, FIB T noatime” M'relatime” EMMEHRNIRIA, wE
AT strictatime” 1A , RME B HERFRIEHAHEE EH atime BMEISEFIKRIRIE. B2 atime Bt
BT mbox(5) R ASMIRDBE|, E:RE mount(8).

£/ touch(l) FESEMEHFAEARR MIFREL.
HTARSHIER , EIFSEREEIR (‘Fr_FR.UTF-8) , 1s <SSttt .

$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ Oct 16 21:35 foo
$ LANG=en_US.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo
$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ oct. 16 21:35 foo

N
2% 934 BER1s -V,

1.2.7 E4E
BmEN AR —EEER oo EsLR|—ERRNESL bar,

. BEEAE
- HIAEREELT

- “ln foo bar”



https://zh.wikipedia.org/wiki/Hard_link
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* FFERIEAEEL symlink
- BB 4 FHER H—EERARRER

- “ln -s foo bar”

B SR THERIRG] , rm f5SAERTIELER LM ZER .

$ umask 002

$ echo "Original Content" > foo

$ 1ls -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ 1ln foo bar # hard link

$ ln -s foo baz # symlink

$ 1ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo "New Content" > foo

$ 1ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

WAL AFE R —ERER AN , WA AR —E inode 3 , B 1s(1) % - 1" EIEETR.

E%ﬁﬁ%&%&% L AE rwxrwxrwHRIIERFEGT A | a0 LEFIFFUR , BB SEIGT A HRE Brism fE
RHETE.

( ) EE
BRIEFAIEE FER , FAAERT —ERBNFFREATIREAE T BEIFEE. FRELANERAS
AR EHE R R ES A IR T,

)i
BEEERREAERREAEESE | RIFRE—EFEREREEA.

*CESEAFITFEN RS , RITTHE B SAOEAR 2 Bith. *. B EATIN B , FILE SIS REE
FHTF B SEAORIT,

HNEARENE Windows BESE] Linux , #RIBHIGER Unix R4 BASARER Windows BARIEMIHIER R B2 BB
&ﬁm%EME%Eﬁﬁ%ﬁ¢§ﬁm,E%ﬁﬁﬁﬂﬁ%ﬁﬁﬁE%%$ZﬁMEmoE@ﬁ%ﬁ@%ﬁ,ﬁﬁm
EEmET,

1.2.8 @&EE (FHEELE)

AT E— AR EE—IEONE. RENERETHE TR AR, FIt , SHMEA FIFO, B4 : 1R
BRI ER MR T A Bt 5K,
NRH—EHRTHETRARE , RANBRARMAL | BERAR ML S PRI, FBRE A
FELREAMTUAR AL, SENANGEET | TR, CREEGMEBTE , 4 shel ;4" 1] 2728
SEINBE—HE. AT, —ERERT 4 , EMERFRTURAER 4], EEEA—EEBENT, SEL
UNIX f— (B3 R AL,

A T35



https://zh.wikipedia.org/wiki/Symbolic_link
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$ cd; mkfifo mypipe

$ echo "hello" >mypipe & # put into background

[1] 8022

$ 1ls -1 mypipe

prw-rw-r-- 1 penguin penguin @ Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello" >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.29 EFEF

EETHE EARITARNASEREN , BRENEERGAS. ©EMRGLEE (FIFO) W H AKFRERFZHE
ERERTEM METENSR, HREET , BERFASEAR BT , A FEERA—BRXBEFNFRERF.
TEEFEER (IPC) M—EEEE. FMNATHRATAEEERMESEREERNRERZ . & ENMER FSE%E
BT UNIX SEET

N
Bi# netstat -an” 5L AR ERAGHRARCAITH T PLEET.

1.2.10 &

RIENHEEASNYIEREMERRE , ER, W, SRR 8RR EHREN—EGFERGHE, B
“/dev/console” KAk,

RAESHE B MTEREEY,

© PR
- BIEFR—EFT
- —EFTER—EFEH
- s, &0
 BRER
- BBERHNETIR , EITHFR
- —{ER > —{EFE
- INRERREE -
RATDGERRSHA ST | BEZST A REE S EMBIE | SEBVRRURE MORIEARHBLAS, mXRARE , B

DA BhE(E AL RS, Lhan , (RO DA SIS ST B AF TR A/ dev/ 1p0”, BiE G TARURTTE S 3 X3 & 1B
BH“/dev/ttysSe”, BR , BIFELIRMEENIVOTERR , BRITTREGER—IG AKX B, FTLAE4SR/ VD,

)
EREBITTH , R p).

ARBHERREEATUBIB BT 1s(1) 153 , T RI7R.



https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
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$ 1ls -1 /dev/sda /dev/sr0 /dev/ttySO /dev/zero
brw-rw---T 1 root disk 8, O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, 0O Oct 16 21:53 /dev/sro
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

« "/dev/sda” (ERGIRE 8 , WERHHRE 0. BT disk ZHKEAEER.

« "/dev/sro” EREIRE 11 , KRERE 0. EFJUH cdrom ZARRIEFREER.

« "/dev/ttySe” HEREIE 4 , KREIRRE 64. BT dailout BAAKEFREER.
« "/dev/zero” (MERMBIE 1, KaREIRE 5. EUBEEFRAEER.

FEIRA Linux R4, B2/ dev’ X TR ARG BB udev() MHPAR.

1.2.11 45RERIBXXH
BT — A R ER A SC

ARSI PRE EERA

/dev/null AEHX Bl{E X H4EEFIT (EOF) -

/dev/null BA EOE (—EERENEBIESE M)

/dev/zero ABAR EH% \0 7‘:E—T—Tl: Eﬁi ASCH EF'E‘]%I—T— NG
/dev/random BN RED e BEERET I , IR EW (AB1E)
/dev/urandom AEHX ﬁéﬁ'é?iitéhﬂ%ﬂ*ﬁ% %%EE%IEHEBL@—T—E
/dev/full =A [E[EWEEm (ENOSPC) 3&;

Table 1.10: $FRIFRIEHFSFR

ELF RIS AHEE N shel BIBERMISSER (2% 158).

1.2.12 procfs 1 sysfs

procfsilsysfsiEBIER R , 5 BRI /proc” A /sys” Z b MR OT NBIEER R BARAE M. BE
B, BLR B RERK , PR T IRABRIEX AR E TR L.

H$%"/proc” REEIEAETHTIERMT —EFE , BENATFTHETIEN PID, FREBITRENNAKLA
20 ps() , ATAREIEME B st te s A,

"/proc/sys” Z THB % , B8 T JUERFELOETSHBNIED., (RIOUFTMERZEMK sysct1() T5EH ,
Sk E(F AR FAMNE/FARCICH /ete/sysct L. conf”,)

EAMIERE @R R RS /proc/keore” B, BE &N, EEXHRENMNERGCIER X/ IMIZERZ ., ©
WAL, © BB , 150 AT | TR AE O RA/,

"/sys” UTHIBSBEE T 0L NEIRaE , ERNEN  MIREMZHENERE. EROAE T iz (8
TR BN A E.

Z#Eproc.txt(.gz)”, "sysfs.txt(.gz)”, AREMMEIN Linux 4% (>3CH& ("/usr/share/doc/ linux-doc-*/Doc
ELSCHE linux-doc-* SREMIR{HE,



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
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1.2.13 tmpfs
tmpfs@ —EGRHER AR , ENSUFRMRFEERGCIERT . VER , RGBS ERIN tmpfs BUETTREH TR
FE R AT IS

ARG REENEHAPEEL , "/run” BERHER tmpfs, BAENME/ B RE , EMETUHEAN. ©EBIERESHFIZ
ST FNEESR |, Rt BT Filesystem Hierarchy Standar2.3 JRHPEREAE R E -

* "/var/run” - "/run”
e "/var/lock” - "/run/lock”

e "/dev/shm” = "/run/shm”

2% tmpfs. txt(.9z)”, XA Linux #0334 ("/usr/share/doc/ linux-doc-*/Documentation/filesystem:
Héx2z T , HEEEE linux-doc-* 12,

1.3 Midnight Commander (MC)

Midnight Commander (MC) &—1@ Linux #43nps L E4IRIRIE TH GNU R Bt J]” . EARFMHRMT —EEEX
BREOA i {E FRREER | EFE SN R E RAZLEM Unix $54.

RATBE R EIRIBR T HATES KL EITZE A" mc " f8 Midnight Commander 3.

$ sudo apt-get install mc

R mc(1) 154 ABERZIE Debian R4, EEFFNBE AN, B ERIFERF Enter #REE —LBERBRINES.
« "/etc” REFHE%

«” /var/log” RETH%

«” /usr/share/doc” REHFHS%

«” /usr/sbin” 1" /usr/bin”

1.3.1 HiE#x MC

A7 ERE MC HIFHEE R B %Y cd BIHE Bk , FERMBY~/ . bashrc” A& —EH mc BIRERIELSHE,
. /usr/1lib/mc/mc.sh

AR me(1) (1E7-P" BIAHE) WIRE. NRAFFREERIKEERITEN , R UHERIZERE)

1.3.2 EiEjMC
MC ATRUEHRRRENZ K.

$ mc

MC BBREES T TANIERRE , AMREREEACEN. RFER FL AT USERIAE. RRFT
Rt MINAER AT UER MC,

i
Heskupbban gnome-terminal(l) , THAESR IR IE A S FTRE S AR URFETNAEER,. 7€ gnome-terminal #2
ATRUER” EERIA” - B> " RER IR BRI KA IS B

WMRIRBEFTTARIERIE |, BRI REDRRLES , BIBHIY-a” B MC 1545 IS A BN S KR
FARIEHRABERRIR MC PERAEIE , AT %H 9.5.6.



https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
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1.3.3 MC X {#&1E

TERRAME B S EIREE A THERSIR, F—EARANEXEREAERER S FEBERFRTIHER, &
TERE-LNBHRIER. FREN gpm(8) BUTHIEHE , RATIAEF TTIESIHERBRAIRME. (75 MC 21718
BIFIRE L IRVERBSHR—E TIR(E shift 2. )

TRIERE AP ETIRE

F1 HOEE

F3 REEES

F4 P BB AmEE

F9 A FROEE

F10 R Midnight Commander

Tab EMEREEZE

Insert 8 Ctri-T AR ZEERERNITa e , EA

Del MRiER (FE---8E MC BAREMHRER)
i BIRfERE

Table 1.11: MC HiEsg4tE

1.3.4 MCF52FI535

* cd fETERPNARBTHER .

* Ctrl-Enter or Alt-Enter #EEZEFESF., £ cp(l) M mv(l) METES R EITRIE,
* Alt-Tab BRIEZ BEMfH2IER.

« EIBFIE MC 152 HATATEERMAE % ; 6120, "'mc /etc /root”,

e Esc +n-key - Fn (i.e.,Esc+1 - F1,etc.; Esc +0 - F10)

« 5% Esc SERIARHR ALt £—4% ; BI0, 8 Esc + c FIFIF ALt-C £—H5i. Esc A meta it , HHEL
BLEM-",

1.3.5 MC NEf4wEE2S

EENEmE A —EE BN LR, 18 F3 BGRERIARE , B8 F3 RIBRYSRIRERE, KRR
BEMRNIEAS | £/ F6 REBBRIERET , FS A REEREMET. F2 @FFER. Flo BH. %
B LB B A TIE,

MC #tE 25 7] AEIZ A FEITE S 72N REN.

$ mc -e filename_to_edit
$ mcedit filename_to_edit

EAR—EZ A EMmiER , (BERBE AR EDIRENSR. EMEREMER , FEMAZ A-F < n > KY)iHk
A& E {3 A File - Insert file” 83 "File — Copy to file” R ENLF,

POERAmEE 2% AT ARSI M A 2 L.

Bl#% , AL FEE AIRIFEE SEDITOR 8% $VISUAL IR EAREEZSAER. dRREMER vim(l) ZkF nano(l)
KEAIA , REGFRER FTENFEREMAN"~/ .bashrc” K¥ mcedit EITRE.

export EDITOR=mcedit

export VISUAL=mcedit

BNR AT REMIGEIRIE RS A vim”,

WMRRER vim(1) EARNETF , FRATAERERSY RGP ABAEER mcedit(l) RETIAE,
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1.3.6 MC NEafRas

MC BB BRI EE. SR —MEXMTRRT TR, HERWHELE/usr/share/doc B+ EH
R, ERBEAR Linux SMSHRATR. EERARTUER TIHESRHEM—EREERE.
$ mc

-v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 BERE) MC
EERTHARE , BEENEAREEERNAS B1RE 9.4.11), ER MC —EIFEFTENAE.

(EESA H Enter 2B JE
ATHITRER PITIES
BB EERATRRARE
html 53 BENTHETER
"*.tar.gz" #1"* . deb” XfF BEENTABRRT B

Table 1.12: MC ¥ Enter $#p02EfE

Zjﬁﬁ%ﬁ?ﬁgﬁmﬁﬁiﬁ%ﬁ@iﬂ , ATRIRAIFE RN RESAER E AP BT, (€ chmod(1) B8 MC FEREE K
LABPIRIIARE.

1.3.8 MC FHIERIER RS

MC BEgmFE RAFABEARIFE R AEIR B4R FO, "Enter” F1"h” 3R BXFH Shell #£3R A% .3&"sh: // [user@]machine[ :options]/]|
KIEREA URL, i@ FRKGAHER ssh —BRKigRRmHE &%,

1.4 %7 Unix L{EIRss Bk

BESR MC ZARZ AT RGRRIEAENE , B2 S shel AR TEATESIH TANEIETEEN , TRERREERT
Unix T{EIRIE.

1.4.1 % shell

RN shell ATA— LRGN AEER | FERERHEEA shell fR1F4 bash(l) , WERIECEIRA chsh(l),

WMRAFAEE AR shell EEHRRT , # GUI (BIBEFERENMT) HAHERZSKEE ; B\ HR ~/ .bashrc B& ,
tbanzt , EEEKE exec /usr/bin/zsh -i -1" j?,exec /usr/bin/fish -i -17,

R
%i*ﬁ POSIX HEZEEAZEL , {BMFILE shell ZEM glob WMAFEAREE L , ITATUARE. AMEEERHMh I
1

EAHED |, BEHT(M) shell 4215 bash.
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POSIX

i/ Bk 4= =
$)\EEE /)lb'fTJ_‘E_ k/J\ She" ﬂﬁaﬂ
bash YQ%ZG 7277 | Yes Bash: GNU Bourne Again SHell (F & _ER1Z%E)
bash-completion |, o5 1953 | 1952 | N/A bash shell FERz85HH4
V:906, : . - 5

dash 1-998 207 Yes Debian Almquist Shell, & shell 15415
zsh V:40, I1:70 2509 | Yes Z shell: BFZIEBHFZZE shell
tcsh V4, 1:15 1366 | No TENEX C Shell: —{& Berkeley csh FIgs@EiR 4
mksh V5, 1:8 7713 | Yes Korn shell f—{@E k7~
csh Vi, 15 348 No OpenBSD C Shell, Berkeley csh B—1{ERR 4~

1= - A= k= FEY
sash V.0, I:5 1335 Yes ’ﬁW@?EéE‘] StaTd alone shell (LARIREARE

H"/usr/bin/sh”)
ksh 1:8 65 Yes Korn shell R 1EH] AT&T IRA
rc V0, I:0 182 No AT&T Plan 9 rc shell I—EEIR
v : ; == N

posh V0. 10 187 Yes Policy-compliant Ordinary SHell kISR Z &

shell(pdksh #TAEIR)

1.4.2 & bash

AR R bash(1) 174 , f£/"~/ . bashrc”,
ERTI6F,

# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then

. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then

. /etc/bash_completion

fi
fi

# CD upon exiting MC
. /usr/lib/mc/mc.sh

# set CDPATH to a good one

CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

Table 1.13: shell #2=(%13%

PATH="${PATH+$PATH:}/usr/sbin:/sbin"

# set PATH so it includes user's private bin if it exists

if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}"

fi

export PATH

EDITOR=vim
export EDITOR

L)

ATRAFREIHEAD bash BRAETT | FEMEH 9.3.6 , 7£E 9ZI.
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http://packages.debian.org/sid/rc
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https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon-graph.php?packages=posh
https://tracker.debian.org/pkg/posh
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N

bash-completion $kIEMAESE bash EITHES L.

1.4.3 HFkIRSE

13 UnidRIR , B— LA S RNIRE.
PUER EtE, HPHREESCERRE.

B2
AR

AR, TEH Linux FICIEHIE

RBEAFER CtrLF Alt fga]

TREESR H5& key binding

Ctrl-u Wik erZm 2 T E T

Ctrl-H Wik eizaT e — 1B+t

Ctril-D ZIEg N (ZNRARTEER shell, RIRE shell)
Ctrl-C & IE—EIEESITHRFER

Ctrl-z BB REFSHEEE R ST

ctri-s EIEE S

Ctri-Q B RS

Ctrl-Alt-Del

EEEAAS , B8R inittab(b)

Left-Alt-key (8k Windows-key)

Emacs A48 Ul K558 (meta-key)

Up-arrow Fla7E bash FRFESRETIER

Ctrl-R FiiA7E bash FRIEERESETER

Tab 7£ bash H &3 FHEF4

Ctrl-V Tab 1 bash &3 F&#E Tab MAEETRE
Table 1.14: bash fRIFREREFES 3R

SN

Ctrl-S A iRTNRERTREH stty(1) ZXA.

1.4.4 7ERIERE

Debian A& 4T HFHERIEERES 2 R , SMN—LHK AL -

* EAR Unix BRRIRIETI
- {EF 3 ERSE (BE)
- EREER

- {FRABFAIERRERGE xterm F text FEFAFEH Linux console
« A GUI (BIEEAENTE) BRIEEAR :

- HERIALER
- & PRIMARY HIBJALE

- {FHAIRA GUI FERFEREZE gnome-terminal

R, 1 terminal FEREBRAXFHIER , A shift-ctri-c XER , R IEAESITIIFREN

EIRAIRMIE R LN RIRS , BRARTHR , WA DSREMTHERER. 72 fBERARNERT , RRpRLR

MARHAETIRT SR,

&7 1E Linux FITiEH) S E AR | fRUZEE gpm(8) EERBIT.



https://zh.wikipedia.org/wiki/Unix-like
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BRE o] &

- BRI FTERNEREARERE
HETR FTERNVEEAEERENGA

FELRE (BRAXN) FERNNEEAEEFRERGERE

HERG RAAK) RIEXHMKIEE (cut/copy/paste)
FLEPEEkE Shift-Ins EhzE e\ T 2R REE
ctri-X B N F R E R LS
Ctrl-C (E&&ip 2 Shift-Cctri-C) ERFEROEEEANE
Ctri-v A EB RN B RS

Table 1.15: JF1ZE4 $1R/E R MEIREIRIES R Debian

145 XHANBEER

less(l) 42— EHGRRM S BFEX (HERNBRAER) . ERBIEEMH LS BEURER L KEDER, €8
less SR MRANEHZ R SEEHB TR, BHRIThEELL more(l) 4 EEE , BBEFESBANBIsEMIT eval
$(lesspipe)’g’eval $(lessfile)” BRITIEEIRREEAS B INSAK . FF4Hz52%"/usr/share/doc/less/LESSOPEN",
"-R" EIA AT IAEIR FIAR 7 o I8 7T ARR A ANSI BEEEERFS. Hlia 2% less(l).

N
£ less @ , MIA'h FKIRREPER , N/ 802" KESFE , A" -1" KRER/ NS U,

1.4.6 X FHwpEEaS

TE{F %A Unix ZR&IBFES |, SFEEELRVIM 3 EmacsiI TR |, (RIEZFEEEFHK—E.

BRAEERER Vim 1542 —ERENEE , B4 Linux/Unix ZEE—REMS T Vi fitEs, ERELRON vi
URAZRM nvi B TARARE R, RAE Vim £R4%7T F1EBR , ERETATERNIREERK , FTIABE
#EVimMAZHERHW—LTA, )

RER AR 22 F§ Emacs 2 FAXEmacs {EARAAREE S  HERA BFMNEE , THEEREIGREHORZR. Emacs &
BIRSHAGFEE , BIEHFEE , BimiEss , BUR Pin%EE. BEmRs oz NneHz , BREEEiRIERT
THEBEXETE AR |, SR EREIER., —LAEZERRFRA Linux RGERFTERARFEZ Emacs, BT08EK
S8 Emacs AJAAREM TR T RS 0. FEHaUHEREEER Emacs BHERE#ER GNU Emacs 2% .

EEBEAFMAELEREEHE —EHE , A\ vim’ § F1 T ARKES Vim, R R FRIRE— T RImEM 35 17.
BENFARE" | tutor |” Wik Ctr -] MATARRIAR EHEE,

)

IFIAmEEES , % Vim M Emacs , AJAGIE UTF-8 R HEARE AMmiSE M T, BEERNEE GUl (BRER
FE) BIFTER UTF-8 4t , W RBRZRMFEAMFRY, MmiEsEr DUREAI GUI (BIRERE M) IR
BAREEAE . BT 2 ATAR S T AT A BRI S E 3044,

1.4.7 RETAR XA 4mtEzs

Debian B & ARIMNAREE AT, FFBERRE EHREIN vim 840,

Debian BiB354“/usr/bin/editor’if 7 H R4 Fa:amiE SN —FE , KL ETRERF (#1420 reportbug(l))
ATPFERAE. KTUEB TIFESHEE.

$ sudo update-alternatives --config editor
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WREHF  RESHFEA/usr/bin/vim. basic™£&“/usr/bin/vim. tiny”, BT X1EEIAZREA (syntax high-
lighting),

R
A2 R E RIRIR S SEDITOR T “SVISUAL IR E(F A A E4mEE2S (2 RE 1.3.5HE 9.4.11), Hj4 Debian
REH—HMERE |, BMEETES*/usr/bin/editor”, (fEE$_L “SEDITOR’Z“ed”,“$VISUAL"E“vi”,)

1.4.8 {#/ vim

BIFf vim(l) FAE2 i nocompatible” BIAREIE T , BT L@, 1

[EEN Rig R4

TiE thelpfonly #H7K~ help file

TR :e filename.ext FEN TN AE E = K 4xEE filename.ext

=18 W EEE = LT S

S ‘w filename.ext BRI @EE] filename . ext

gl :q BH vim

T iq! AHIRE vim

=8 ronly %%ﬁﬁ%@ﬁ%ﬁ&mﬁ%‘

355 :set nocompatible? igiﬁﬁ vim Eh%E5eH] nocompatible

T\ :set nocompatible %X vim EJ5E2 8 nocompatible 1R=

gl i EN BAER

=8 R EAN ZREKX

gt v EN AJRIRIC

gl v BN AJRITER

B Ctrl-v EN AJHIRER

%77 TERMINAL-JOB 4f ESC-& BN ZBRI

TR rterm 1 )\ TERMINAL-JOB f&=

TERMINAL -NORMAL i Y N\ TERMINAL-JOB &=

TERMINAL-JOB Ctrl-w N (83 Ctrl-\ Ctrl-N) Y )\ TERMINAL-NORMAL f&Z{

TERMINAL-JOB Ctrl-w : £ TERMINAL-NORMAL RN
Ex-1R3

Table 1.16: EZAH] Vim =453k

FEA vimtutor” XKL E vim , BB —EAE SRS ERFE.
vim FEXER BN AIRIB R BFERNITA, £ BB HRAEXT  ARIREB XY ENT EFE. BE
TIZREN1E B A2 T, EENEEAL fJH-BTRm. EEE-HEXTHN " , HETEK E0E AR Ex-45

. Ex-&Xdn4.

£
Vim # Netrw k88T A —i#2{EH. Netrw RFFXIBAEAMIAMKLERESR , BIBB&. B'vim .7 (—EZEA
3180 KEH Netrw , #£7:help netrw” ;EEVEHISCHF.

vim KEfEEcE , 288 9.2,
1BD{EEERY vim thEESIRREN T2 M nocompatible” #5 , FIBFEA"-N" EIAREN.
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1.4.9 ;c§% shell jEE)

shell 154 fEH B A REIRENE TR , WAIREESRIUEAFERZIE. 1 shel FEBELSEEIXH+HER O L Z2ER
SEINEE. BERBITERMAREIEAKE , BRIV IMN,

R
HThRAE Vim (version>=8.2) RESA# FIAIEMIEKIECER shell /&) , £ TERMINAL-JOB-#53(. 2 RE 1.4.8,

acs% shell JFENMEARAILRETE script(l) TE4T shell,
ERXTI6EIF

$ script
Script started, file is typescript

1£ script TER{ET shell 154,
& Ctrl-D FKIRHE script.

$ vim typescript

2R 9.1.1,

1.4.10 EAK Unix 54

HEBAPIRBEEARN Unix 154, EIER , EIEMNE—RER LI UNIX, (2 UNIX ERFITERNRRIBE &2 4
FHEKTE4S. Debian ZFMAGISN, MR —LIELSNEARABIEIER | SBHAEIC. R shell PERT HI4 |
HEBRE LM aRRE. ELFIFIRNERER UEREIEFEDIT.

HREAERAMFREAEIRRREATIINES.

£

Unix B—EIEH] , DA, "BISERI USRI, EM—MREBAE T AREMFERE S EIANIH.

Hid cdFES , 2R builtins(7),

A Debian RGHTFER S BRIRFEIUE more(l) , EMIAEEIRE). @54 apt-get install less” &
4% less #&i8A1% , less(l) EMBTARMNN BRI RER |, BV UBIB A M #1EEIEE).

" A] FEIERFERps aux | grep -e "[e]xim4*"" 5L AT SR grep EAERFHIKREBD | IE
RRERTR4 ERETHFITA” , BERFTRGE grep RiFkE " exim” hikE"exima”, #ER"" A LRIRTES %
FBILACAERFKERF , BREEMINERES K. AFHEIBRMERFKEXTUZE grep(l).

{ERAIAR , A LRMIRS SRR SRR RS, R ETEREHIESR MR | L aiTETR.
I

man man
man bash

man builtins
man grep

man 1ls

B BB P

FREEALTTREEAGRBEUEE  AREMSBEEDR  TARIREZE. FEERNBLFMH. B2 , —BRE
BTE  REREEMNEIEZ.

RRIEE , AT Unix 154 (BEE GNU 1 BSD ) BT ARIZRERIEBIE , #RATAER FIIKE+ —ER
AREERE (AEHRFTEMBHBATN).

$ commandname --help
$ commandname -h
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84 A

pwd BRNE A/ LIEBHFNETE

whoami BURNERERER

id HRER{ERENSH (£, uid, gid FIAEEHAR)
file foo BE7R oo RO RAEY

type -p commandname

B~ commandname™E S TR A B

which commandname

FE

type commandname

BA7R“commandname™§4 HIMEET &N

apropos key-word

B key -wor d BRIRTES

man -k key-word

[EE

whatis commandname

FA— 17 "commandname™¥g4

man -a commandname

wE/~ commandname™fELS FIfERE (Unix EAE )

info commandname

B~ ‘commandname™fESME RIMERE (GNU EAR)

Ts BIREHEANS (AEEIL EEEEARXEFME %)
Ts -a RNBHEANE (BAFAXHMNESR)

s -A RRNBBANR (BARTHAXHENEE, KT . .F)
Ts -la RNTBRNB AR | FFESFMRER

Ts -lai BNTBREHAR |, FFES inode FIEFANR A
Ts -d N TEEAGEIEES

tree {F AETRERA R B AR

Tsof foo S AR R RERFE R "fo0”

lsof -p pid FIEW R FRIRAER: "pid’

mkdir foo EEESEFELHESR Foo”

rmdir foo WiErErI B %P foo Bk

cd foo VIR ETE R B % [ akar = SCOPATH R “foo H 5%
cd / DIREIRE §%

cd PIRETER{E BB NZKE 8%

cd /foo TIREREH R ER"/ foo B §%

cd .. Uliez] E—2k Bi%

cd ~foo PIREERE foo X B %

cd - PIREIZ TR B £%

</etc/motd pager

{ERTERR Iy BRANE R BN /etc/motd" RS

touch junkfile

B —EEXXH Junkfile”

cp foo bar

M — BB X Foo B RE—{EF X bar”

rm junkfile

MIERSL A" junk file”

mv foo bar

—EIR A X Foo &2 Ak bar” (bar" IARTFAE)

mv foo bar

— IR X foo BB ENEFNALE bar/foo” (W BT E bar”
B$%)

mv foo bar/baz

BE—ERE XA Too B B Edn & B bar/baz” (787
fe'bar’B5% , BAR7E1E bar>/baz’ B$%)

chmod 600 foo

FHMAR AR A X foo” (X H A AEBIIEDI T2 1)

chmod 644 foo

FHEBAHEE XA fooTEERTR (LHMA ABEERT
RA3LIF)

chmod 755 foo

FEEMAE Foo fRAMAN R (HTA AZBRESITAXT)

find . -name pattern

{£H shell “patternEFRILACHI R (RERE)

locate -d . pattern

fEH shell “pat ternEFXILACAIS S CRERR , FRERE
REIEIEE )

grep -e "pattern" *.html

AERES TR htmUVEERTB X AT , EFXLAC pattern”
ARSI RR

top

SEBHNMTIEAN , MAQRE

ps aux | pager

RURPTA IEAE BT TAE A RAl (BSD E%)

ps -ef | pager

RURPTA IEFEIE 1T TAE AR (Unix system-V AR )

ps aux | grep -e "[e]xim4*"

RUURFTA IETEETT exim Ml eximd KA TAE

ps axf | pager

RMURPTA LEFE B TATAEER (ASCI ER%)

kill 1234

BEFRNTP IEERRAS 1D B 12347 Ti:

gzip foo

& H Lempel-Ziv Zh& (LZ77) B foo B4a"foo.9z”

gunzip foo.gz

1 “foo.gz"fRR & “fo0”

bzip2 foo

{&H Burrows-Wheeter IR HEFR4EE A Huffman 4iERS foo”
[B4a 5 “Foo . bz2” (B4R gzip E4F)

bunzip2 foo.bz2

H%“ foo. bZZ”ﬁ@@“fOO”

xz foo

{EH Lempel-Ziv-Markov §88 %5 Ffoo B4 = “Foo . xz” (R4
REb bzip2 EF)

unxz foo.xz

foo. xR "fo0”

+Aar vwvwv¥fF FAANn +Aarv

7R~ + o olbgs ETHHy o /A
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1.5 f8E shell ¥§4

RAE |, RENTEA Debian RREAH—LRET . HKFIERNBHZ Debian ZFHIELBITHS]. EER , T
RHFM—RER. HRNBEZR bash().

— RS A SRR AR,
1. DA TR (TR)

2. 144

3. BY (TH)

4 FHE (AR :>,>>, <, << %%)

5. RHEHT (T#:a& ||, BOGHE ., ()

151 FESHITHMIRITEEN

— RN A @ RS Unix 1591017 R.
RIS TERER PAM ZAZNAL , AP — e EREXERHE.

o PAM (AR SO EREE4R ) R4 AE4R |, bban pam_env #2840 , ATPLEIR /etc/pam.conf”.”/etc/environment”
F»/etc/default/locale” ;R EIRIEAEAEL,

- BRI (B gdn3) AILUER"-/.profile’ 4 GUI (BRERENT) SEEMLTIEIEY,

- EAERERREANIALE | TTNEREAE -/ profile’, "~/ .bash_profile” #I'-/.bashrc HiEMHIR
sy,

1.5.2 “$LANG" &=

AR S IR R SLANG IRIR B B | EE??%%E‘]H#@EEE% LANG=XX_YY. , BT HRK GUI

-8"
(BIEFERENT) FEE , #2017 GNOME 2 , "58E” - "B & B - EEE 7F%‘t‘.

*
B RTERRT REHSLANG” RELERRIRIEEY , AFHEENFEMIER TA R $LC_*" FIsAEAH.

“SLANG BN ST ME S IRIBEMR 3 N4 “xx_YY.Zz227",

m:l = iﬁiﬂlﬁ Eﬁﬂﬂ

XX ISO 639 FES & (/N&) Blzan“en”
YY ISO 3166 BIZ X% (KE) $lzi“US”
2777 Awns |, AR ERUTF-8

Table 1.18: ;ESIRIZ(EMK 3 EH 9

5/ shell 5 &FPRIAFHAT FHIHTIKTES

$ echo $LANG

en_US.UTF-8

$ date -u

Wed 19 May 2021 03:18:43 PM UTC
$ LANG=fr_FR.UTF-8 date -u

mer. 19 mai 2021 15:19:02 UTC



https://zh.wikipedia.org/wiki/Environment_variable
https://zh.wikipedia.org/wiki/ISO_639
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locale & B (M=
en_US.UTF-8 BN ES
en_GB.UTF-8 e (KR B?IJEE
fr_FR.UTF-8 Then (5B
de_DE.UTF-8 B5E (1BR)

it _IT.UTF-8 ERFIGE (ikﬂ
es_ES.UTF-8 POEES e (PREECT)
ca_ES.UTF-8 NZRFERE (FPET)
Ssv_SE.UTF-8 IndZE (Tnik)
pt_BR.UTF-8 mEdss (BER)
ru_RU.UTF-8 REE (&E)
zh_CN.UTF-8 EqE (PEARLE)
zh_TW.UTF-8 EE (FEIEE)
ja_JP.UTF-8 Higx (HE)
ko_KR.UTF-8 7Ene (F2E)

vi_ VN.UTF-8 WrEss ()

Table 1.19: locale #EKFFR

EH , date(l) BABITIRER T ARIKESIRR(E.

F—EFES “SLANGZR EARA N FELE S IRIE{E en_US .UTF-8",
o BT{EFES “SLANGEXE B JAEEM UTF-8 locale {E“fr_FR.UTF-8,

REBHIESAEPITIIIR BT RIVZEH. HR LA , RATUE =N TR,

$ LANG=fr_FR.UTF-8
$ date -u
mer. 19 mai 2021 15:19:24 UTC

N
1RZ—1E BUG MR , 20R(EAMNZIERENIRIE | 7£'LANG=en_US.UTF-8" A IRIFIRIE T H & S E1T
BITHARE & 7L,

HRFESRIEHRINMES , 2R 8.1,

1.5.3 "$PATH” %8

E{RTE Shell ¥y \54HIRFHE , Shell @ 72"$SPATH” ST B A KB 3R EEITIES | "SPATH” ZENEHIY/E
Shell i Z 1K,

TETEZR I Debian RAEBFEF |, A FAE AEIRIEHSPATH” IRIZ B0 fEARBIE"/usr/sbin” #1”/usr/sbin” B
$%. 540 , ifconfig Téé\?tﬁﬁ%?ﬁ%m HIEE1E”/usr/sbin/ifconfig”, (RAMMME , ip F&LELE"/usr/bin” B
$%°F)

AT PAFE Bash F545&#+EE"~/ .bash_profile” 8{"~/.bashrc” h¥A&"$PATH" IRIZ SN NHE.

1.5.4 "SHOME” %%

REFES Tﬁﬁﬁ%aﬁqﬂﬁﬁﬁﬁﬂﬁﬁﬁ% THFIAC , AEZBEBRALKABSRKAZEEHWBITAN , FHEEKEE
FA"$SHOME” S8 5KFEE



https://zh.wikipedia.org/wiki/Locale
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"$HOME” 28 K{E ERPITIRE

/ IEFERHOITRAEN (T R=F2E\ daemon)

/root root {(FREFTAIAE Shell BITHIFER
/home/normal_user TR {F FAEFT M Shell BATHIFER
/home/normal_user TBFAE GUI KEEEHITRFER
/home/normal_user H root FFE I ERITIEE, sudo program”
/root i root {F FEFF A #EHfTHE= sudo -H program”

Table 1.20: "$HOME” &8h{E %3k

LN
Shell #%"~/" ZBAENERENEE 8, hHLE"SHOME/". Shell #FE'~foo/” % foo WH %, ML

£"/home/foo/",

NR $HOME HRMFERATT A , 2RE 12.1.5,

1.5.5 #54%#IE

—HIESMW R, BLBH - - - 5, BEB ARIE , AEFTESHBITAR,

$ date

Thu 20 May 2021 01:08:08 AM JST
$ date -R

Thu, 20 May 2021 01:08:12 +0900

EENIES S8 -R B date(l) 1594t & RFC2822 IRAEK BT T,

1.5.6 Shell ZEFF T

KEREREAFERES NP EBPITMATRIREMA , HIELFRA glob , (BRZHAA BRFIT) , Y
KimEEAHRFR.

shell glob &5, ULECH A iR

* AL, FisERIfE & (ER)

L . FisERtE R (D)

? —EFT

[] B ERRPRNEEFLE e A —EF T

[a-Zz] "a" B'z" Z RIS —EF o B DA —EF T

[Ar] T RIERRFRIETFT (7 10 27RSN , KEFTAAT
ERA—EFIT

Table 1.21: Shell glob &=

Bl TIIBIT

$ mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
$ echo *.txt

1.txt 2.txt

$ echo *

1.txt 2.txt 3.c 4.h

$ echo *.[hc]

3.c 4.h



https://datatracker.ietf.org/doc/rfc2822/
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$ echo .*

. .5.txt ..6.txt
$ echo .*[A.]*
.5.txt ..6.txt
$ echo [~r1-3]*

4.h
$cd ..; rm -rf junk

28/ glob(7).

P2
B shell @AKERLECARARE , /8" -name " RIAK find (1), Hshell #£X" * ", DLECRL . " BASAK
FE&. (FPOSIX HtFE)

x
BASH a] A& FI3 ) shopt #IAZN” dotglob ”,” noglob ”” nocaseglob " nullglob " extglob ~
EREWHITA, E/A bash (1) RIFZHAHRA.

1.5.7 154 HIEHEE
FEFEAEGEMETHIRHHREE (8 “$?) {EBENSME.

FESHIIR E ARRE HFEHEE TeE [0 {E{E
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.22: $5§4-HIRH A5

B TIBIT,

$[1=11]; echo $?
0
$[1=21]; echo $?
1

)
FA7EE , success 21##E TRUE , 0 (zero) RIRENME. ERYUAEE , FEAEER—T.

1.5.8 HAI)EFEHELFN shell EE

HEBAAERCE T H Shell 154427801843 BTEAITES ERE.

Debian A4 E—EZ THEXRG. BETBEEREEIE—E shell FHITZERER. BSTEMNEES K shell
HINETES : jobs, fg. bg A kill, F5BHE bash(l) FHIZEHD “SIGNALS”, “JOB CONTROL"#1“builtins(1)”,

SR
$ </etc/motd pager

$ pager </etc/motd



https://zh.wikipedia.org/wiki/POSIX
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BSE RRE A EH
command & £+ shell &= 84T command
=] & I = 7 I
commandl | command2 ﬁ@ﬁ%ﬁ% commandl IR AER, command2 MIERAERA
(MATEIT)
BBEER commandl RZZEe E FEZESE R ER command2
commandl 2>&1 | command2 AR A (XATHIT)
commandl ; command2 #fT commandl Ed command2 G ETT
BT commandl ; EATN , AIEEHIT command2 fEFF-HETT (&
commandl && command2 command1 82 command2 ZBAEDN , B ERDIHES)
AT commandl ; EAREN , #EEPIT command2 fEFFHEL G5
commandl || command2 command1 5% command2 5 , BIEEKDIHERS)
command > foo 1§ command FIZZEHEEEREH foo (Bx)
command 2> foo 1§ command FIZESEREEMEIX A foo (B=)
command >> foo 1§ command FIZZERE EE M ESCA foo (FFAN)
command 2>> foo 1§ command FIZZESEREE W EAF foo (FFMN)
command > foo 2>&1 & command FFZZEH, A2 HESE R = S 23 fF foo
command < foo 1§ command FIZZEE AEEE M E{F foo
TS
command << delimiter il%cqmn!and,[,ﬂ%mﬁ%]\ S MEEKa<S] BRI
delimiter” (here document)
1% command KfZZEM AEEMZ] T AR HLSI] , BEREE
command <<- delimiter “‘delimiter” (here document , Fp4% AN KRGS 2D
9]

Table 1.23: Shell #£4-% B i

$ pager /etc/motd
$ cat /etc/motd | pager

1&E 4 {8 shell EEM I FHERURARINAER | (BRE—EFFSEEIMIEITTEEIMA cat FELHIRET EIR.
shell RFFREF exec BIBEE—ESAHERTFRITRCH.

$ echo Hello >foo

$ exec 3<foo 4>bar # open files

$ cat <&3 >&4 # redirect stdin to 3, stdout to 4
$ exec 3<&- 4>&- # close files

$ cat bar

Hello

FEXEZR (Predefined) FSCHH#RFR 0-2,

By AL aA AR
stdin FEZERG N\ 0
stdout TErER 1
stderr FRAESERER 2

Table 1.24: FEEZ=MCEE AT (file descriptors)

1.5.9 FELHI4&

XTI BB FIOTE SR — BRI
EATHIIF




Debian 2% 30/ 247

$ alias la='ls -1la'

B R 'ls -aUmARE , EREEURSIZFRENS L a1,
RATMER alias R FIAMAIL (2R bash(l) FE“SHELL BUILTIN COMMANDS).,

$ alias

alias la='1ls -1la'

RAJRAMER type RHERTESHNZEMEMRIEHAAR (2R bash(l) FHJ*SHELL BUILTIN COMMANDS?).
BT3B

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to ls -1la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

Ls fERIEHEAIB , MfileRF , AL 1s"4F50 A hashed” (HEEAFERR) , B shell E—EREBRELEEARIRE
FEC LS TR B

N
2B E 9.3.6,

1.6 %7 Unix I ANERIH

23R Unix M TAEIRIES |, XARIERIEBEAEEAAMREXARIE T RHTMAN. EEA—MEEEKN Unix AIF

(RETEE).

1.6.1 Unix XATH

It

ERA LR Unix REPERE ERZIIGEAGHETA,

RBEEAERKEN

- cat(l) B L 2FHNE.
- tac(l) EHESUH RMEL .
- cut(l) EEFTHR—EBH AL .
- head(1) &yt STHAAIBEEE.
- tail(l) #WHCHRKRE.
- sort(1) HXAHHITETHEF.
- uniq(l) X EHFRIX PR IRAERIAT.
- tr(1) EnsmiiRr=F T,
- diff(1) HXHRITIEITHTLL.
* THER{FRAEM AR (BRE ) :
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ed(1) B—1B[RIA1TARER 25 .

sed(1) 2 —1ERAwEE 25 .

grep(1) FLAC/HE pattern FISCF.

vim(l) B —EE AR S

emacs(l) E— B F4mEZS. (BL4EEN BRE)

- ERRRENIERKEX (ERE)

awk(1) BT ERISCARRIE,

egrep(l) ILACHE Z 1@ pattern FI3CF,

tc1(3tcl) AT RUEIT R A{RABEEIMIARIE : 27 re_syntax(3) . &FH tk(3tk) —ifEM.

per 1(1) AT AEATIHARIBISEINARIE. 2/ perlre(l).

pcre2-util #&#&A+ pcre2grep(l) AJRAILECIRE Perl iR IEHFIER (PCRE) XKL F.
python(1) %4 re tHAHTT DUSIRGETAHIMSUFESE. R"/usr/share/doc/python/html/index.html”,

WRFEAHEEELIESREMT (HE |, 5(EM man command’RECILEIRBRIE

)z
A RINE AR OR IS B BUR NGB SRS, MRFEEES —EnSNERTH , TTRUER CREFREN
C.UTF-8 B IRIEAEB FKM UTF-8 E5IRIE (B REN 8.1),

*
Perl FiFER (perlre(l)). Perl 3R FAIFKER (PCRE) H Python ] re HEARIZ{HHIE I FRiEX M —MRIY
ERE AtLZ THFZ 1B AR,

1.6.2 1FfFTEN

ERFERBERAEFZXFRIET A+, ©FEEIU shell WERTFIT , (BEMEFEMEK,
ERFTEXIAELALAEX | BE2BXFFILMITFIT (metacharacters) # A,
TFLEERFTRRRARNTIT. EfMEmMETIENER , BRE M ERE |, {§AMREEUAN ERMXATA,

# R emacs RIRAEAM BRE BT 4"+ (172" {74 metacharacters E i ERE. [FIt, , FHFE"\" ZEERK
7~ emacs RFIMABRTIT.

grep(l) ATRAMEAER K EARETIAER.
BT3B

$ egrep 'GNU.*LICENSE|Yoyodyne' /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

N
28 H 9.3.6,



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
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BRE ERE 1B FRE SRR
N . [ JTAS* N[ 1TASF BRIt FIT
NYAYEISEYEYEY BRE BAMN "Bkt TTF T
+2 () {3} | ERE BARN TR & \"EBRAITTFIT
c c ILECAETF It (P XXFFIt) °c”
\C \C M —EFmE%&ERF ot e, BIECH
BEILFIT
; ; ILACEEF T , BFERITHR
A A FERARIAE
$ $ FRERGERNVE
\< \< HiARBFAE
\> \> HARAE R B
[abc] [abc-] TR abe . . . PREZSZIT
[Aabc-] [Aabc-] IUECRR T “abc. . . FRTEFIT
r* r* ILACEEEZ A
r\+ r+ LA — A=k Z A r”
r\? r? ILACE Bz —E
ri\[rz2 rirz LB —E“r17sk“r2” S—
MAC—E r1"2k r2°, Y ERTES 5
\(ri\|r2\) (ri|r2) FEst
Table 1.25; BRE 1 ERE FHIITTFIT
FrkER BRREABRNE
& ERREXFLERNAS (7 emacs FFEHA \&)
\n B n EIERAERZREXNLENANE (WEHTF)

Table 1.26: #Z#RiER
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1.6.3 FHRFKEN

HRERRER , —LP AR,
B3 Perl BATRI , FHEASL TR, BEEA S0 TIHE ',
ERTIIHT

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -E -e 's/(1[a-z]*)[0-9]*(.*)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzilabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/=%&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

sed -E -e 's/(1[a-z]*)[0-9]*(.*)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

AR R R LR IE R R ERAE | DURIEEAR LA AN A BRI AR F R SCA I T A,

IELEIE R AR A — A 25 1 1] AR SRFS BN R B .
1 shell FELIUTRER AR\ EBIR—ERITFIT (ERATEFT)  WHIHEEBEI T —1THTE.
AEPRE TR AR T RSB E LT84

1.6.4 1ERFEANDBMMEER

ed(1) 5§ AT AE File R HE AT A I “FROM_REGEX &4 i “TO_TEXT",

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
W

q
EOF

sed(1) 35S ATE“File P T B K “FROM_REGEX B AR “TO_TEXT",
$ sed -i -e 's/FROM_REGEX/TO_TEXT/g' file

vim(1) 54T PUEBE R ex(1) 84 File"Fi% AT B I “FROM_REGEX &AL “TO_TEXT",
$ vim '+%s/FROM_REGEX/TO_TEXT/gc' '+update' '+q' file

R
L E IR R AR RIE S IR BRI AP E T T E BN R,

ZEHER (filer’,"file2"M“filed) ALAEA vim(1) Bk per (1) BBIER R EAETRRMNEE,

$ vim '+argdo %s/FROM_REGEX/TO_TEXT/gce|update' '+q' filel file2 file3
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ST ZIN
FHEM e EER AT FE‘No match’$E: R ik,

$ perl -i -p -e 's/FROM_REGEX/TO_TEXT/g;' filel file2 file3

1 perl(1) flF, "-1" RES—EBERERNREMRE  "-p" BRNEE AL

EHIHER.

N

ERBEC-1.bak R -1", ATEREBEINE . bak BT, HREMNER , EEENERTRERERS

£
ed(1) # vim(1) {£F BRE ; per1(1) {#/8 ERE .

1.6.5 RIFIHERHFREFIRIER

THA—EXFHERDPL, HHEH 2004 £FAHT Debian HRMEEE R FMEZIAAN , WATIKIR.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

ST TN
£ R “Debian fi5” %15 &) Debian 4B EFEERF S,

Awk A58 B R R ERE R AIIERPIREVE
BT3B

$ awk '{ print $3 }' <DPL # month started
August

April

January

January

April

April

March

$ awk '($1=="Ian") { print }' <DPL # DPL called Ian
Ian Murdock  August 1993

Ian Jackson  January 1998

$ awk '($2=="Perens") { print $3,%$4 }' <DPL # When Perens started
April 1996

Shell (#5120 Bash ) tWATRUAERSHTIEREER.
BT3B



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/leaders
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$ while read first last month year; do
echo $month
done <DPL
. same output as the first Awk example

WETE4 read EMA"SIFS” (NBEMENIRAT) FHFITRAATAIRMZ BEER,
WMRARAG STFS"HEER" ", IRAJLARIFHBER shell R4/ etc/passwd’,

$ oldIFS="$IFS" # save old value
$ IFs=':"
$ while read user password uid gid rest_of_line; do
if [ "$user" = "bozo" ]; then
echo "$user's ID is $uid"
fi
done < /etc/passwd
bozo's ID is 1000
$ IFS="$0ldIFS" # restore old value

(RER Awk HEMERINE | ERAFS=": "HKREBIIRTTT. )

IFS 13 shell RN EIZEIREE. 5 BRNEMEXTEGNGER. ERGLIRASES9RRES|SFP. IFS NTER{E
2 K. tab FIRITEIT.

REREIRMEM shell i) IFS T3, & shell 15015 — SN RREAH MR | 34— LaENE.

$ IFS=":," # use ":" and "," as IFS

$ echo IFS=$IFS, IFS="$IFS" # echo is a Bash builtin

IFS= , IFS=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 FMREEIESH/NTETELHS

THEHRIESIBERBTER—IS , AT — LS.

1;% find(1) M xargs(1) , B4T shell F5LM5RESE L MEER LIEBER |, FTBTHERMNES. 2R 10.1.5
N&y 9.4.9.

E{E M shell EEMER T KARIERIIHZ |, 55Z B R —1E shell WA (2RE 12.1).
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TEOWFE (FF—1TR#A)

TESWR

find /usr -print

R /usr” TRFTEER

seq 1 100

#A7R 1 2] 100

xargs -n 1 command

EREEBRNG—IAFAZE , ERPITES

xargs -n 1 echo

EREEREKR , A=RIRFNIE , SiREZ3]

xargs echo

EREEREKAAAIEHA—I]

grep -e regex_pattern

HEEBXR , BAEA regex_pattern B3 , FeBUH K

grep -v -e regex_pattern

EREEERR , AMIFE regex_pattern 157, FTEEE K

cut -d: -f3 -

EREEBXE , A" ARNFE=1TRILE XK (passwd fEEZ. )

awk '{ print $3 }'

IERAERIEFRR S =TI AU K

awk -F'\t' '{ print $3 }'

JEF tab $EFRBEAISE —1THe B 2K

col -bx

MIERIRARSE | % tab AT

expand - R tab AT
sort| uniq HEF A MIERERS

tr 'A-Z2' 'a-z'

AT RER A/ NS T

tr -d "\n' 25 EsR 23 (BIFRITFIT)
tr -d '\r' MifR#%1T CR FiT

sed 's/A/# /" TR —E#* &

sed 's/\.ext//g"’ W& ext”

sed -n -e 2p e el

head -n 2 - BATREX B 5]

tail -n 2 - S bl

Table 1.27: FiETESH/NERTESIET R
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Chapter 2

Debian #3808 &1E

7

E—ERBRERHMNEBERMARA : trixie,

EARAXHF APT REMER KRBT ARSI R, BE# 7 /etc/apt/sources. list” #& F,
"/etc/apt/sources.list.d/*.list” #£Xal"/etc/apt/sources.list.d/*.sources” tEXR{E{TH /T
EEK.

2.1 Debian #3&41 5 TR K BTIE

2.1.1 Debian #i2pEiE

Debian 2 —EERAZEARMS , ©EI—K B BERENTAMmE B LSBT RERET S EEM.
AFE IRIGIREIEIRAL T HTTP M FTP (77K R Debian #%E, tWATRAERA CD-ROM/IDVD .
H# Debian WXIEBEEARE SIEKRIEBTA (APT) , EResERAAELEIR.

Debian HREAERASR , BEERBEER , TRERERERERER —REN EUHBREAT RSP, BE,
% 73987 fER H¢ amd6e4 StEHEES A,

Debian i BEH ARG SENES , BafL HRENIIRERZERANZREFRAN. RAE , HKHERTIIK

B,

* apt(8) AMATAENEEAGSIIRE , BETRBNRE. BHRIRETR.

» apt-get(8) A MTESEFIENY Debian SRiEAEIE R4, B apt Ao AR A {EA—EHERIE (¥ R
1) Debian 2&%%).

« aptitude(8) EA—EEBAMXFA EREED RN AL S ] ARt a.

21.2 HEAFAR
TR Debian F#HHE @A —LLEL,

- HRIRARMIRERS , ERROEESNHNRIEAT R EZENARERARARREFDITHFEE.
« Debian HEARGEHE BNFEARC. RAFER  KIEBRALARA AT HEMEEIURLFAR.



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
https://en.wikipedia.org/wiki/APT_(software)
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L AT N

dpkg V:889, 1:999 | 6385 | A Debian FREH IS B EHE A% (EiMEERM)

apt V:875, 1:999 | 4670 FRAGLSIETHERIERM APT By
apt/apt-get/apt-cache

aptitude V:36, 1181 | 4624 | FHEFEHEL X EIREEAN APT Bivg : aptitude(8)

tasksel V:36,1:983 | 349 R T ROERTER{ERSH APT Bilim: tasksel(8)

unattended-upgraies oy 1184 | 317 | AR APT HINBBILE , B ABIRERLER
gnome-software V:165, 1:274 | 4476 | GNOME e[ (B APT Rijvm)
synaptic V:37,1:304 | 7788 | EEAKEREAESETE (GTK K APT Hiim)
s _ _ APT EFFE% : apt-extracttemplates(l) .
apt-utils Vi399,1:997 | 1151 apt-ftparchive(l) #1 apt-sortpkgs(l)

V:382, 1:888 | 547 HRAFREyEEiE TR

apt-listchanges

apt-listbugs V5, 1.7 514 T8I APT RISt B E bug
apt-file V:15, 1:58 89 APT HIERESETHE—F 43|
apt-rdepends V0, I:4 39 BEF RS AR

Table 2.1: Debian #32m&18E T A%k

- HEZRAHTHEBCKFAIESN , EERREERENE debconf(7) REBREAVIA T EKIBT.
« Debian (A% ZEEBRIGAFABCTESNS , FNEREEA —ETENTHRIER.

- ZpEE B ME AR A TANSERE. EEFRSNRETEXRAMBLATRLERK.

« MRGFEHE T —LEARLBENRS , FEETEBIEAR.

- SRNECETTERAREEEFEMA. EVRESHARARICENERRITRIEXERTE.

2.1.3 EAREEEIE

A

T\%ﬁé&ﬁﬂ‘]‘iﬁéﬁ#*?ﬁ%ﬁﬁ%ﬂg CARERITHHRIE AN —Et | EREHRERENAGERME , 6
30 ABI #ige¥es . ERRAFEESMHESS.

Debian A4 ETE BFRMFEZRIFEREITREENM stable hiA, HER+45 7T % Debian REH] , (RIEEE
B TP TERRTE .

o £ RIGHETARERAS testing Bf unstable ,
* £ FUATEEARELEIRMEM) Debian FIREEAHEIE Debian KIFEZRIE | 620 Ubuntu ,
« NE@ET“/etc/apt/preferences’,
s FEEMREERNETHE  MATBIBARREE R e s TAMTERITA,
« AEEM"dpkg -1 random_package"REAEMEHASAL.
o BAFA“dpkg --force-all -i random package T {E(EkiLH,
« FEMIFRKEK/var/1ib/dpkg/FHIESR.
« NEFER AR EET RN ESERARESR.
- MRFEMRE , EMiEE“/usr/local’s*/opt ",



http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
https://tracker.debian.org/pkg/dpkg
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
https://tracker.debian.org/pkg/apt
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
https://tracker.debian.org/pkg/aptitude
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
https://tracker.debian.org/pkg/tasksel
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
https://tracker.debian.org/pkg/unattended-upgrades
http://packages.debian.org/sid/gnome-software
http://qa.debian.org/popcon-graph.php?packages=gnome-software
https://tracker.debian.org/pkg/gnome-software
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
https://tracker.debian.org/pkg/synaptic
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
https://tracker.debian.org/pkg/apt-utils
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
https://tracker.debian.org/pkg/apt-listchanges
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
https://tracker.debian.org/pkg/apt-listbugs
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
https://tracker.debian.org/pkg/apt-file
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
https://tracker.debian.org/pkg/apt-rdepends
https://zh.wikipedia.org/wiki/應用二進位接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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¥ Debian RILBEHEAR , BE LENFADHERE , @SS MTLE | TS ERNAREIAER.
AEARHREBNARSNERER Debian ZAAREIEE , BZERESMOTEDIEIE.
o RAEARENHRA TERREENFARETRRA , AR Debian KEMAMEREE (BRERELEHM).

- RMERRGREEERHHRNARARIIK.
- Debian AR A MFEE I MIKRE(E,

2.1.4 FHEABRNER

( ) EE
%ﬁﬁfﬁﬂﬁiéﬁﬂﬁéﬁ , EREATARLEITH stable B, HRAERETHREEKEE PC HERMK
e,

RERELMETTES , MMEAHRFZEEF B BITEHRNM testing 8k unstable iR,

ErRERTERIRNBER—EA | EOEFHRFHEA SRR R ERRE | WiEhiES) Debian ARG R

EEFIFRmEE B EENEmRE.

« {#f testing iR , B L , EEEBIREFELN , F Debian #5EEM QA HELLHEKEIE |, bhan : Debian 1545
BE. R EERGHER M EERIRAE. £ testing R AEXISEE TSR S5AEAIR L BRRAT AR,

o FEIRYRAEMELE testing RAEEMRERIEZ AEMHS (F£ trixie-fEA-stable IRWEL BN , B forky”).

o RITEFIRARELE —EA% , BEERECTHETESE , A FEEH REEENEERREREFNRAE.
WIE{EEHT , Debian {f FAE NGB EHS RO EIFHOERKIR.

£/ unstable IREANHEREN. unstable [REFAEE REFREASE  EHTENITAFTRANS , FHERRE
EARDBERERTRMER . 5% Debian R4 unstable REARZBEHR AR KEIFFTRE , BEGH—LKiEAH
&, W HEMPR—HSERBAMIRN.

EEA-LREATDHEEER  HABEREMY Debian SKIEEM bug FIKE.

« JEiB1¥ Debian A stable EHRERSB—ENERE , TLAERRAEIETHERE)

« RUERE CD (FIR A FUERREN

« ZER< apt-listbugs , EAJAEFAR Z BIHRZE Debian Bug JRIEARSE (BTS) HE
« WIS BRENEREER L IRBAR K ARIREE

3N =7
AN

ARRETEMENS LTADHET RET—E , BMRATRERIRMMUF(EM testing F unstable hREZEM.



https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
https://ci.debian.net/
https://ci.debian.net/
https://wiki.debian.org/SourceOnlyUpload
https://wiki.debian.org/Teams/ReleaseTeam/TransitionTracker
https://www.debian.org/Bugs/
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2.1.5 Debian tERERM

EFTIN
Debian R EE FBURKE RS R, Debian BURX 4 , 56 2 & Debian &R,

RIRPERRERENHBEKEE Debian HEEE.

W AGERE , B APT R KM Debian 1EEE,

APT AR ERERNERKIFEAIFSFR , 7€ sources. list(5) #mEiHA,

HIMERMEY HTTP 1K trixie R4 , BATHEAWIRSIRNT

deb http://deb.debian.org/debian/ trixie main non-free-firmware contrib non-free

deb-src http://deb.debian.org/debian/ trixie main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security trixie-security main non-free-firmware <«
contrib non-free

deb-src http://security.debian.org/debian-security trixie-security main non-free-firmware <+
contrib non-free

AEARR , HERNER debs22 HAMIRFIFRIN T AR,

Types: deb deb-src

URIs: http://deb.debian.org/debian/

Suites: trixie

Components: main non-free-firmware contrib non-free

Types: deb deb-src

URIs: http://security.debian.org/debian-security/
Suites: trixie-security

Components: main non-free-firmware contrib non-free

FIGTERIBAsR RN T

o BT
- EREHEIERT"/etc/apt/sources. list” #EXF1"/etc/apt/sources. list.d/*. list” ¥4 Mm.
- B—1TERT APT ZAHMERIOR.,
- “deb”HAMTRERT ZENHIEIE M.
- “deb-src’MIAMTER T [RIASEAE .
- E—(ELEE Debian HREMR URL ,
- BESIBERITRETE , ATAFREGLSAER.
- BEZEAMZEHNBSHE Debian ERERBVIERELHE L.
» Deb822 &z

- ERIEHIERE"/etc/apt/sources. list.d/*.sources” {5548,
- ETRIRRINEEZITIR | ERT APT REMERIR,

- "Types:” EEIEHRIIKRIA , Bl"deb” M"deb-src”,

- "URIs:” E i Debian #EXE URI iR HbE,

- "Suites:" BEIERT BITHRGMEIIR , LB UERAESHLTAR.
- "Components:” E#iEFk Debian tEREFBHERELTEIIEK.



https://www.debian.org/doc/debian-policy/ch-archive
http://deb.debian.org/debian/
http://deb.debian.org/debian/
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ﬂﬂi/\mgﬁ aptitude , EARGHREFIAMEMEINERER “deb-src” R AL £t ERE, BEo] DAINEEREER
BERIEH.

URL A]RLE"https://", "http://", "ftp://", "File:// -+
"#" FISHAITBAERE , HUZRK.

B, REMREARE trixie’s"forky” RABEMHL stable’s"testing” , D&% T —{E stable R4
HERFHIRE S,

EF N

MRELRNGF, FAT 81d R & “trixie” , B E IR I
http://security.debian.org/ " E {TE E K deb822 LZENSD R
“sid” (unstable) E‘]?cé%%ﬁﬂ‘]ﬁﬁ?fr

£ trixie FEhE , THRECEERITERAK Debian EREILRAK URL MEMHLSHATRKIIE.

FAZE URL 44 (PN
_ 5%

pUpIdeb debianorell stable | trixie MRS | SENTAN stable Rt
RUPTTAED Aebiano/l oqring | forky | #REMERIESHFENIAE testing Fit
RUDJIdeb.deblanorell nstable | sid | EMAMKRERRSMSHBAL unstable Fit
h . . i . 1 . 3 e ge
PUP:/IGED.0ebIan.og/t oy perimenthA | BSETIRLTEANA (T2 , R FIIRBIE)

. . | — Fﬂ .
gggigg/eb.deblan.org/ stable-propﬁsédie»@b&sé% stable Eﬁ"\\SHﬁZIK (VNBAE) FERRER (]
http://deb.debian.org/; ) : ﬂb]tﬂ% roposed-updates EHFRFE , T2 299,
debian/ | stable-updatedsxie b%% 3% = (TR
nUpiideb.debian-oro’t stanle-backpotie FEkirtasting KPREMIETIESTHHEKIA (TIR)
http://security.debian. )rg/fable—secuttﬁ_yie- e

debian-security/

http://security.debian.org/- . R P S Ty A
debiam-security Pésting-sectiniky | SEGUEETRIBIE , T T2 BNk E

Table 2.2: Debian f&REiLELYFR

HE

@ RAETEREEHMNAIFH stable release AT DR HRIEMNTEEM. BITAZLH stable release iR
AREIEA T PIRE— LR E testing 3k unstable release RAHKEIE B ELLHITALFA unstable
release hRAE B AKIES , 5 2R AERAKARILACESK., 2R1E stable release [RA T REKFE
;%ﬁit‘.lﬂ‘]a?ﬁﬁﬁﬂi , aa{$ A% B stable-updates# backports (2 RE 2.7.4) RiEkigR. FRELEER
RFAZEERSM VLS,

B

@ #E'deb 1740, fRAMEFIE stable , testing 5% unstable EHM—{EENT | i EARIE"deb” 175
JEAT stable . testing Al unstable B . APT F2stHub Tk e @ M8 1 B NG B A R
FBf. AT /etc/apt/preferences HRAHIIEBNIHE  RAMSIFA LB EHN. MAH
2.7.7).



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
https://wiki.debian.org/StableUpdates
https://backports.debian.org
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N
HiMER stable EH K Debian R%M S , £ BIIRPBEELTFhttp://security.debian.org/’ NS E
TERNEE, EEAREER.

)as

Debian R£EREI B IE stable IERENTEHIGE, EETARTHEBEITEM, testing FEREFHIGREG ,
R—E & Debian T2 EEMBIE., AR—LRR , E&TAHY stable HERERFINEGHRE, KBTS
B EIER) unstable #X88A84EE testing, unstable FERERGSE , THEELAEE BN, &% LER
unstable #HEMEE ERAEFHHRR , RACHBT LREFNTLBIE. F# Debian EHXREIETLREG ,
a2 R Debian T2 F HH#E .

(=35, ISR E WAL AT HFIERE

nain 22513 ii?ﬁé_?izi:n BHREIES[ELET (DFSG) , W HAKEN
7F& Debian ERRIETEE /5T (DFSG) , [F8 NAG KA
R NEE BRI

non-free-firmware 64

contrib 377 E1{ Debian BE#HIES|EF4T (DFSG) , {BK#ER non-free
non-free 1033 BT Debian BHEEIETEEAET (DFSG) , WHAT

non-free-firmware

Table 2.3: Debian §2#8%13%

FReraempeiE 2 amd6ed 20K, main EIHIR{E Debian R4 (2 RE 2.1.6).

BEIBICARABIE S TEMIETRE URL , 1548 URL 7£ dists 8k pool ZER&AMEA , Debian 1#E EREFH G IR E]
ARIARASE

BATHRATAREASATRTEE . BITREFS X R ERMEEMNRRF. EFNARKEIGERAENT.

[E3T] suite = stable suite = testing suite = unstable
FE trixie 2 codename = trixie codename = forky codename = sid
7£ forky # g codename = forky codename = duke codename = sid

Table 2.4: EHFFIRHBIR

REEMIFESR £ B, Debian FAQ: 6.2.1 Which other codenames have been used in the past?

TEER B A& A Debian fERATEE |, “BB4Y section”iE —raliF iR E RIS AR N AN ERE BRI, (BR , TEEH ("main
section”) i& —:AG & AR Debian HEERES |, £ A main T2 K&, )

Debian B33 (DD) &k _-{E#i&M%| unstable fEXEE (1E1B incoming ZIE) , AP AR L {EHEEE A SRR
i unstable EXEFHRFITIEOMEE.

2R DD MEITHERNEFHRFMERARM , EBF @7 Debian B EFEHSIRFETAE.

1 Debian &R EAEETESIEHGEAE @A unstable #EREMENT testing FERERT , EEXEAETESENERT
BRI (%9 2-10 X) FEAEEM RC bug IREMHRRE |, BESRERTE R UMRITHN testing IBREFHEEER.
EEBFEFEIT testing HEREIEE EMET] A,

BIRREY EFAEEMNE S RASERERIAFRE , WEITLFHTIE , {F testing HERETE—F , W|ERIG. K&,
1SR testing IERERNFEISZBOOLETH stable HEERE |, HfAFMN testing EREENFMFERELTE.
K testing IERERVINNBMFTEMAN stable ERENABTEHA.

unstable # testing tE3REHFARE B R AT B R RSB FREFK/ NIE,

 FRNBE AR LEZHERE (2R unstable)



https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/vote/2022/vote_003
https://www.debian.org/vote/2022/vote_003
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ftparchives#oldcodenames
https://incoming.debian.org/
https://lists.debian.org/debian-devel/
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o EBHESZHNEREAEERE (ZRK unstable)
s FERERERELSHE (testing # unstable)
s FEITTERERE , GBI (2R testing ) %,

Rt , INRIRREERELAERE | RIEZAESEREDRIE LT R/ NEEE.

EE

TEFH stable RARBLEEZNLER  XASBEAFHERZERATEREENN stable #£XE , Bl{E
fb{PIEE £ unstable 3 testing HEXRE, EEEBEHIF , unstable # testing IEREAHE S
KZHA. KEA unstable IERENARZERBERIFRIFNIIEREN , RACSEZZOEEBEN
KEFAHITH. testing BREAKER , AAEBESEMERERLTIEN stable FEXEMRIMAR
(Debian testing &/ 2008-12), —{E B ZAKREIE , NRF(FAREEHEE , unstable Bk testing 15
RESFFTMER.

R
IRHE testing HERER , B—ECBMRNEIEAS | RAMEER 7T LHE unstable FEREFHEBENEERS (B
f&18 bug ) KARR.

FEREME RS R Debian BUEESH.

. HBoY
< "BSENAF
« HEE RIS

2.1.6 Debian £ 100% 8 HR#xke
Debian & 100% B HEiE , B4 :

« Debian TER A EHEEE , EEETHFAENER.
« Debian 7£ main 1 RR {5 FR#RES.

« Debian Z#ABATRE main fEHEKEE.

o £ main FREFER |, IRBIKBEEIERTE non-free 2k non-free-firmware 2% contrib F#

g
i)
3

.

e

BENERMETINMESFEESELAFE,

« “Debian #1444 100% KB HEHEE", (Debian 1 #2249 HIFE—1&K)
 Debian fAlfR#E_EBE—L non-free-firmware. non-free # contrib #§%4,

R&T3EREA , EXAFE.

+ Debian Z#AH 100% HEH , ¥ BEREIEEA Debian {AIARZSH main B,
« Debian &%tz SN BE A 74 Debian (A ARZSM non-free, non-free-firmware 1 contrib [&i5,

1£ Debian 4 #2240 4 5158 5 HEIERIT T BIMERAREE -



https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
https://www.debian.org/social_contract
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BB EE BBAMINERE R BREKE

- HABEZRANEREL BRI HNTEER ., KB RBOMNTIE. RS ES BT ERIETHE
FPIRERBERIRIERE ., EMARRYETE Debian 24 LERIEBRKEE , AN GER @ EILAERIEERS
RIENEABRNER. KFIAVHOA  EREKMNESHBIT |, RIEAIE Debian UK EEBISHINEE
go gy?ﬂiﬁ%ﬁj%ﬁffg , PRI B AN, SEEN. 100% BENHEE , MAMINEM TR L7EE LA @
E FARARRIR.

 BEAERA TSI B BEIZRE

- RVEE , FLRMNEREETEFARSTS Debian BHEEILIEEF 4 MESR. RMABELESR , ERMM
FEEEFEE T 'non-free”, "non-free-firmware” fl'contrib” B$%. HEELEETHREER  AARNER
Debian A#EEC IS WECE KLY LAFE Debian FEA. FKFISEEDCHE RIS RBIEELLE 82 T RERBEMIEF TR |
PAFIBTP 2 A 0] DAFEYE R 8T iE L ds, ATRL . BEIEB BEEEIIE Debian RGEM—E49 , KFNZEE
PIROfER |, W E KM AIEEREISIRME T AR E IR FGEaRMNERIEIRRE ARG AREFS3K), Debian B HEANTT
PLVEFEENRE | BI#8E Debian R —EB4 , EE—{EFISL , BEF9:% Debian AN FEIELEBERIEE L.

pad
FEB B Debian #8324 (Debian Social Contract) 1.2 JRAEE 5 &N B X FM _ EEM S F B MMARE.
EARYE Debian #HBRAERANRT , EENXTAEEAE B XHEEE HERF—2.

{EFE EEZEMR{EFE non-free . non-free-firmware # contrib e M T EEE KA

- FREMMBREEERKEERA

* X% Debian HEHEANXIE (ELEISAEEAFIURIAHN , Debian NEEEITREHIXIR. )

o 7F4/x 100% EHf Debian &%k

Debian B k85| 8774124 Debian 5537 T B EEXIEAZ%E, Debian IS AFHERILMH T REZ R | BEXHF.
e, BRMEEER. 515 Debian KB BHEISIZEIES BA%.

HAH) non-free, non-free-firmware & contrib #E2AEE 7T TR FIK BB EMEILE

+ 7EGNU Free Documentation License FRIXHE , BERERE 49 , tban GCC 1 Make K. (KZEH T ATE
non-free/doc %%

« BERA AN TE I ERZREEASE , FIANFEET 9.10.5 & non-free-firmware 3t KEkS A, (%

B2 non-free-firmware/kernel 4. )
o BEFTRIERIER , HEEERMERBBEOETT RS,
E5FE | non-free.non-free-firmware #l contrib #BEAIMEE /DA main EREEEM 2%, fAEFEA] non-free

non-free-firmware # contrib RN EEMEIEBAKIR. F/H aptitude(8) Eﬁéﬁﬁ@]iﬁﬁﬁﬂ%&ﬁ%ﬁ
e R 2iiEs) , ITREERRE RRR B EET 2 REEE , RIERKAGRIFER.

2.1.7 HIEBIKHERZ

Debian %@ﬁﬁiﬂﬁﬁﬁﬁ'ﬁ%ﬂ%ﬁﬁﬁﬂP RRA L ECHREEERB R RH—BN _EasEEagss. T L

[ARENGESCES

- R
- BRI , T EEIEE T A ARSI MR,
- TR



https://www.debian.org/social_contract
https://www.debian.org/social_contract#guidelines
https://www.debian.org
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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- AR Depends , {51 IS AARRNT AR,
L

- ERRR—ER  EFREHORIEIE. XS BEREFTBEEMNG , BIHEEESIh 0T RRDERE.
<R

- BRI, SRR RNAS B AR TS L RPN TR | BRAT ML AERRE,
S

- SR RRRANTBIR | TR ORBIR,

. R
- RO AR A ARE — R ANRA, — R E TS M S,
. R
- ERETEENTE. AT REEESILBAESRITET K,
. R
- ERTIE SRR AOER AL RR .
- R

- RUE A BRI INER BB ERIITIEE.

E
FEE , EEEE “Provides”, “Conflicts"#1“Replaces”E &%/ —{E M kA 2 — A EFREC. EMEMR T E(EM
— AR R e E— R ER BN B EEIEE.

A5 RIS K HEEHAIE 7 E 274 the Policy Manual: Chapter 7 - Declaring relationships between packages.

2.1.8 AEBHELHR
ER APT 12k ae a1 S TR0 i B BT NE,

« ¥ (‘apt update”. “aptitude update’zi‘apt-get update”) :
1. fERmtE R RS R ETER
2. ERER APT (F BT ER
o 4k (‘apt upgrade”fl“apt full-upgrade”, 8“aptitude safe-upgrade”fl“aptitude full-upgrade”,
Z‘apt-get upgrade’f“apt-get dist-upgrade”) :
BEEERE , EMRENERVBE LSRN BRE (BISM2RE 2.7.7)
iR RS AR RER &
MREERAH D LEARAARR , SHRGHEREEEMEEN e HERiEa
fR A TR g RS A
BT preinst 555
TR MRS
BT postinst 545

o & (‘apt install ...” “aptitude install ...” Zi#’apt-get install -+ :

N o o s~ wDdh R



https://www.debian.org/doc/debian-policy/ch-relationships
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EiFm S|P IEKE

iR Re K RER &

iR A RS ER DR T EAHIE

A TSN A e SR

AT preinst F545

THRTEMEIER

AT postinst 5415

« % ("apt remove -7, “aptitude remove ---"E{“apt-get remove - :

CBEEGLSIFIHAE

. R SRR R

. BT prerm 15445

. BIRERENER | RTAREESE
. BT postrm F5445

N o g wDdhE

AW N PR

o1

« J5f% ("apt purge”’,“aptitude purge ---"gk“apt-get purge -’ :

C BEGLSIFIHANE

. PRRERIS K HERIE

. BT prerm 5405

. BIRERENEER  BAHREER
. BT postrm 15445

=

g b W N

B, ATKR , BAFEAM T XATAHET.

2.1.9 HAEEMBENE—EEE

RIEZRREBRINE A X M. £ —EREEM SR Debian 45 EM“/usr/share/doc/package_name/README . Debian’,
EIFRFLERZE R/ usr/share/doc/package_name/"FHIHE X4, MRIRERE shell BET 1.4.2 , A TIHFES.

$ cd package_name
$ pager README.Debian
$ mc

RATRER R R KL - doc™F B dn 4 ¥ FESU RIS B SRS HARIN & AT
MR —ERFENBESERFHIR T M@ , —EEE5A8E Debian bug IRHERAE (BTS) 44,

A8uh 9

Debian bug tracking system : " . i "

(BTS) =& sensible-browser "https://bugs.debian.org/
EAMERISEATEHN bug ;E | sensible-browser "https://bugs.debian.org/package_name"
N3& bug AmaE M bug ME sensible-browser "https://bugs.debian.org/bug_number"

Table 2.5: fif 45 E BB BT I T B AR,

{#F Google {5 , EiEFHME“site:debian.org”,“site:wiki.debian.org”,“site: lists.debian.org”
F%,

EREEIX—4 bug IEHT , F56EM reportbug(l) 154



https://bugs.debian.org/
https://bugs.debian.org/
https://bugs.debian.org/
https://www.google.com
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2.1.10 f1{AHkiE Debian BASH,

EIR3) 2 EU_ERRMRERS AR , SN EARBHESR , RAMETRP—ENRE , BZAEHERAEL, K
A AT M 2hE ERNES B EZ A A R

cEEZM I E>B

o BUFI : main > contrib > non-free

« BENEFF : FE > EE > 15774 > 7 > fash

« 1% BB TREREEMNIIRER , Sl RHRE

« BESEEWM Z BIKEBMANKISEATEIEN (6120 gce {K# gcc-10)
« TUTE  ERERERREH LEEESHOH

« EHTEG M ESENER

« BTS (BRIGIRMERAR): 18 RC ARG (IRB M. ERBRENRE)
« BTS (FRFEIRHMERAR): AAEEEHRIGRE IR

* BTS (GRIGIRME RAR): BEESHILRIEERK bug BH

* BTS (BRFAIRME R %) BEAMARELE (non-wishlist) RfEEER /D

iebian E—EEANHABEEANTRER , ERERERE THZ T AMIMNTREENTREE. ROAM
BOREE,

2.1.11 EEMA—ERNEKRBE

AR YRR E (L AFME Debian ZAELE , RINAR BHITHEMEEHENFENERRA, RIMEARERE Debian £
#l , FEAEHEF Debian KEIREME , HhEEERRKN _EUFEEE , EMM0ESKATEEMIRE AT Debian %
BA—H.

1EED 2.7.7 #EEA ) apt-pinning FAT , HERIRRES A C RARRISAEHE ARRRFESEARS N — EAHEkIE
A, BEERNABRTIERAARNERSR , RAT PR ReBIRABLREXFRN RS,

EERREEEIARASHRIEBZH , FREEEANBFEMMIRE R Debian ARHEBHREBMERTER.
« ERMEMD SN L TP BRRRERNER (BRE 7.7),

- 2 E RMGU (BIERENTE) 20, bban LibreOffice 1 GNOME fER , €74 Flatpak. Snap & Appimage
PRSI,

* #37—1& chroot BAEMFIRIER AR EPITERNRER (BRE 9.11).

- CLI iy S EESEFIE A chroot TEERHIT (2REN 9.11.4),
- NERMSR KRN ERZETENEmRE (BRE 9.115),

- BOHEFEN_EAHEIEAREA , MIRE#T Debian ZRHEE.
- ER—E FERNER (BRE 2.7.13),

2.2 EWEIGBEERE

1€ Debian AP AL EN APT ki BEHE T A PAFE Debian A% _EEITENR A ENTISEEIRRE. 512,
KPMENBMBEEANEILASIET A : apt. apt-get/apt-cache fll aptitude .,

HRERRIE BRI EFEIE BT ERN SRR AEITRE , RUAS root #FATHE,



https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(software)
https://zh.wikipedia.org/wiki/AppImage
https://www.debian.org/doc/manuals/debmake-doc/
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2.21 aptvs. apt-get/apt-cache vs. aptitude

®%E aptitude REBETREMN—EIFFIFMTEE TR , BIREZEE TIIER :

o TNEARIEFIRAFEL Z4E stable Debian R4 LfF A aptitude F54FEITERAMN ARG TTAR.

- E:R{FA"apt full-upgrade” B{“apt-get dist-upgrade’ZKiE(TiEEIRE. 2K Bug #411280,
« aptitude 54 HKEHE® AT testing &k unstable Debian R&AF 4R AR KB ILA,

- BEBERWMETHZHARERE. FAEER.

- BT ARZHE AT BNKEEHERERS BRAHEERK , 620 gnome-core,

- ZRBEMEME , TAE aptitude 4 REFRIFGUEBBITOEA , B aptitude , AL apt
full-upgrade’,

apt-get fl apt-cache 2REMRER APT REitaEIET A,

* apt

. apt-
. apt-
. apt-
. apt-

s apt

-get # apt-cache REEHIELIERENE.

get BEITEIRANERGIHEFRENRAETA.

get R T —ERAHRISBAHAEITIR.

get HEWERWERLS. BIHRERCREYBBITREER,
cache 12{#t 7 —@ {REMNIER RiEX LSRG B A BN,

-get M apt-cache AJRAfEf /etc/apt/preferences RKEHMEURL AR L ERA , EIEIFE HIH.

apt FELE—ESMENGSIINHAREMHEE, £4 L, ©& apt-get. apt-cache REMMESHKE K, £E
AR RENE , BFFR— LB S E B RARKRIA.

« apt TRAEMEMRM apt install REEISBEHRM T —EZIFHE E k.
s EAFIRETHNEKIGEE , apt IETEKMIBRIRENK . deb #58

2N

%Eﬁﬁ)ﬂ%ﬁ)ﬂ%ﬁﬂ‘] apt(8) d5< AR EEXAEAIGR | A shel 35455+ (E M apt -get(8) 1 apt-cache(s)

in <

aptitude 54 B &IBMMER APT HEREBEHETA,

« aptitude &t 7T —(ELZE BN EBHX L FEAENE.

« aptitude FEEMRMHE T —EIESFERENME.

« aptitude EARAEHREOEE (FIARED RRMNKIBEINESTANERE) RIRGELA.
« aptitude HIFRERNERES., EIFEEZREEYBITREFE.

« aptitude feft—EHRRIER R EAKL S HENERBTEN.

e aptitude FJRVEIREIE AN S EIRA , WEHAFER /etc/apt/preferences , B+ EHHE.



https://bugs.debian.org/411280
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apt-get
. aptitude |/ N
apt Gk R apt -caufiﬁi:eH
AaiA
aptitude apt-get o —
apt update update update SRR AR RTA N
aptitude apt-get
apt install foo | install instal EeHE foo LA AR IR R A AR E K 3
foo foo
aptitude | apt-get. ot ok o B .
apt upgrade Safe_upgradapgradetc%%E'Jtz%ﬁ*]@\ﬁa@%f&ﬁﬁﬁzﬁﬂﬂT%KﬁﬁﬁﬁbE‘]i}\’é‘a@,
apt aptitude | apt-getZ RO T RNEKIEENRERE , Y EFTENEEBHRIENR
full-upgrade full-upgraddist-lgEade
aptitude apt-get
apt remove foo | remove remove R foo #iS A , HEE TAHREIER
foo foo
apt-ge "
apt autoremove | N/A autore:’fg:ﬁ‘fé;rﬁ EER BB RIS R
. apt-get
apt purge foo | 2PEITUe 1o ge| s Foo BBt mpRAERE R
purge foo foo
aptitude apt-get. ..« A
apt clean clean clean| TTEIRMRAMA R ERFIER
aptitude apt-get. ) . A 20
apt autoclean autoclean autocTLéErlg%zFimérEP BRI BB RARRIER
aptitude apt—cciche_
apt show foo show foo :ggw BR foo B S BRI A
g aptitude apt-cache
gé)ﬂi_éearch R | search search #ZULAC regex KEIEE
M regex regex
aptitude . Yy
N/A why regex N/A | fi#FEDLEC regex HUERES BLIAEH R RMIRE
aptitude
N/A why-not N/A fiBFEILAL regex ERS AR N RN RE
regex
i aptitude )
apt list apt-mar: o -
--manual-installe fiff;, showmziﬁﬁigﬂk?‘%myﬁﬂﬁ

Table 2.6: {§F apt(8), aptitude(8) #l apt-get(8)/ apt-cache(8) HdpSF | EAE M EIF IR/
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2.2.2 1ELF|PREREKIGEETERME

THEHEFA apt(8), aptitude(8) #1 apt -get(8) / apt -cache(8) 4 FIE A AL M EIRRIE,

apt /apt-get fl aptitude BEZAIRAD , IRG KRR,

“aptitude why regex"fJliEiE“aptitude -v why regex"¥|HEZHKEMNJAMKERTUE R apt rdepends
package” Bi“apt-cache rdepends package EX,

& aptitude 15454 E N T RENMZIBE] T — LM (FIANEIEEER) |, RO AMEZ ZRHERFIR T e Yk
BB EEHER,

yas

BESR aptitude fy& R T EE MTHEE , BN RMERS BT , BERERREREERT (HTEEs) —LR
3, 540 Bug #411123, Bug #514930 K& Bug #570377, #nH%EfH |, f5{EF apt,apt-get 1 apt-cache @43k
EH aptitude &4,

#RA]AfE “aptitude B {E BRTE4RIE,

TELEIA At

-S RHTE S HIASR

-d ETE, NETRREmR

-D FEBEBRFAMIRET , MURBRHSA

Table 2.7: aptitude(8) P EEMFIELHIE

FZRNAL R aptitude(8) Ffit“/usr/share/doc/aptitude/README ] aptitude 1§ FIEF",

2.2.3 aptitude EEFNR{FH

REALEANSIEEEE | RATUG TEAFUEEMERE) aptitude .

$ sudo aptitude -u
Password:

ENEFEREEMNAEIA |, WNRERER SR BRIREAEAS5R aptitude FERIFIBCRFE~/ . aptitude/confi

N
FARHRAEF root RABECTAEGEAMEM , FTRAE LEMHFIFHEM sudo -H aptitude - "fE"sudo aptitude

feR
& aptitude NEEMEXMEIN , @ BERERERFIITREME. MREAEE , BATUEBEE 2hE - “BUHRF
BATHENMEREUHE.

2.2.4 aptitude RIREEE4LE

EeEFE T RIEERE AR E BRI T .

BB G SITEEIELTE , AT UEBIR U/ 2 R TR EAR R T\ FFIFTIRM) aptitude IERIRIR3. aptitude
IERIZFRRAAT A A~ BRI e AL A TBIN T S RS HEIL A e B 4 78,



https://bugs.debian.org/411123
https://bugs.debian.org/514930
https://bugs.debian.org/570377
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TRiEE RAPETNRE

FlO@orCtri-t pridee

? BUNREEE) (FEMTEREE)
F10 - EB) - FREFW BREREFR

u B IEEEREEN

+ oz e B EA R R

- e e B ERE ((RBAEERER)
Tk e BBl (FBIRAAFEIER)
TSR BB RIAR 2 PRIFHRRE

TCPT A Rl IR (EhfEZN[A] full-upgrade)
FiiA TEY REMEER
REZN AN FEEE
REZN X IEHREE
BRI B EN

L G LT N T e
FE I A AR NIR B
H=ULACH A —EERE R
EHELE—EES

/\n—'O%‘IXQ(QCIII
(s
D
=

Table 2.8: aptitude iR E4LE

TN
HREZEREMA AT R T VREMANESREGRBARITARA, SURAFEPRHEON—LE L BEK
FRMZRE RS B RER AR B AR A

2.2.5 aptitude #ILEIETR

aptitude(8) &R FHEMER T , IS BIIRENFIE B SR T EAIBIFIABEEAR.
idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

AT RV A AR T,

- WRATIEE, (BT
- PR (BETR)
- B (BSETR)
. BAALTE

. KBRS,
. B AETTIRA

. BA AT AR

N
BRI AFER BNR B Rk E e B HIRES R | 117 RV T R R BR B REAUR.,

A ARAREERKIBERNAEIREIA (2R apt_preferences(5) M 2.7.7).,
WS EARTR AT RY AR AT ATE IR IR "R B T IKE,
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BR

iR

Package View

ZHEXE 2.10 F8:R)

Audit Recommendations

FIHERRRERERARENRIEE

Flat Package List

ARFBITHRIEE (ARERKER)

Debtags Browser

F g debtags EITA RIS R

FRIARSEGE B tR

S B IRIARS RIS B o AH IR

Table 2.9: aptitude #:17

x

AR ENIRPIEE R debtags AZECAIERES AL |

R RIS BT N RIS B AR TA — LERSMIREM) dselect BRbE.

R

Upgradable Packages

RARIEA
FZHR section - area - {2 [EFFEERS [ RERFER

New Packages

AL

Installed Packages FE
Not Installed Packages FE
Obsolete and Locally Created At

Packages

Virtual Packages

FE RIBNREREEE B

Tasks SE— B E BT RN A RN R
Table 2.10: 1ZZE&BE BRI N EA
R

YIS SRR A UR R A IRIEB E L SENBIS .

2.2.6 aptitude #EZHRIE

aptitude 124t T 28 AT AE RIEAR R IEAX AR SIS BARIA,

« shell 643 :

- “aptitude search 'aptitude_regex' 3t LHEARAE, FILE B FBAILACER IS AN BT SR
- “aptitude show 'package_name ' 3|k iE M REEARIER

- 2BEFEHER:
- "1 AT AR HI UL ACER RS B AR AR
/" G SILRCAER S
- "\" [E IS S ILR AR RS E
'n” B F—1{&
N" &3 E—1{@

N

F & package_name HEEHRIGBATBRIEHT RILE , FRAFE R~ FsARIER FEX,



https://debtags.debian.org/
https://debtags.debian.org/getting-started/
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2.2.7 aptitude [F3FER

aptitude % FEXZE M mutt KRR ERE (2RE 1.6.2) , aptitude AFSHHEIALECR AT T,

FEIFTRICLE IR R A IERFEL

ILACRAE B2 TR ~nregex_name

ULACHER ~dregex_description
U ~tregex_task

ULAC debtag ~Gregex_debtag
ULACAHER ~mregex_maintainer
ILACERFE A section ~sregex_section
ULRECEREE RLhR A ~Vregex_version
DLACHE R E ~A{trixie, forky, sid}
ULEC2KIR ~0{debian, -}
ULACEFENaF ~p{extra, important,optional, required, standard}
LA AR ES ~E

ILECERE SR ~V

U ENEREL D ~N

- ILECRFBITROENE ~a{install, upgrade, downgrade, remove, purge, hold, keep}
LR EREHRER ~1

UECRE A ERRCRETEE (8% M
SRERE )

ULECAN AGBREREDRE (B |, _,
BEENEREEA) '
ILiCE TR B2 T AR R iE & ~U
ILRCEMFR{ERBRNTIEE ~C

BoE s , B iE%RE 2 ERETS ~g
UL AChE R ARERAR RS ~b
ULACAEIR type KFERATRAIERES ~Btype
ULHAC pattern EXFE R type KRR A ~D[type: Jpattern
PLAC patte}r\n FASEREIER type KHEFHR ~DB[type: Jpattern
JT A e
ggé%%ﬁﬁ pattern SXESEIR type KM | o [type:lpattern

X RAE

%Eﬁg@% pattern JREEEARIRR) type K ~RB[type:]pattern
ILACHE B RS B TR ISE ~R~1
%Ed‘}ﬁﬁ BAECRRREBIHRRRE | | o,

LR R ERE e MRS E RS . .
ggg@bak BRI RATHRE AR ~R~i|~Rrecommends:~i
ULEC pattern 1BIEIRA Z ERIEXFER ~S filter pattern

LECEEREE (H) ~T
ALECEHRER (1)) ~F

Table 2.11: aptitude IFFRFIER

. %%ﬁf%;ﬁfﬁﬁﬁﬂ‘]% ERE , HiIR egrep(1). awk(1) A per 1(1) ELLBYRIRA Unix 3CF TEAFFTER A"+ 8
EAFER.

o KHRAZ type B— RIS E N IL M E F8{% (depends. predepends, recommends, suggests, conflicts, replaces,
provides),

* TERRH type HKARREH{RZ "depends’,




Debian 2% 54 | 247

T;IE/T
E regex_pattern = FHI | FERIIEIESEHAIN~T",

THEHE—LRERR.

e "~Pterm” =="~Dprovides:term”
e "~Cterm” =="~Dconf licts:term”
o "o~ term’=="(---|term)”

FREDE mutt REIEE | FA mutt RERBRFIBRRIARGE L. 2RYFEHAEFM™/usr/share/doc/aptitude/REAL
) “SEARCHING, LIMITING, AND EXPRESSIONS”,

E
lenny HRAK) aptitude(8) F , FHRAENGEIL , Hlan“?broken”, FEIE R FREXF AR EFW AT ERERE
;ﬂ}b RETKEF T %an,ui%mﬁff‘T/EZ/E%m AN 5B — ﬂEIIE%E%% BRXA& LT T. FINREGEEZRERE

2.2.8 aptitude KRR

MREBIEEFL0 - I - HEIE - EAERIPKRHERFR EITHERNERTE | AIfE aptitude FIEE—(EEREEE
TMEe Y H Depends : "F|RPEILAIZE | “Recommends :"FFKP i At &% . 7f aptitude T, 5Lk
BEIRENEEAENB T RN BEIMR.

aptitude 354 BB E 1T AKIREH AT IEE apt SIBEFM apt -mark(8) FESHKERE .

2.29 WIEEEEIRGE

R AE BeStE R E AR R RIEBIE L.

[EES NA

/var/Tlog/dpkg. log dpkg e BEREIHE
/var/log/apt/term. log B APT JEENH:E
/var/log/aptitude aptitude ¥4 7EFHE

Table 2.12: $kEEIEENHEIER
EE L, RERELHF IRERESERANER. REENAIEZSRE 9.3.9.
2.3 aptitude ¥E{EEHI

FHEHEZ £ aptitude(8) KERIFERA.

2.3.1 EREHBREEEa,
RATARIE aptitude E{EASE T AP RS AMAREREEER FTHFIREN , REARTEEMEEE
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2.3.2 BIBIERFEALACRIEEL AL EiEE
TEAESSIH T BBIERFEALAKI AL BRI L,

$ aptitude search '~n(pam|nss).*ldap'
p libnss-ldap - NSS module for using LDAP as a naming service
p libpam-1ldap - Pluggable Authentication Module allowing LDAP interfaces

EREA BRSNS B A BRAE.

2.3.3 {FAIERFKENXILACEE

£ FmFEREasR PERT R |, ERFRER~dipve” FTRARGIMMILACE ISR , Y E BXthRRE
i

2.3.4 SEEHIBECMHIEREEE

EREBIR TR CBMREGBRRIERAARBIER.
BETIESHEER.

# aptitude search '~c'

ANREHER TS H NEAE AR E WM | FBITITIES.

# aptitude purge '~c'

B REAR R AR B ENE R OR AR TR R AT ).

12" FERBS AR AU R N IERILEC " ~c” |, IEASEILACERESE , bban , " BIMERNIETHES . FTARE
PLACHOER S BT AETRBARE LR [ B,

EEAETAEREM R RN E MmN, EARdE TSR ELERERRA SR, & ER =" KEE)
b HERRER S AR SRR E .

EBRHMAESREERRI S Hthiis6R.

235 FAEEEIFEREIKGE
THEABHEONEEFEREKENTTE (FEEMIE aptitude SILEEIRR %),

1. A root LE EMEXEIT aptitude,

2. w154 AT HNEAEASIR |, U IE AR IT R A THRNB B ALIBITIHR |, " 5L TAR IR aSIE
"9 5 HIT T A FHR B B AT IR

3. j:;‘[\‘“l’;’;;ﬁﬁ]\%ihwi|~Rrecommends:~i)"KBE%‘J§k%§@E‘]§Eﬁ BT M BRI R ARRE R 2
BERE.

4. T 1, Ay \“~prequired|~pimportant |~pstandard|~E"3K[R&E AL AMEER , IR T MG B itk
A IREER ATFEIRE,

5. ?gé N ~1! ~MKRBHEEANER , E ERREHREE LR T[RRI EARKEL , 7T -"E
PRSI

6. T U, W\ ~1"RRHEIEEBRER , 2 BEBRSE" IR T m ik T AT IR,
7. 1BH aptitude,
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8. F root fEEHIT apt-get -s autoremove|less” 54 , RIRRABLULEAEFAETEN.
9. HEEMEA TER aptitude 72X , A'mI5 HARCATH RIS E.

10. A root (E FHEEHHIT apt-get -s autoremove|less” EETESREERHNETEFARESHBECH
= EBIRRIEE.

11. A root {FAEHIT apt -get autoremove|less” 154K BEB KA B HFENEISA.

ERFIHREBIT Tasks” £, BUTm" 164 B — @ RMIRE , BRME SR TP XERRBRMRHRRENER L
27

2.3.6 =HMRAGIHR

)i

ERBHBEIHIBATHRAR , MEAIEM T EATARRANE , Debian R FHRK , (BRRIEE BZE EAIFNT
RFNARR. ST RMEXBREZNKIERNE I DURSRIRFREaNTEEalE. 54 EHEB
BT, RIERZERN AR AT ERNES , YIEEBIIRLMAER (IR1RE 10.2). ‘K HERRRENS EHEH S
Sh—{ERRENE , REIR BT

PRI OB B %8 RS RNNAE Z S8 m T B TRR AT T IR IE T AR L E IR , AEBIT apt update;

apt dist-upgrade” 454,

1f trixie-fEA-stable BEHEE T, # stable FH4k % testing (¥ unstable , fRIEZ A forky” 8% sid”
BRI RAEEEM trixie” ;") , 2%H 2.1.5,

EE L AR -SRI ARAZBHRE , RUEER—LRYE , FTEEHARKEANKHEME, ARz EZNE
FPK , FEHJREERIIE, EFRERITE , RREREN stable BIEFFHH stable , fRATUMEE Release
Notes AR REMAIDEREM , FAEATRERIRD A,

HAEERBEZAT , RRECEREIHN stable BRI ERELEMK testing , E#ERHF Release Notes ] AEZE
R, FEAI—1E stable BHUE , stable BTIHRIRMGRIELAN testing B|ITHRZ MHER T RELEE KRl
MAFSTHHR ARG IS FIMNESE.

Eﬁgﬁ%&%ﬁﬁﬁﬂ%ﬁ , RIEZEIERIRAE | REHR I EZIL BB SR PSRN AR RARIBIRAOE S5 IERE
RARSERT TR A"

BHEERGE CHEERNIFREN).

& bootloader 3T HIFZ , FBEZE TSI EEMBERRENE.

ERRBEMNAGK LNERE.

A script(l) RCsFHREIIBAE.

F“unmarkauto™$g 4 KR BRI EKEIEE |, Fla0"aptitude unmarkauto vim” E{E 54 2 AR
vim 15 {EEEEH,

7. ET‘}J@U‘%%‘%@ZFHEJEEE@‘%EE@@T% , BZBERSERRNKIEBNEE |, 6111, BIREmREEERE

8. 4" /etc/apt/preferences” #EX ({£F apt-pinning),

o 0 & w0 NP

9. AE S L4 : oldstable - stable - testing - unstable.
10. FHR IRFIRIER |, FHASMHRIEREREHIT aptitude update” 64,
11. AERTEIRIE , HEEHM core packages , ffla“aptitude install perl”,



https://www.debian.org/releases/stable/releasenotes
https://www.debian.org/releases/stable/releasenotes
https://www.debian.org/releases/stable/releasenotes
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12. $fT"apt-get -s dist-upgrade” 54K ETHRERNRE.
13. m#EPfT apt-get dist-upgrade” 154,

EE
£ stable RAFHRHMFMZ , BOBEREK Debian #TRREZNAE K.

( ) EE
TELHIE4TFM"#E , GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain %% , H—%EIR A%
SEFARMNEETEEIE,

( ) EE
"Release Notes” may not cover all possible cases. If you change low level configurations, your next upgrade
may fail badly as ”... segfault after upgrade ...".

Bdid unstable RAKBE F4k , 11RE 2.4.3,

2.4 SIS EIRERE

2.4.1 FELI|FHISIEEIE A ETEIRME
THEIIE T —LH T A S IRRIE | BLRENH aptitude BREMEEERE T EMTIAE

7
HR—EXEZEHENEREA, RUEFTEA "L STETCEE LM Hlw, & A dpkg -L
libglib2.0-0:amd64"K% |4 amd64 ZE#EH) 1ibglib2.0-0 HEEAKNA.

FE

AREETE B EZ/VOME NSRS BT A (Hla0“dpkg -1 ---"F1“debi - beﬂT SEERETEN
HESAKH. dpkg K54 FIEIA- - force- all”%ﬂ%ﬁwﬂﬁﬁlﬁ (2R dpkg(l) BRAREF. BExs
IR EMINSRANE A E MR RNRE R,

AIEERAT %,

s FTARAGZAIICHRETESEFELL root BT,

;fé;ﬂﬁ"ﬁ}%lﬁﬁ%% EAXM aptitude (BRE 1.6.2) , HENBIEAEIEESERLAMR shell glob WEMRF T
REh 1.5.6).

- apt-file(l) B apt-file BiSERM , Y B FELHITapt-file update’,
« configure-debian(8) B configure-debian #kE&M4RMt , ©E¥IT dpkg-reconfigure(8) fEA1&in
« dpkg-reconfigure(8) {#f debconf(l) {E &1Lt KB TE AL BFELS TS,



https://bugs.debian.org/1112535
https://wiki.debian.org/Multiarch
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54 $RIE
COLUMNS=120 dpkg -1 v
package name_pattern FI B RS AT RARERRE
dpkg -L package_name Hr—ECZRERRENRE
dpkg -L package_name | egrep _ "
'/usr/share/man/man.*/ . +" PIH—EEREREL man FHE
dpkg -S file_name_pattern FIELEREZ N E R RRER
apt-file search " " A
File name pattern FIE SR E ILACHE 2 ek IS
apt-file list 7S
package name_pattern SRR ER LA BMAS
dpkg-reconfigure package_name E RIS
iy o gdure ~plo BB R TR E R
configure-debian UEBEEFENERE s
dpkg --audit AT RIS BT AR
dpkg --configure -a FRCAT B BR Y K I= B RS
e e SR — (A I BT R, ST

apt-cache madison package_name

B B e ] PO R SR P,

apt-cache showsrc
binary_package_name

RER—{E U HIEGe B RIaiSEe B A

ﬁ

apt-get build-dep package_name TR BRI EENEE

aptitude build-dep package_name | TEIEEHEAMEERERIE

apt-get source package_name (TEIERERERE) T 8JGIAMS

dget dsc tEEM URL (REERERRE) THRIRGEEGE
dpkg-source -x KRB IEEES (F.orig.tar.gz’M

package_name_version-debian.revig

ionogbdan.tar.gz’/"* .diff.gz") PiEEFEREE

debuild binary

RAHR ISR T R EE

make-kpkg kernel_image

Rz ORISR T R E —ER OERE A

make-kpkg --initrd kernel_image

BT initramfs R DRERESETIBE — i DR

dpkg -1
package_name_version-debian.revis

BRI BB R

apt install
/path/to/package_filename.deb

RR—EAAMKIERZIASRT , R, Bl Et TR

debi
package_name_version-debian.revig

BRI

dpkg --get-selections '*'
>selection. txt

f#fF dpkg 4 B HER S BIRIERRE AN

dpkg --set-selections
<selection.txt

{£ dpkg ;R T AL A RIFRGE

echo package_name hold | dpkg fEH dpkg B—EEIEERNEEFEREREA hold (FHE
--set-selections jA"aptitude hold < E% >
Table 2.13: S fEEkid A EIRIR/E




Debian 2% 59/ 247

» "apt-get build-dep”. "apt-get source” #l"apt-cache showsrc” 454 FE JRPFKRP1EFEdeb-src” &
H.

dget(l) . debuild(l) #1 debi(1) 5% devscripts g,

- 2RE 2.7.13 #{Ef"apt-get source” KITR (EfTH) B7E.
make-kpkg 54 FE kernel-package #fgf, (2R E 9.10),
BRAITEZ2RE 12.9.

2.4.2 BRI arER

48 # debsums #EEAH) , BE{FF debsums(1) 54 188" /var/1ib/dpkg/info/* .md5sums” &3 MD5sum
B, BREERRMNER. 2RE 10.3.55%%F MD5sum 2/E&TIERER.

)
&% MDSsum BRI ERRERIEAE LY , debsums(l) EARETAMGAAR, ERTARARBEEEEEMKA
WG ER GRS S AR E BNIRIR 2 RANEEIN,

2.4.3 THERRERBEEINSE

% ($ FE EA0{% F Debian ZGiH testing (3% unstable) li7 , MATEHNIEEHKEE,. EEQEERGE
AP REIR BN AME.

THRUFEH apt-list bugs AJRAUBGRERKARKEIBEE bugs , £1818 APT RAFHRE , E € B EMRE Debian
BTS #HEE bug.

L apt- listchanges 888 , #E{EH APT R TR RFE € 1ENEWS . Debian iR EEHHE.

244 HETWEAITER
fBEIRBIE Debian 48 https://packages.debian.org/ 21 SEHAEAEREREMBEMNTIL , BRMKEREE
BEGHTIE,

grep-dctrl(l) . grep-status(l) ¥l grep-available(l) 54 # ki€ 5 AH Debian #iaizHiE & NT
fTHEE.

“dpkg -S file_name_pattern"§efai ARIESAEZERNHIEELTE , HILALKN LB EH dpkg THEK. 8
e AL E NS ER.

AMRIFFEY dpkg TTERNETEEMAIRS | (RFERE"/var/lib/dpkg/info/’"BE THIT'grep -e regex_patter
and. EEFERETREAIESIBNREERANFHRRRLNE.

MRAFADIR I E IS BRI , (RIEZERM apt-rdepends(8) .

2.5 Debian #FEANEIEE

RIS E Debian FREAEIRMNER LIRS, & RZABAR BNRELARR — LR ie BRTE.
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BE i E e

Release BITIRETEJE RBRERAMTEE S

Release.gpg BEITHRTAE ﬁR;ﬂ%}’%age BENGZEER  ERERE

Contents-architecture FITRTEJE FIL AR T AR AN ERREE

Release BEEBTIREE/EBHENIE | BiEmaEH apt_preferences(5) i
P HA

Packages E{Eﬁégiﬁﬁlgﬁl_ﬁmﬂ%% 4% debian/control 5 #AHM4D

Sources %L%&ﬁﬁﬁ/lnﬁuﬁi/ﬁ?ﬁﬁéﬂém 457 debian/control %15 EAEA

Table 2.14: Debian #EXRETTERKANR
25.1 RERETER
FE TR TT B RHE R EBA7E4E Debian L& ub ) “dist/codename” N , #la0“http://deb.debian.org/debian/”

ERERAETVBEERZIESIZE. KA 6 BRIRNITTER.
AT RBIERRE , EREKERETD , BETERMEFABRET WENER.

2.5.2 TJH/E‘Release’iER R HEM

RN
TH/ERe lease HAR A% E secure APT R ISR,

#5@ Debian F& 3 ERABILEIE —(EE4kM‘Re lease &3 |, Flan“http://deb.debian.org/debian/dists/unstabl
NAT,

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-Until: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715ddod56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e010d116aceab9614cO 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

E
TEE 2.1.5 8 , {REEFAEEIRIKAE R suite” F1"codename” f)&EE, “3¢1ThR "4 FA A R A5 & "suite” F"codename”. fiif
HHERERMNGEE area” & , @434 Components” .

TEJEtE R Release” ITTEM , 2N secure apt BIINELHERERRE | 7 apt - secure(8) FEITHIA,

« T L2IER"Release. gpg” RHTAEFEIEZE"Release” FIZEMH] Debian ¥R E/NRE .
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 /\BAf Debian fERENRFEMBIB R debian-archive-keyring #REMAREE|AH,

» secure APT Z# HENERE TEMTAEIER Release” WTTEM., MEEEIBFEAE| T "Release. gpg” FER A
RHH Debian fERE/NM.

« fif"Packages” fI"Sources” IERATTEM ZHETAE Re lease” FEREHK MD5sum ERESE . AR aAESR
MM "Packages” f1"Sources” t£X1EM MD5sum EXRERE. 2K debsums(1) FIE5 2.4.2.

- REzE AR ILETE MDSsum EIBFEE /) CPU , (/A MD5sum {EESE 5 —ESAEE , FRAMEZR L KR
HTHER Re lease” 1B , EREATIRM BRFLLMNRER , hALEIFHMSEE (B RE 10.3).

R BYRIEBHERFEE T "signed-by” #1H , B TEHMTAE Re lease” IERFHEREIECHNAMKIME. EAE
B3R B 2B 3E Debian fERERE .

2N
AER(ER apt-key(8) & REE APT &4,

B, IREE(E B gpg FILERE Release” 5TEM: |, {FF"Release. gpg” #ERFN1E ftp-master.debian.org L\
] Debian fERE/NE.

2.5.3 (EX[EEMK‘Release’ts R

2N
#%;%E@E‘]"Re leasefER= NG A/E apt_preferences(5) HIFRAN,

SPHEEIR ) Release” 8 , HE I SIEAI B RYIRFIEE , AL TH http://deb.debian.org/debian/dists/u
Z"http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64

( ) EE
HiA"Archive:” Z6) , &5I4%8 ("stable”, "testing”, "unstable”, ---) FIjiA Debian archive , M4
% ("trusty”, "xenial”, "artful”, ---) FB#¢ Ubuntu archive,

WA ESRE, PR experimental M trixie-backports, EfEANKEASAEHEDRE  EERAF
EESMNITT |, BlRNfE http://deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
HEA T EESMN—1T,

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amdé64

R, TBREREIZE NotAutomatic: yes”, FAERM Pin-Priority {E2 500, MM A "NotAutomatic: yes”
SR FESRE, TERR A Pin-Priority {HR2 1 (2K apt_preferences(s) #&i 2.7.7).



https://www.infodrom.org/~joey/Writing/Linux-Journal/secure-apt/
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254 EIGHAREKEANITER

E{F A APT TABF, 20 aptitude, apt-get, synaptic, apt-file, auto-apt , FKMEEE FHHE S Debian
EEEEMERENNAMER, ELEXAMBERAOELRTE, ME RINKEEEEM distribution, area,
architecture MEZE—. (BRHE 2.1.5).

* "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release”

"/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release.gpg”

"/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_binary-architecture_Pac

"/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_source_Sources”

e "/var/cache/apt/apt-file/deb.debian.org_debian_dists_distribution_Contents-architecture.g
(apt-file)

BT 4 BAATVIER B T B AR APT & Z 1, W H I PIEB ‘apt-get update’s“aptitude update’fEdy
SHPEITER. MRARSIRPEMEN deb’1T , A'GRARERNGEITEN. MRHE RIRTHMERN
“deb-src™fT , I UARS R AN S EITERN.

"Packages” #"Sources” T ERHER B EH ‘Filename "z , F5m T B FSAERMMCE. BET, B
Lo S MERR —IRAE poo 1/ BISERT | IEARTT ABGE IS IRAREL ({5 .

LA TTERNAMRIAR T UMER aptitude KETEEKIES, EPINESTES grep-detr1() ATRURS®
BEAL AN RIAHE TTE RN AR AR

"Contents-architecture” STTERHAMIEE | et apt -file update” B , ERVEMHTE 4 BAFRFR. &
R apt-file(l). (auto-apt f"Contents-architecture.gz” t&E A Bt ERAARNAE. )

2.5.5 APT ik iLaikae

BT EIGEFITTER , lenny ZERAPT TRESCEAMELNRIAMELENHFE/var/1ib/apt/extended_st
F , APT & RAEMKRIER B BT RN THRIEE.

2.5.6 aptitude HEXEEAIARE

f T EIEETTAR , aptitude 54 B RIS T EEAME AN TR/ var / lib/aptitude/pkgstates’
B, ELEE A AEY aptitude {8,

2.5.7 ESHEESBNAHEIA
FIERE APT #H RGBS ML A #7EE"/var /cache/apt/archives™§ , HERIC 8 ER.

aptitude WIEEMRINFERIBIE KM , BEF91E"0ptions” — "Preferences” TR&E , A/ LLBEBEKIEE ,
"Actions” TfJ"Clean package cache” Zi’Clean obsolete files” RENITIRFIFIE,

2.5.8 Debian ¥ BIELTE

Debian SIS AR BHIE B TBLEHE.

feR
EMEHR T EAK RIS R, EZNBFHS%E dpkg-source(l).
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s el ZRBAENE
—EFERER, (JFFE deb) package-name_upstream-version-debian.revision_architec
A debian-i ~ B HERE ) . . )
g\%\ﬁdfggn) installer i) —1& Az HIERHE R package-name_upstream-version-debian.revision_architec
JRIGREEAEE (_LFIRIAHE) package-name_upstream-version-debian.revision.orig.tar
1.0 [RIGHEEFES (Debian &&) package-name_upstream-version-debian.revision.diff.gz
3.0 (quilt wTEHETER) [RIarSEREE i ) ion - - isi ' :
41 (Debian %) package-name_upstream-version-debian.revision.debian. t:
FIEHEEEER, (5RER) package-name_upstream-version-debian.revision.dsc

Table 2.15; Debian #32 A& FBs5HE

ZABILAE ATRKNFT (ERIRRR) FAEARRE
package-name [a-z0-9][-a-z0-9.+]+ PhE
epoch: [0-9T+: C1p:d
upstream-version [-a-zA-Z0-9.+: ]+ PE
debian.revision [a-ZA-Z0-9.+~]+ g

Table 2.16: Debian ¥ 8B4 FEHE—ETH T MERKF T

)ad
RAT LA dpkg(l) RIS SR BRI BIRA, 20, "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $?".

)

debian-installer (d-i) £/ udeb {EAE KN _ENUHKRIEANEIES , MIFLIERK deb, —{E udeb HISEEK deb
KIEBPXEET —LERABEANS (FIaNXH) , RMEETHRR IR RREBERNEK. deb 1 udeb #iE
BEHZ RN . W RN,

2.5.9 dpkg 14

dpkg(l) 2 Debian #igaZRFRIEEBNITR. BIFFEEA , WAE/IVMER.
ERRL A package_name’NEBEEINS | dpkg EIRBTIINIEFRETE.

1. f#4 deb EE (FR#‘ar -x)
2. {¥F debconf(1) Bi4T“package_name.preinst”
3. HEREELEIAGF (FRMK tar -x)
4. {3 debconf(1) #fT“package_name.postinst”
debconf RAIZMAEA 118N F1 LION (F 8) NIEMIZHEWFEREL .

“status”tERXMLFIAN dpkg(l). “dselect update’fl“apt-get -u dselect-upgrade”&T B FH.
HFIRHEFTE4 grep-detr (1) FTAE S status"f available’TTERHKAMEIA.

&R
fEdebian 4RI T, udpkg 154 FTAEARL udeb #EEE , udpkg 1542 dpkg F5LH—EXSERA.
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[ES N
/var/1ib/dpkg/info/package_name.copffsAEdE3E. (FRABTEHHN)
/var/1ib/dpkg/info/package_name. 1@'&@%?@?%5‘]@?’5@?%@5%%
/var/1ib/dpkg/info/package_name . mBRHMEIZ A% e FFE 2 () MD5 Mo 8
/var/1ib/dpkg/info/package_name . rEiB <o 2 BloITHRIER L Al 6 S5
/var/1ib/dpkg/info/package_name . joBBEmBE = 2 Z O THIEX 1L B TE i
/var/1ib/dpkg/info/package_name . jrivi EEI& 2 BIH THIE B Bie >0
/var/1ib/dpkg/info/package_name . oBGEMmSIE Z ZBITHRETEBTESTH
/var/1ib/dpkg/info/package_name.doffitglebcont A& e T ATESTE
/var/1ib/dpkg/alternatives/packadeupdaee -alternatives FESFERHRNEREN

Qlolololol 3~ 0

/var/1ib/dpkg/available FrASRE BRI o] FTEER
/var/1ib/dpkg/diversions dpkg(l) FFAREEZENEAN , F dpkg-divert(8) ;X E

45? BE - ]
/var/1lib/dpkg/statoverride Sé)kg(l){iﬂ%ﬂ*]if* RARERZHAN | 6 dpkg-statoverride(s)
/var/1ib/dpkg/status R RS
/var/1ib/dpkg/status-old “var/1ib/dpkg/status’fe=E—RKER
/var/backups/dpkg.status* F_REH , DAk var/1ib/dpkg/status™tEx £ ERNER

Table 2.17: dpkg B HEEER

2.5.10 update-alternatives 54

Debian A#{f A update-alternatives(l) ;EFABITUAZ FEMLT RIS BEENFEN. FI20 , NRFEFRE
T vim 0 nvi &EEE , RETRAE vi 5B EFEHAT vim,

$ s -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian ##E R#/E"/etc/alternatives/” BB IR R IREAL RARIT E AR B FEM"/var /1ib/dpkg/alter
BRI ERE R

2.5.11 dpkg-statoverride 54

BRE—EHIEEE , | dpkg-statoverride(8) FE&4R 4 MRREMB Y , & dpkg(l) H HEEARFAKEE
BTN — L. RERT - -update” RIA , W AEREE E'JEZT* BYALRIEE AT B EFREI.

( ) EE
i&%ﬁiggﬁﬁﬁ chmod % chown 154 EHEXEEREBERNBEERIH# , HEE T RERATR
B, % .

ZKAEIHS{%FHT#:E ,BEE AT AR dpkg FTRIEMEMERRGEYMY  BFEEH , RES.
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2.5.12 dpkg-divert 5%

dpkg-divert(8) fES 1R HANIER RS , B8 dpkg(l) BERAREBHIANME , MERKIEHBHNVE.
dpkg-divert R®iaBAETEONS, FERRAREE BEMEMEES.

2.6 RIBRNABRTRE

EPIT MRS AMEERAR , R ETE B8 BRSNS B EIRETIRRNIEE.

TEN—LHEARRESHNER. FEHEHRETES |

2.6.1 FAARENEREMAR

WR—ERE GUI BXEERW LIFRATHRZZSIEE , REZRRERENAMEEER (REEILN) i
ngﬂﬁo MREEFRNERERT THTRE , BEEEESMFETERE. (ER—EITEN bug WAITAEER
SHRE.)

R TIRERETE , RIEZB IR B A AR RERE SR ST RNE) GUI 72X, 1RPTRE R ERIABE AR E N A DMEZ 1Bk
ERIEN. GHEFEPMIERRT.)

2.6.2 HiEEERIRIEER

e M ERMRENSEER | eSS A AT IRANEEER | Bban APT B "GPG error: ... invalid: BADSIG ...",

{RIEFZ BB sudo rm -rf /var/lib/apt/* "WIERFAEREREKIER , AEEHER.(AMRFERT apt-cacher-ng,
R EHIT sudo rm -rf /var/cache/apt-cacher-ng/* ”,)

2.6.3 {F dpkg FELHEITHIE

Since dpkg is very low level package tool, it can function without network connection.
Let's assume foo package was broken and needs to be fixed.

KA AFEER RS BLIRER B 8% :*/var/cache/apt/archives/"hIkEIER) foo LASEAE bug lRAS. (ANRILAZ
R PAEFE R https://snapshot.debian.org/ FTFHE , Bt RAERISEIRINBENKESTHERE.)

WMRIFRESIRIBNARS , IR UBIB TR K TEE.
# dpkg -i /path/to/foo_old version_arch.deb

WMRAERKHEREE , MEAERARREEEE , W ERANWAREM , RAJERM dpkg K- -ignore-depends”.”- -1
MHERIAR UK. WREREBEMT , 2 BIRWAERES B EKERR. ELMEHS R dpkg(8).

)
MRAFHARRERIRT , BB ARRTRERD —ET2MMT (2RE 102) IEITXREHHRRE. &
R D HBRBIFIHE.

N
MRIFERIRRBN | RATMERE SN APT AR EERS , MERE 2.7.10 PHEHAOAE.



https://bugs.debian.org/1003865
https://snapshot.debian.org/
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2.6.4 FRKBIEEMRERM

WRIREIB sudo dpkg -i ..." BEIRE—EHEEIARL , MARKEMKENATARIEE , EEKIEESE
AR RETRAL.

You should install all dependency packages by repeatedly using "sudo dpkg -i ...” or by using:

# apt --fix-broken install

Ri& , ERATIGSRECEMEE N RENKIEE.

# dpkg --configure -a

2.6.5 AAMEHERNAERIES

MAHREREBEIE RS , PLIN aptitude(8) 2k apt-get(l), EMEEEBRM , BELIMRAERK , FEERE
TREEE. (BRE 2.1.7).

BRSAME RS  RERARBE SRR T A —BHERERESR , BRE 2.7.6) , AGHIRAIERENEKIGAK
BN, MRAHIFMEERNERT , #RIEB aptitude(8) 5% apt -get (1) REEEAEA |, dpkg(l) FEH L AARA
I, ESAITFUREREEESR YA BSCEFERESR.

( ) EE
ERAB=AHROGEREANNAGE S , AAHEBER root FF A HEBITAE E1ESIBRE BRI AL
TS, dpkg(1) L RBILMBERNEZTA.

TSR IBMIEREN S AT RRNEREE, , 0ld-package , KARRIEFESERI IR,
$ sudo dpkg -P old-package

2.6.6 BRIBRNHISEIESIS

EHHAIESET N —EIESCHRELRREEHR |, FHOBIRRRERMEY , i aEE AR 2 EMNIT
7, WEBMARENBIEA. E—ARESET MRS ST HHEERE , 2RI AT T REMRr e
B, RIEELMHE , HERERERT.

¥t package_name MR BEEITESMEMIE | RIEZMRIR T IIRERS 15405,
« "/var/lib/dpkg/info/package_name.preinst”

« "/var/lib/dpkg/info/package_name.postinst”

» "/var/lib/dpkg/info/package_name.prerm”

» "/var/lib/dpkg/info/package_name.postrm’

FRATHIMAE , A root AREEIEIREAEMTE LTS,
o EATEFIE ] DA B SETT

o FEHSEATHITREIE | | true’ AT AsdIE{ERTh
K& , FATIIGLSRECE AN TEKEIEMa,

# dpkg --configure -a
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2.6.7 WKEWEEEZESR

WR“/var/lib/dpkg/status’HAEERRLIREER | Debian RS RRBREARZFENUY ZRNEELE. S
{ijA“/var/1lib/dpkg/status-old”’sl“/var/backups/dpkg.status.*"EHK“/var/1ib/dpkg/status’tg

e

#8"/var/backups/"NE—EEERHENERZ —EIFEE , RAEEBHEE THZERNARER.

WABREMIEE , RERHDRREBENE, IMELERY/var//FHRAEER , (RKERTRAR“/usr/share/doc/”
B $% K 1B — L &K S| BREI TN RS,

EFRERN (RE) AR,
# mkdir -p /path/to/old/system

YEE R HIEE /path/to/old/system/”,

cd /path/to/old/system/usr/share/doc
ls -1 >~/1s1.txt

cd /usr/share/doc

1ls -1 >>~/1sl.txt

cd

sort lsil.txt | uniq | less

H HOH K HH

REFAATUMRIBHISBEAWIETRET . (TREEF— LIRS aRTE , flin texmf”,)

2.7 HISEERTT

EREW , £ trixie BHE  EEEEHRIESIREIF , (FRETARIE/etc/apt/sources. list” #3&kIR,

271 _H{EHEEKENHK?

{&%&“/var/1ib/dpkg/available”#1“/usr/share/doc/package_name/changelog” ¥ 48 & i & 18
HT R KIEEEENEEE SR E—MEN—LER , BRIEONER LEEKEARY., devscripts &g+
B who-uploads(1) AJRA:# 5! Debian JR# S BN ER _LEH.

2.7.2 [R%) APT I THIAR

ANRARABIRS) APT BT #SERZ 800Kib/sec (=100KiB/sec) , {RIEZE T HEABKE APT WHFARZH.
APT: :Acquire::http::Dl-Limit "800";

2.7.3 BHEITEMALRKES

apt i AABET K cronFELSHE /etc/cron.daily/apt”, EXEBA T F kLA, 7T %% unattended-upgrades
LA KGR IE (ETE RS |, [FE Rt B BT HRE L E,. ATRUBIB /etc/apt/apt . conf . d/02backup’fl“/etc/apt/apt.
BB ETEES , MHEIRAAAIA“/usr/share/doc/unattended-upgrades/README 1,

unattended-upgrades ®ESAIF R stable RAEMNLLEH. WREBFALIRE stable REAIER/ N
AREFRAERZLETBENT2IRR , REZEEERBEEN , FAiisI BT,

APT: :Periodic: :Update-Package-Lists "1";

APT: :Periodic: :Download-Upgradeable-Packages "1";

APT: :Periodic::Unattended-Upgrade "1";
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MRMFBITHIE testing 3k unstable R4 , RIEZASREFAEHEN , RACBECEEXXIBERS. BE
IFAEARA) testing 3k unstable 15T , #ROJAEKEABIR BT FEE 2 A S B E B AR MR , HALES &
mr.

APT: :Periodic: :Update-Package-Lists "1";
APT: :Periodic: :Download-Upgradeable-Packages "1";
APT: :Periodic::Unattended-Upgrade "0";

2.7.4 FHHFMM@EIE

stable-updates ("trixie-updates”, £ trixie-fE#-stable FE ) #1 backports.debian.org fEEERH T
stable hRERIEEEH.

AT RERELERE , {REEM"/etc/apt/sources. list” FEREB A T HRKERES R,

deb http://deb.debian.org/debian/ trixie main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security trixie-security main non-free-firmware <
contrib non-free

deb http://deb.debian.org/debian/ trixie-updates main non-free-firmware contrib non-free

deb http://deb.debian.org/debian/ trixie-backports main non-free-firmware contrib non-free

WARFEL"/etc/apt/preferences” {ERFPRAERE Pin-Priority {H. EFAE R , TARABCRME T FEEN

BH GERE 2.5.3).

s B RENESEAZTIIER trixie-updates IR EFREFE LM,

« REHR trixie-backports FEXREFFELTRMERE LA @EIR trixie-backports &R EFRE|FiEkiE
4,

E{RAEELY trixie-backports #EREFFEMRIE—ER I package - name” HIERIE K HAK I BHIHE | /RIEZ
EREREREZRIIN—E -t 28,

$ sudo apt-get install -t trixie-backports package-name

( ) &
ARE1# backports.debian.org fERERE KL HILE, TREME REEAKMEER., BRBRARTZEEH
2.1.11,

2.7.5 SNEERBEBIERE

o=
=B

g\,%%?dvl} , SNERER RS B FEER AR IR AL root ZF R AR, 1RIEE RE AN IEEERE. BRAR
2B 2.1.11,

REES{E RS APT (¥ Debian A KSMIRIEEEERE , KEMAR FIIR , YIEENEEESRK
N'/etc/apt/trusted.gpg.d/” B$%, 2R sources.list(5). apt-secure(8) #1 apt-key(8).



https://wiki.debian.org/StableUpdates
https://backports.debian.org
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2.7.6 MEM apt-pinning RIE & SR EERIER

HE
@ WRIBREREREST T EREQEALY Debian BEARITIRFIXIEN , IRT BAXIERERERSIRAEES A
46, B30 stable f security updates 1 stable-updates,

EEAE—EST , ERAEIRA testing KGR , IRIEAATE unstable EEINAHN LA AARA.

FRlFSE " /etc/apt/sources. list” #83% , {F2FERE—K unstable” #EIThREIE,
. ¥\fT"aptitude update” 54

KB RIE"/etc/apt/sources. list” #X |, {F2F5M testing KL,

1.
2
3. YT aptitude install package-name” 154 .
4.
5. $ifT"aptitude update” 34

FREBAFIAE , FAREEEN/etc/apt/preferences” HEX , i AREEIE( apt-pinning, {BEEFIENA
EAEE RRXEM),

=

EERRESERIRNER , A& Debian S EHEREIEZ MKAAY , FTAMRNABC EMABSMIERE.
WMRMIE HF AR | AR TRESIRR. (RUARAFINELARERT BRI E K. EREERAH
ERBERT2WRNERME , RUASEMREERE.

RA RIS E T BB BN — BRI T,

» FTERBIKIE (Architecture: all) RZIEREIRIGH.
- SO SRR ER
- WRERMIALE | ARRAEEE AR T
« ZHAHIBEE (non"Architecture: all’) B GTIMRSIN , BHRERERN.
- FREIRAMMANE (25E Libc")
- B2 BRI A AR
- Ha> ABI ORI
- C++ ABI IRAREHE

%Tﬁﬁ)\%ﬁ@ﬂ‘]kzﬁz SEMRR , —LRENFERN " EAHREAA TSR TRNFEELE, REREZ
RE ABI RS MREEE.

)
FRIEA T SRR S BORRBS A , 3F Debian HEEERE _EAHKBEES E—ERNEE. RHEEANEGH
FERAIYRE BT Debian RFEMBNLZERHAERAR. (BRE 2.1.11),



https://www.debian.org/security/
https://wiki.debian.org/StableUpdates
https://zh.wikipedia.org/wiki/應用二進位接口
https://zh.wikipedia.org/wiki/應用二進位接口
https://zh.wikipedia.org/wiki/應用二進位接口
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2.7.7 £/ apt-pinning FEEIRRA

B
HF A apt-pinning 45 ERERILBANIE, (RUSBREREERE  RERERES,

18" /etc/apt/preferences” t45€ , APT A#(EAIRATF B R BEZFZHN T BRAER REBRE., ERBEN
TRRE , 12 APT RERHBNERA L. IBEAXEEREES , WAEK /etc/apt/preferences” #53 ,
Rt , —SEREEWIEAEBFEMIFENEREE , WATCA NotAutomatic , I HIEE RIE,

EFZIN
FRANF S p b8 R B AT AR BS 5% |, I F2nF , "dpkg - -compare-versions verl.1 gt verl.1~1; echo
$?" (&R dpkg(2)).

MRLCERREFAEREPREHRILE (B R 2.7.6), (FRATLUEBE"/etc/apt/preferences” #5R HEHF
BARRARZEERAREREEEDRAUNEERE (20 apt_preferences(5) FF/R) KB ENLIE LR FERIRIE,
IE #7854 apt-pinning,

E{£f apt-pinning @y &8 , HA Debian A &HAREGEZ HARME | FTAMRLABCHEHARM. apt-pinning
ETEIEMRE , RUAEREXERE.

TR EER K Release 15X (2 RE 2.5.3) (A8 apt_preferences(5) K Al. 74 Debian & Ft% % E # Debian &
£FERE | apt-pinning R 1E"suite” & T LE. (E25F0 Ubuntu #5=ER[E).) 6N , #R1E"/etc/apt/preferences”
FEREM , TRMEMAPin: release a=unstable” , {BRAEFA"Pin: release a=sid".

E £ A3E Debian (ISR E(E A apt-pinning —E S | (RIEZIRECMIMAEMATSE. 6120 , Ubuntu F1 Debian
ERREIRAE—HH,

%
EDERALL/ete/apt /preferences” fE , 7 apt-pinning &ML T | IROLATLLEFTAREIEREN AL
T (BRE 2.6.3F8 2.7.6).

T 2RI apt-pinning BATHIEHLREA.

B S EIRTE"/etc/apt/sources. list” f#EREMHER , APT A4 0] BNk iS AIRFEEERE Pin-Priority &
RAH , (EATHRERES BREERA. 2R —EERIS A Pin-Priority K74 1000, EERAIRS 2R 88 T4k , BAPAT &
I aEfEARTNEE (2 RE 2.7.11).

SG{EEEE A Pin-Priority {E27E"/etc/apt/preferences” #ERF ) Pin-Priority” 168 &k & £ & A B NTAR
fH.

Pin-Priority apt-pinning HEEBHKTE

1001 TRZEeE , FERE —EERTEENTES

990 REB R ThRIE R ERTARR (R

500 RER RERENTERE

100 FA7A NotAutomatic 1 ButAutomaticUpgrades & X E R TER{E
100 ARERRuER

1 FA7% NotAutomatic 5 &= TR

-1 RIERIHER , RN T E RS

Table 2.18: Fii% apt-pinning FATHHETFEER] Pin-Priority {H%13%.

EHEIRAERATE | SRR SFHRIARRE | HI40: "apt-get install -t testing some-package’



http://deb.debian.org/debian/dists/
http://security.debian.org/debian-security/dists/
http://security.debian.org/debian-security/dists/
https://www.ubuntu.com/
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NotAutomatic 1 ButAutomaticUpgrades [R5 2 s r{7HE%§J:T*§JEi&EQ Release £ R KK E , (B RE
2.5.3) , FEFEE"NotAutomatic: yes” fl"ButAutomaticUpgrades: yes”. M NotAutomatic #fﬁjmﬁa#’f
{7 fR =5 _EAIIE R B K Release fERKERE , (ERBE " NotAutomatic: yes”.

KBRS ERIRNEIEEA apt-pinning 15 FTUE@ apt -cache policy package” 548N

 "Package pin:” BHSERITT , FId TERIEBARAM pin , 20R package FEIR pin 248 XE &, 120, "Package
pin: 0.190".

s /RB"Package pin:” RITFETE , ARIRE package MEIHKTE =
« £ package #EAf Pin-Priority {ESI#EFTERAF R AIE |, bbin , 70.181 700"
« 0" BINVEFBMATRHAE , WRIRE package HEAKIEZR. 40, 0.181 0.

« t4RE (f£"/etc/apt/preferences” fEREA Package: *” {E) i Pin-Priority {8 , FIEFTBHERERISHZE
1% , 640 , "100 http://deb.debian.org/debian/ trixie-backports/main Packages”.

2.7.8 [HILEREHNHIEARNRE

i
#

=l
#FH apt-pinning f 4 HEEEEMRLEARMFE, RO RERSEEN  RIFEES

MRAABT S| AR BEAEE | RNARI"/etc/apt/preferences” R BRI T FURMAMKER IR HMTE
ERAAMES L 15 LR RS .

Package: package-1

Pin: version *

Pin-Priority: -1

Package: package-2

Pin: version *
Pin-Priority: -1

2.7.9 {FHA%A unstable B2 AHK testing hRA

L
#FF apt-pinning 45 E S E MR KR, RNCARRERERBEN , FRIEHETEE

T E—ERIH apt-pinning AT F , EFEA testing MR , IR unstable S R4 E BB FTH_E iR A<k
AENEE R, REZIRINT FI/RNTE /etc/apt/sources. list” #RFIIE A FTERERE,

deb http://deb.debian.org/debian/ testing main contrib non-free
deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/debian-security testing-security main contrib

RN FTRIIERE /etc/apt/preferences” {8,

Package: *
Pin: release a=unstable
Pin-Priority: 100
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EREENFAR TR unstable #HE Ed kK package-name” B RE KRB AR , (RBITHAE"-t" EIE
(unstable 4 Pin-Priority {652 990) K BRI TIRNTES

$ sudo apt-get install -t unstable package-name

EWFRBCT , B\fT apt-get update”F1"apt-get dist-upgrade’(@i& aptitude safe-upgrade’fl"aptitude
full-upgrade”) 64, €1 testing IEREFHE IR testing EREREMFIEEI HR unstable tERE
FHRABLEAE unstable FERET R iNEGE A,

*E
@ INGRELEBI/etc/apt/sources. list” R testing” HERE, NRERPEH testing” |
APT R &FEAEMHMM unstable FEEEFREIEA,

R

KEEeE ERIRER , EL:HEis/etc/apt/sources. list” #§E P unstable” #ERECs%. EHATH
A BRI /etc/apt/sources. list” HERFP IR L ECERM & A FHRAEIE HESR RIBFHLE L T ALEtE unstable 1%
RESRZHENEIEMER unstable FHR.

EF N

0 R’/etc/apt/preferences” #% F &’Pin-Priority: 17 # { T’Pin-Priority:100”, BJ
{§"/etc/apt/sources. list” #5E P "testing” iR ¥ MIf& T , Pin-Priority {524 100 2 &Kk iE
HAE€EB unstable tEREFR.

RIRFHE B BNIRAE unstable EELAFTKINEREE , MARRKSABERYIANWERIA -t unstable” , fRIAERE
3"/etc/apt/preferences” R , WAEZFERTARNE T HEMAZIEMIKSIH FrA AL LA,

Package: package-1
Pin: release a=unstable
Pin-Priority: 700

Package: package-2
Pin: release a=unstable
Pin-Priority: 700

T EASERENERSERLE Pin-Priority B, #5120 , A7 {FHA&ZHK unstable MBEICAR"Debian Reference” ,
fE:Z1E"/etc/apt/preferences” 8RB AUTIEE.

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

He/N
B{&¢7fE AfKE stable tE3R[E , apt-pinning BATMNA R B WM. RIBKAATIALES , 1t unstable ERERK
R HE—ERREM.
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2.7.10 {FFH%H experimental E#EfIH unstable fR4A<

s
#

=l
HF M apt-pinning 4B EGE ML ANHIE, ROABRSERSERNA , FIEFEET

52 apt-pinning K5 —ERG , ;ZZRBIEEMFER unstable J7 , BEET experimental Jg, FZFEATBR%E
= L EHNEIEE. FE/BETE/etc/apt/sources. list” #ERPRFIFRNT:
deb http://deb.debian.org/debian/ unstable main contrib non-free

deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing-security main contrib

B4 experimentali2 IEEE) (NotAutomatic) iR (2 R EN 2.5.3) , HFALKM Pin-Priority (¥R E 2 1 (<<100)

. WAREEL/etc/apt/preferences” tERFERAE Pin-Priority {8 , REEFEE experimental J& , RIHREE
ETREHR B EF AR R E S Rea.

2.7.11 &R

ESH:_

%ﬁ?ﬁﬁ apt-pinning & 45 € GEMLBRNEE, ROARSEREERA , FIEEES

A=

(&4 1E Debian 385t LA E AR . (EESERIWREBRETFTEMN—HHLTIE, BEILRIEEER

g[&g&f% El]m‘%:;;lf/ﬁ B, HREZEARSG , REEEREBREREBENTBEEEZEN jﬂi@ﬁﬁﬁ“i
RIE—1E ES

PRETRUBIB IR HHR B R AL PSR ER R ERERE (2R 2.7.7) , RMERBNARKE. THE—EHE
A%, AU Z TR “dpkg -1 broken- package_old-version.deb”?‘aé\ (BRE 2.6.3),

1#J"/etc/apt/sources. List"HEEF G N HEABREM unstable 1T,

deb http://deb.debian.org/debian/ sid main contrib non-free

EATERATERE , RMBAER testing,

deb http://deb.debian.org/debian/ forky main contrib non-free

AT HRINERE /etc/apt/preferences” XK.

Package: *
Pin: release a=testing
Pin-Priority: 1010

#HiT apt-get update; apt-get dist-upgrade’{FE{EZRLGHREEEEIAHIIER
EZERRIE , Bl&/etc/apt/preferences” E{EEARKIESR.

LN
BER—EFHIE, B (REERK ) ERESMKIEE , KBMKHEE, RUEREFEBMRMRE— L
BRERGIER. FEFFREE Linux £, AT, udev, PAM, APT AR MBI BE B LK EFIAERER

£
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2.7.12 equivs {5

ANRARGE B IaREARE T —EFE A Debian KIS , RIFHE MR —EEIEAZAM Debian #IEE (*.deb) Y

FRFLNIERE.

N RRIBIBN BB — AR T REE /usr/local”, {REJBEERF M equivs fEARE LB RKIME HREK

LGRS

Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn't, you can work around bugs in other packages' dependencies.
(Please do still file such bugs, though.)

2.7.13 #ZIE—{EEIEEBE stable A%t

Sy =z
==

HRARESR , FEARTEEMRIEBREEATIE , MARTERIMFLEHE,

HREDTHRI stable A% , ERRBEAAEDITIRIETENHSE —EXREORTHNERE, EVIBRLRAKE

FZERAEHIEEAER.
1£ stable &¥i“/etc/apt/sources. list fERPHIETINEE .
deb-src http://deb.debian.org/debian unstable main contrib non-free

T R A BT B E RS ALY T HIRERE R,

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

@ e H HHHR

IRBEMEBA , T backport (LA EH —LT AMIKIE, , 120 dpkg F1 debhelper,
BUT FHIES.
$ dch -i

EHRIEBARA , FA04E"debian/change log i i—1@"+bp1”
BT HBKEETREAT N EMRERRSRT.

$ debuild
$cd ..
# debi foo*.changes
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27.14 FI APT I{UR{AIARE

R %005 248 Debian {5 RENFEEIREFGMNEKIAR , EFEETZ LAN LNASE |, 2 APT $1E—E43
IR EEIFEE. APT AJRUEBFRECHKEAIEA web (http) RIFEARSS , FI20 squid (2 RE 6.5) , A&
£ 8 apt.conf(5) #1“/usr/share/doc/apt/examples/configure-index.gz”, IRIFEE“Shttp_proxy &
BEZ"/etc/apt/apt. confIERFREMAIRFE RS .

5 —L Debian EREMNERRETR, REZEEREMZAIRE BTS.,

G AT XN | ERER

approx V.0, I:0 8308 | TREX Debian fEXEREEANNRIEAMRES (Cimaen) OCaml F2\)
apt-cacher V:0, I:0 267 7 Debian S IEEA M FIATEIE R ETREMCIE (Perl 1£25)
apt-cacher-ng V4, 1.4 1968 | HEHFEBHPREIE (C++ ARZHFER)

Table 2.19: Debian fEXEREARIETE

EE
% Debian EFEHMRELAIEE  ELRAORTT AL EERMAMEEERREAR  LTE—R
BRAPEIAME. B—AE , B web (http) AIBARS FoaiL B BAS REEEAE,

2.7.15 FZEANREISEERMG
RAT AR TSR R AL A TR T 2 5.

- REATHENERMS

- aptitude(8), dpkg(l), tasksel(8), apt(8),apt-get(8),apt-config(8), apt-secure(8), sources. list(5),
apt.conf(b), and apt_preferences(b);

- B8 apt-doc #FiEEM“/usr/share/doc/apt-doc/guide. html/index.htm1"#1“/usr/share/doc/apt-doc
- g aptitude-doc-en EiEAH“/usr/share/doc/aptitude/html/en/index.html’,

+ Debian f&RERE FAHA0H :

- "Debian Policy Manual Chapter 2 - The Debian Archive” ,
- "Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive” ,
- "The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

* 7 Debian {£ A& 1#%E—1E Debian #HEEHAHE
- “Debian #EH+T5m",



https://zh.wikipedia.org/wiki/Local_area_network
http://packages.debian.org/sid/approx
http://qa.debian.org/popcon-graph.php?packages=approx
https://tracker.debian.org/pkg/approx
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
https://tracker.debian.org/pkg/apt-cacher
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
https://tracker.debian.org/pkg/apt-cacher-ng
https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/manuals/debian-faq/ftparchives
https://www.debian.org/doc/manuals/debmake-doc/
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Chapter 3

A

ERZREIE , HMEEIMEE Debian RGN ZXBMAR A NZHEN, BEERIMEIER RGO ENX
fE  EELMHEE MRS BARRER LAEER.

TR Debian ZAVIANMNEEMIA, HiA Debian RAENEIRE , BREZ2EF N4,
« Debian Linux #% U3t 2#Fi4 Debian #Z%OMEEEAKIR.

* bootup(7) M4BT £ systemd HALRENRFZ. (IR Debian)

 boot(7) M4BT £ UNIX System V Release 4 (IRZEENRFE. (BhRMA Debian)

3.1 ZENAFEMLA

TIRGH - EEHERREMERUTRNELRS (0S) DB , BEAFREMREISEIBE,
BRBRE, , PEG R REREEAGTRIRSMAT PC FEL,
PRIETBTHR R — BRI, SRS RIS T — AR

e B 3.1.1
o B 3.1.2
« &1 3.1.3
« & 3.14

B, BURETIEREWMREC, than , frim:E 7 8Ozt , BIRTBE BkIBK /R Debian ZAEMLSER. HIL , 7
AEE R BT , FRE BT ARNIER EmL.

3.1.1 SE—f&EY - UEFI

Unified Extensible Firmware Interface (UEFI) 4 — AR EH#IIEN T T T BMENIEHZSE4A UEFI REBH—E5.
E—EFTEMEIRER , MEN BN ERENIRIENE —PEEL , EMEREBECEY ENBEECERRTE , PITHENE
¥ ARG EHNERTEERATI D (BE 251 EHBAER). MEECEBEIRSHHTE NVRAM |, E8EIEFERMEXE
AU NS EE AT DHIRE R AR RIS,

EFI system partition (ESP) EFI RN EE 2 —EEBHERENEWE , 5T EHMERKEMR UEFI RE. E5TEH

BRUEIRRS , B UEFI #IBEKaNM , BT UEF ERRXMELERARROITIIREMNIER , BFEXRGMNS
BENTEX, (B2 PC R4 , HF1E MBR 2 BIOS aJARRAE.)



https://kernel-team.pages.debian.net/kernel-handbook/index.html
https://zh.wikipedia.org/wiki/Booting
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/EFI_system_partition
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/BIOS
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3.1.2 SETFEER : S|HUMEARFF

SPEB TR RRENBFEAEE —FREY , B UEFI j@). 5| @8 AR ARG OIRGA initrd BRGEATIZCIEREIEH
IEHRATAA . initrd BMIGERERARGEREG , HSIEREREIRTERKS I EBAFER

Debian ZAIBH (A Linux A OMERTERRIN AR L. EHIH 5.x Linux 306 initrd BUEFERAT_EZ initramfs (%]
48 RAM iR ARS) MR,

BHL S EHNEAMCERIAFE,

S ENEHFE

LGl ATE K/ | initrd = AR
- . - GRUB BES -G Hl7AE s ‘% EFNERAS
grub-efi-amd64 1:436 142 YiE UEFI Bl viat. extd-- (UEFI)

. = GRUB % 2 | AR EZ SN EMEFER A% ,
grub-pc V16, 1:539 | 479 | XiE i qu Vit extd-- (BIOS)EE

GRUB % 2 | IR GRUB % 2 Hﬁﬂ‘lﬁfﬁlgﬁ)‘@ﬂg&

grub-rescue-pc V0, I:0 7323 | 4B i % (CD FI#:8) (PC/BIOS ki)
grml-rescueboot V0, I:1 36 N/A GRUB 2 grml-rescueboot adds live Linux ISO
plug-in images to the grub2 boot menu
=i T \% =
syslinux V2,131 | 325 | %iE Isolinux ggﬁggogeeo WRRE. 5% CD

%A MSDOS 12X &%t (FAT)

syslinux V2,131 | 325 | SUE SysInUX | & g s AR,
< 757 o J=3
loadlin V:0, 1:0 87 | %iE Loadlin FURAAE FreeDOS 3 MSDOS 2%

B,
Neil Turton | ILEE{X MSDOS MBR B H#XEE.
i MBR RuHRERyE,

mbr V0, I:3 47 Y iE

Table 3.1: 5|2 MEFFLFF3R

¥4 UEFI 2%t , GRUB2 B BB ESP A2 | (" /boot/efi/EFI/debian/grub.cfg”’ #8H search.fs_uuid
FEER) UUID RAEE GRUB2 EERLEFEZR"/boot/grub/grub. cfg” FiERINEIRE.,

GRUB2 EHEICERRNBIRTNBLIS

menuentry 'Debian GNU/Linux' ... {
load_video
insmod gzio
insmod part_gpt
insmod ext2
search --no-floppy --fs-uuid --set=root fe3eldb5-6454-46d6-al4c-071208ebe4bl

echo 'Loading Linux 5.10.0-6-amd64 ...'

linux /boot/vmlinuz-5.10.0-6-amd64 root=UUID=fe3eldb5-6454-46d6-al4c-071208ebedbl «+
ro quiet

echo 'Loading initial ramdisk ...'

initrd /boot/initrd.img-5.10.0-6-amd64
}

HHIMEERS ) /boot/grub/grub.cfg , EEEEKENERNT.

On Debian system, "/boot/grub/grub.cfg”is managed by the installed GRUB package (e.g. grub-efi-amd64)
and direct user modification to this file is deprecated. You should customize configuration files in "/etc/grub.d/”
and "/etc/default/grub”, instead. Then configure the GRUB configuration files and update NVRAM variables to
automatically boot into Debian by:

# dpkg-reconfigure grub-efi-amd64



https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
http://packages.debian.org/sid/grub-efi-amd64
http://qa.debian.org/popcon-graph.php?packages=grub-efi-amd64
https://tracker.debian.org/pkg/grub-efi-amd64
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
https://tracker.debian.org/pkg/grub-pc
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
https://tracker.debian.org/pkg/grub-rescue-pc
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grml-rescueboot
http://qa.debian.org/popcon-graph.php?packages=grml-rescueboot
https://tracker.debian.org/pkg/grml-rescueboot
https://zh.wikipedia.org/wiki/GNU_GRUB
https://github.com/grml/grml-rescueboot
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
https://tracker.debian.org/pkg/syslinux
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
https://tracker.debian.org/pkg/syslinux
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
https://tracker.debian.org/pkg/loadlin
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
https://tracker.debian.org/pkg/mbr
https://www.chiark.greenend.org.uk/~neilt/
https://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
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ARAE =l
GRUB2 fEZHE N\ gzio, part_gpt, ext2
sz N 3 UUID=fe3el1db5-6454-46d6-al4c-071208ebe4bl F55E
DR ERERAERIER AP RERE /boot/vmlinuz-5.10.0-6-amd64
N "root=UUID=fe3eldb5-6454-46d6-al4c-071208ebedbl
1% AEIZ O RAENS | 81 ro quiet’
initrd B ERERER AL FHERE /boot/initrd.img-5.10.0-6-amd64

Table 3.2: /boot/grub/grub.cfg {5E _ FEHMEBKRE S

RN
You can show kernel boot log messages by removing "quiet” from the "GRUB_CMDLINE_LINUX_DEFAULT" value
in”/etc/default/grub”.

RN
You can add GRUB splash background by placing its image file in "/boot/grub/”.

See "info grub”, grub-install(8), grub-mkconfig(8).

3.1.3 FE=[XEY : #4{R Debian &%t

# 4R Debian AR ZXBNMAZNE=FEE , B EMERFZE). CEELERTETRARZONRERASL. ER
EENMAZ — (B ] R APEE.

pad
“B{R Debian A& B2 HEBAINNEE , AREASHEPRRZENRARNE =FEMEK, EEALGRE HMBE initrd 2
initramfs &%, sCIEREPRAMMK RS Debian REFEFFEA.

/init R ECIERETHBER ARG LT E‘]%jﬂﬁlﬁih EEBREFERETEICROAN , WICIEHEALET
—PE%. XK Debian R&AESNTEE S EIMFEZ RTINS OEAAS DN B IHEARER R4 |, F5| ERBEEMEIE.
o AR initramfs £ initramfs-tools &ir , AI"/init” 22 —18 shell F54 1552,

- BB ORI Dreak=init” EEEHZE , /RO APEIE SR XENRFZLAYESS root shell, ELZHEHEHES R
/init“W@ias, 1518 shell IRRE RS , RO BB ERITFHIGE S HIELE,

- 1 Debian R ] HRTES EFEEIAHK , BEEH—EMRBE busybox(1) i) GNU T AR,
« 0% initramfs 2H dracut 837 , B"/init” B2 —E M H) systemd F2x,
- PR Debian R#EF ] AMH SR —ERMIBN systemd(l) IRE.

Sy =z
e

BE—ERERRERAGLE | £8 mount 54 FEARM -n BRI,



https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
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3.1.4 SEPUFEER : F R Debian &%t

The normal Debian system is the 4th stage of the boot process which is started by the mini-Debian system. The
system kernel for the mini-Debian system continues to run in this environment. The root filesystem is switched from
the one on the memory to the one on the physical storage device.

init R B RZLPITHE—EFRF (PID=1) , EXBHEKSBEREFUTHEESIERE. init ZFHFHEREKEE
/usr/sbin/init®, (B[EB & OVEENIZEYEH , FAN"init=/path/to/init_program”,

7t Debian 8 jessie (2015 &EXEH) IRANZ , "/usr/sbin/init” 2—{@ZF)"/1ib/systemd/systemd” K&Fa5ELE,

N
RORGTEBERR init IESATUMER s --pid 1 - iR,

ENER) AT XN | ERER

systemd V:903, 1:978 | 10639 | EMNFHFHZEINEKN init(8) B&A1THE (FJ&1{X sysvinit)
cloud-init V3, 1:6 3231 | EERIEERVBTES

systemd-sysv V:892, 1:979 | 94 systemd ERARIBLARE sysvinit WF M EMNFERELS
init-system-helpe(syns 1085 | 133 | £ sysvinit F1 systemd > RIE/TEEMIEMT A
initscripts V:17, 1:69 203 AR A AR A G R A

sysvinit-core V:3,1:3 369 %8 System Vi init(8) TH

sysv-rc V:35, 1:73 91 %8 System V FIEITAR FIE ST

sysvinit-utils | V:715,1:999 | 106 %7 System VHIERLHE (startpar(8), bootlogd(8) , - )
Isb-base V:250, 1:363 | 12 Linux f2ZE37 &0 3.2 kR init AIASTNRE

insserv V:41, 1:73 132 | FIA LSB init.d WAKBEERAABZHSRALTE
kexec-tools V1, 15 320 F7 kexec(8) ERX (ZARKEN) M kexec TH
systemd—bootchartv:ol 0 131 BN RS AE T R

mingetty V0, 1:2 36 FREETER getty(8)

mgetty V.0, I:0 315 AR A g getty(8) B

Table 3.3; Debian A% ZE T AYEK

R
BRARENRAZNMEMBFTEN , 5528 R Debian #%E : ENRAZMNEE.

3.2 Rescue system

e
=

Do not perform system administration tasks around the boot strap process without having a rescue system.

Availability of a rescue system enables us to perform challenging tasks such as:

» Booting a system from a broken boot loader installation

« Fixing a broken boot loader installation
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http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
https://tracker.debian.org/pkg/systemd
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http://packages.debian.org/sid/systemd-sysv
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http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
https://tracker.debian.org/pkg/sysv-rc
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
https://tracker.debian.org/pkg/sysvinit-utils
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
https://tracker.debian.org/pkg/lsb-base
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
https://tracker.debian.org/pkg/insserv
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
https://tracker.debian.org/pkg/kexec-tools
http://packages.debian.org/sid/systemd-bootchart
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https://wiki.debian.org/BootProcessSpeedup

Debian 2% 80/ 247

« Extracting data from a broken unbootable system

« Editing filesystems, disk partitions, and LVM volumes involving the root filesystem
Typically, a rescue system is provided as a ISO image file and written to a removable storage media such as:

« USB flash drive prepared as g1 9.7.2
« CD/DVD prepared as &1 9.7.7

For simplicity, USB flash drive cases are mentioned as examples below but CD or DVD may be used as well.

N
You may need to change some UEFI NVRAM variables to boot arbitrary boot loaders on the removable storage
media.

3.2.1 GRUB UEFI rescue system on USB
The GRUB UEFI rescue system with menu can be started by turning on system power with the "GRUB UEFI rescue
system on USB” inserted.

This "GRUB UEFI rescue system on USB” is prepared by writing the Super Grub2 Disk ISO image to USB flash drive
in advance.

In case of broken boot loader configuration by the installation of another operating system etc., you can fix this by:

« Start the GRUB UEFI rescue system to discover bootable installed systems automatically.
« Start the installed Debian system from the GRUB menu.

At Linux root shell prompt:

# dpkg-reconfigure grub-efi-amd64

*
The bootable GRUB rescue ISO image can be generated by following "info grub-mkrescue”, too. It offers a
CLI GRUB shell prompt but doesn’t offer automatic discovery of bootable installed systems.

3.2.2 Linux live rescue system on USB

The Linux live rescue system can be started by turning on system power with the "Linux live rescue system on USB”
inserted.

This "Linux live rescue system on USB” can be prepared by writing one of Linux live ISO images based on Debian to
a USB flash drive in advance. Here are some examples of such Linux live images.

» Debian Live images
« Kali Linux Live

e Grml Live Linux

Here are some use cases of this Linux live rescue system:



https://zh.wikipedia.org/wiki/USB_flash_drive
https://en.wikipedia.org/wiki/Compact_disc
https://en.wikipedia.org/wiki/DVD
https://www.supergrubdisk.org/super-grub2-disk/
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
https://www.debian.org/CD/live/
https://www.kali.org/get-kali/#kali-live
https://grml.org/
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« Fix the broken boot loader configuration caused by the installation of another operating system etc.:

— Start the Linux live rescue system.
- Mount the partition containing the root filesystem of the unbootable installed Debian system to "/mnt”.
— At Linux root shell prompt:

# chroot /mnt dpkg-reconfigure grub-efi-amdé4

« Fix the broken dpkg package:

— Start the Linux live rescue system.

- Mount the partition containing the root filesystem of the installed Debian system with the broken dpkg package
to”/mnt”.

— At Linux root shell prompt:

# dpkg --root /mnt -i /mnt/var/cache/apt/archives/dpkg_old version_amd64.deb

« Perform normally prohibited changes such as filesystem operations to the installed system (see &i 9.6).

o e
=]
Your GUI screen of the Linux live system may be locked after the inactivity.

RN
* It's a good idea to set your password as soon as you start a Linux live system.

* You may set your password for example by "sudo passwd user” from the user’s shell prompt on the Linux
virtual consoles (see & 1.1.6).

* Some Linux live systems may set their default "user/password”: "Debian Live” = "user/live”, "Kali Linux Live” =
"kali/kali”

3.2.3 Linux live rescue system from GRUB

The Linux live rescue system can be started from the GRUB menu entry. The GRUB configuration for this is prepared
by the following:

Install the gmr 1-rescueboot package
« Find a Linux live ISO image which has "/boot/grub/loopback.cfg” in its image.
- ISO images mentioned in i 3.2.2 have "/boot/grub/loopback.cfg” in their image.

» Copy some of these Linux live ISO images to the "/boot/grm1l/” directory.

Update GRUB menu by:
# dpkg-reconfigure grub-efi-amd64

Upon turning on system power, the GRUB displays menu with candidates for Linux live rescue systems.



https://grml.org/faq/#password
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3.3 Systemd

3.3.1 Systemd #Ji41t,

& Debian Z#ERNE) , /usr/sbin/init &¥5EAEFIR /usr/1ib/systemd {EA¥ARGFEF (PID=1) &) , 3%
F2FFE root (UID=0) AT, £ K systemd(1),

systemd ¥IAFEFENETAERESE (B R systemd. unit(5)) RIATIRAEFREF , BLETABEERFEATEER
XER , KB ZHH%E SysV KB ELE TR ERREN THMR—RIEKEERFA (2R systemd-system. conf(5))
*}Jﬁimfif‘%‘%&ﬁkﬁﬂﬁﬁﬂﬁ Linux control groups , ZEEJT/a@m & , EfIER—EREH systemd BaRLEHE (B R
cgroups FES 4.7.5),

RSB ITR systemd. unit(5) #RF ) System Unit Search Path” A\, TEHHBIRW TIMBLHIER

« "/etc/systemd/system/*” ‘IR BRI HWAKRETTIHER
« "/run/systemd/system/*”: S {THEE TLFESE
« "/1lib/systemd/system/*": #{ThRERIEEEIRRTRM AL ETHESR

PR E K HERZIE B Want s=", "Requires=", "Before=", "After=", - Z35R KA H , (&R systemd.unit(5)
#2"MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”), & IR#Z 6 24 €% (B R systemd. resource-contrc

RIBE TR EFERNTEREN TN

 *service AR systemd I=HIFE ERFERF. 2R systemd. service(5).
. *.device #iRFE sysfs(5) #EMIEA udev(7) REFRRNEE., 2R systemd.device(5).
*mount #AH systemd I=HIME ERIER R G HEZE, 27 systemd.mount(5).
* automount R systemd ITFHIFE EHIER R QB2 2K systemd.automount(5).
* swap H#IAH systemd IFFHIFE SN swap HERERE., 2K systemd. swap(5).

*.path A4 systemd ESITAIEEIE , ARERKICHIEE.. 2R systemd.path(5).
*.socket #R# systemd FHIMEENEET , AREREEFNIEE). 2K systemd. socket(5).
*timer #3124 systemd I=HIMEVERETEIES | ANERKMMNEE). 27 systemd. timer(5).
*slice BI% cgroups(7) KEIR. 2K, systemd.slice(5).
*.scope {ff systemd KEERAN ERFENUAREEL , FANEHE—RINAGFEF. 257 systemd. scope(5).
*target ILHEETAERER N4E , TEREINIHR , REILFIBZE. 2R systemd. target().

R RRENEE(BD | init) , systemd FEF@E &)/ 1ib/systemd/system/default. target (BF £F|"graphical. te
ISR IELL) EG‘E —Mﬂ%ﬁﬁkﬂﬁtargetﬁfc £ R systemd.special(7)), tkin"local-fs.target” "swap.target”
*D”cryptSetUp-tal’ge'C” SWSIABERER AL, 2%, HE target Eﬁﬂ@*ﬁ?ﬁﬁﬁfﬁ?ﬁ%ﬁ%ﬁﬁ?&%l)\o AEAMH

15 , 5BRIRE bootup(7),

systemd I2{EMBHEBRITIBE. #£7/etc/init.d/rc[0123456S].d/[KS]name” ¥ MK SysV B HKIEREFESHE
MREWAHT ; telinit(8) FHWEIRA systemd HEITTIEENEK.

=
BROBITRR 2 2 4 LEHFFRELEE TR multi-user . target’,



https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Cgroups
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3.3.2 Systemd E A\

E—EEHAEZEBEIB gdm3(8). sshd(8) & A\ZEI| Debian &%,/ 1ib/systemd/system --user {EAFRAERLEE
IHRFEFRE) , WHAERERERSE. 2R systemd(1).

systemd ¥IAHFEFERE TR ERER (B R systemd. unit(5)) RUATIREFRF , BLETAEERFEATEER
RER , REZHIHSE SysV BN EEE TR EEEU THEN—RIKERIHAN (2R systemd-system. conf(5))

ﬁﬁﬁ%ﬁTﬁfcﬁé systemd.unit(5) # A User Unit Search Path” F A, FEHTEIREB TIUBMHEIAST -

« "~/.config/systemd/user/*": (LR EE TIER

« "/etc/systemd/user/*" SR BRI HEREETIER

e "/run/systemd/user/*" {FREDITRETTIER

« "/lib/systemd/user/*": {ThREXIS A BIR R RBEMIE AEE TSR

ELEME 3.3.1 ARMAREHE,

34 AR

EEHIE_ ERUROZOSEER AR | AES BB RRE P RHEKFRECE .

# dmesg -n3
SERRAR AIME SERRAR BT A
0 KERN_EMERG RRATT
1 KERN_ALERT 1T AW AL RIEREX
2 KERN_CRIT fela it
3 KERN_ERR SRR BT
7 KERN_WARNING EEEA
5 KERN_NOTICE TREFENGAF
6 KERN_INFO Biflie R~
7 KERN_DEBUG debug R AR EN

Table 3.4: #/[MERR IR

3.5 ARLMNE

f£ systemd T, # /O ARG ENEE B HEEIRTE systemd-journald. service (X4 journald) KEoé% , i

1£"/var/log/journal” TR TENHIERL , BURAE"/run/log/journal/” THIEALA T () &k} 5Lk

ETJE{_L%JEHU%*# , ATRAEIA journalct 1(1) fp&AKaAME. B0 , VRATABARIE S8 — IR ERENAR I HEE | 3=kanF
7N

$ journalctl -b

1f systemd T, R#HELE rsyslogd(8) ARG RE. MRTETE , EEREENITARERS X
TN BEER (REFE systemd Z BITARR K"/ dev/ log”) ) I EE T SRR AN ASCIl Bk B B,
"/etc/default/rsyslog” fl"/etc/rsyslog.conf” BESNE E R HAEERMBREI/R, 2R rsyslogd(8) N
rsyslog.conf(5) , AU RE 9.3.2,
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RIE AR

NI EAT N — B I T
Ezimémé KRB IAR AR BRI FNAZ G 'journalctl -b --system’
ﬁgﬁ%@-ﬁﬂﬁﬁﬂﬁ%%ﬁﬁﬁﬁﬁ%ﬂ%ﬁ "journalctl -b --user”
_Fiﬁ{ﬁﬂﬂﬁ—ﬁﬁﬁﬁﬁﬂéﬂﬁ"%nit” T#%H "journalctl -b -u $unit’

R — R AR Sun it T
Bz (‘tail - R4)

"journalctl -b -u $unit -f”

Table 3.5: #1EYH] journalctl i HERSIER
3.6 R4AEH

systemd NMEERERGHIAWK , B systemct 1(1) pI2 LB AR ARG SRRk,

B4, FEFIFPHrsunit” , TARE—EETE (FR.service M . target 2AIEM) , 8F , TRZERT ,
AT LR ILECHI Z B B JT (shell RIS ERF I, 27, "[ 17, BiBFER fnmatch(3) , KILALH siECIERE+
KB ETNEARRTE).

LEIFRASRENEHS |, BEEBER sudo” K , AESSENARG SR,
"systemctl status $unit|$PID|$device” Kt ERBERAMIL (o”) KR ETTRE , EABZ—RMMIE.

« BRK e FRR—E" NIFE) B EARNIFET HIKRE.
« ALBe” IR KAUERE SHER TRRE,
© B FURTEEN . BB BT AR,

3.7 HEARLGEHR

EHERE systemd THEFERNRZEGSIIR. HEEEAIE cgroups(7) ENMAAEIK man FEE.

3.8 A4hE

3.8.1 FTH%

MOAERERGTHZ . TERENRHZ , BB systemd-hostnamed. service BB RF BN E RGN ERL |
HEWZ #F/E"/etc/hostname”, EEEREZIBEAGETIHE  MARSTHRL.

REZEHIT hostname(l) FEL T RFTENE ERTHIFR A .

3.8.2 tEXR%

AR R RGO HNRIERT AR /etc/Fstab” FERE , 2R fstab(5) fMEH 9.6.7,
MEER RRMECE R T /etc/crypttab™, 2K crypttab(s)
# RAID WECE mdadm(8) % EFE"/etc/mdadm/mdadm.conf”. £ &, mdadm.conf(5).
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BRIE AR
FE A FERE LA R "systemctl list-units --type=help”
SEECIRIEF AT A target Bt "systemctl list-units --type=target”
S ECIEREF FTE service BT "systemctl list-units --type=service”
S ECTERS R FTE device BT "systemctl list-units --type=device”
SEECIEZF ATA mount EJg "systemctl list-units --type=mount”
FEECIERSF T A socket EiT "systemctl list-sockets”
FIEECIREEF TR timer BT "systemctl list-timers”
TR@E$unit’ "systemctl start $unit”
{Z1E"$unit” "systemctl stop $unit”

e SN Y N "systemctl reload $unit”
{FIEAEREI A Sunit” "systemctl restart $unit”
TEESunit Y ELEFAEREEN "systemctl isolate $unit”
HRE] B (BE/ mAR) "systemctl isolate graphical’
BN Z{ERAEZ (mLIRR) "systemctl isolate multi-user”
EIRT] X EFRAE®SIFEL) | "systemctl isolate rescue’
msunit” FERILANE "systemctl kill $unit”
#®BESunit” R ESEEEFN "systemctl is-active S$unit”
®WESunit” REBESERKN "systemctl is-failed $unit”
®E"$unit |$PID[device” KIARE "systemctl status $unit|$PID|$device”
TEEIRSunit [$job” IEME "systemctl show $unit[$job”
CERREKRASunit” "systemctl reset-failed $unit”
FE BT B o R AARGRTE "systemctl list-dependencies --all”
FERRAERG ERETTRER "systemctl list-unit-files”
B Sunit” GBI R EAE) "systemctl enable $unit”
FASuNit” (MRET R EAS) "systemctl disable $unit”
%égigg)%nlt (WIFRE1"/dev/null” &) "systemctl unmask $unit”

” CaraTRy A W ” o

Eg)%nlt CHINE"/dev/null” BT "systemctl mask $unit”
- EENFARRA target ZRAE "systemctl get-default”
X ETEER target ZA"graphical” (BJE&#%L) | "systemctl set-default graphical”
EAN==k43 " g n (AL
%%%Z%ﬁm target &'multi-user” (< "systemctl set-default multi-user”
HE L {EIRIE &8N "systemctl show-environment”
RERIEES variable” i{EA"value” | "systemctl set-environment variable=value”
BUBIRIES E variable” BERE "systemctl unset-environment variable”
EREIP) BRI =TT
(dazmon?;ﬁimm*ﬂéi_r“&ﬁ "systemctl daemon-reload”
B "systemctl poweroff”
BAPANER AR "systemctl reboot”
BhER% "systemctl suspend”
RIKARAR "systemctl hibernate”

Table 3.6: BV systemct 1 454 FERFIR
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BRIE wme R

RN — AV SRR AT B R OB "systemd-analyze time”

S AT B E TV G LR "systemd-analyze blame”

%!Z)\ '‘Sunit” #qujﬁﬁ/ﬁljiﬁgi "systemd-analyze verify $unit”
N THFARRE

"loginctl user-status”

B BREE R S R B  TRIAEE B "loginctl session-status”
IREE cgroups HIERENBFE "systemd-cgls”
FREE cgroups HIERENIRFE "ps xawf -eo pid,user,cgroup,args”
IR cgroups FIERENBFE ZEEL"/sys/fs/cgroup/” FNH] sysfs

Table 3.7: systemd THEZERITHLIIR

s
ﬁ/)\ﬁ&@]lﬂ‘]ﬁf@e TR T FTBHER R %LAE |, "/tmp”, "/var/lock”, ¥1"/var/run” FRERRE R &35

3.8.3 XA EYLAK

HiER systemd (IR Debian £HARL , A& HIEE HMNERGETVEN © Lo A EHEF E networking. servic
IR, MEE/NmEEIAE“NetworkManager . service iz,

2RE 5 RERERKREEEMNER

3.8.4 ZEARLZAAEN

E A% FIIEAT AR "Debian Official Cloud Images” SkEAMMAIBR R R E)., HREKNRGHIE , L. EXASE. @

M. SBESIRIE. SSH &4, FAEMNAAFEMMLER , ?JLAER cloud-init A netplan. io EREEEIRHHITHAE

ggﬁiggﬁé{g%ﬂ%ﬁ BAER LG %%H%%%Eﬁﬂﬁffﬁﬂﬁﬁﬁﬂ BFEPIRHASNDER, ELeiEaER YAML &t
%_‘I:l/ E o

FLZENZ R "Cloud Computing with Debian and its descendants”, "Cloud-init documentation” #1& 5.4,

3.8.5 % sshd ARFEHMEM BT

AR | BB systemd BXEIRIBFES | 78 network. target BXENME , RS AFILIRIE (B RE 6) {EABEST
FEFERF (daemon) BB, "sshd” HAFI4h, FRIERPUE M ATRTEREN sshd” tEA—EE R UNEIF.

B, FRARTRMRBET.

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

B4 Unix IRIBHIREEETFTEA (on-demand socket activation) %t inetd (8f xinetd) B4R R HKIZME, 1
systemd T, fH[ETNBERESNIE BIE/N *.socket F1 *.service EEEEET@EB{EE&FH

sshd.socket AAREZ—HARENERT

[Unit]
Description=SSH Socket for Per-Connection Servers

[Socket]



https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Sysfs
https://cloud.debian.org/images/cloud/
https://zh.wikipedia.org/wiki/YAML
https://wiki.debian.org/Cloud/
https://cloudinit.readthedocs.io/en/latest/index.html
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ListenStream=22
Accept=yes

[Install]
wWantedBy=sockets.target

sshd@.service ¥£%4 sshd.socket ILECHIARIEFESR

[Unit]
Description=SSH Per-Connection Server

[Service]

ExecStart=-/usr/sbin/sshd -i
StandardInput=socket

RIEEFHHN.

$ sudo systemctl daemon-reload

3.9 udev &A%t

¢ Linux #%/(> 2.6 hRBAgA , udev R4 52t T BEMEREBIRAMOAUMS]. (B R udev(7)). AR OEIRBEARENE
BEE , udev REGME AN sysfs IERAG (B RE 1.2.12) MAMME—EERETRFF , £/ modprobe(8) 72X (2R
1 3.10) BASHEE TESKRH DRAE, B ARBRE T,

N

MMRABAAFLIER |, "/1ib/modules/kernel-version/modules.dep” 8 F ¥ depmod(8) IEH A AL , #H4A 7]
BEAE 4 udev AR AREA. BiT depmod -a” RKBEE.

"/etc/fstab” HEMBEFRA, REMHIA VT EIFEN. IREEFER VUID FEERE  KRE"/dev/sda” Z
MBS B2RE 9.6.3.

4 udev R —EIEEZUNEY) , IERHEIHET Tt |, EEERRATRINER.

e
wh

AEER R udev RAIEEMA RUN (7£ udev(7) 122) RAIDITRES | LLANGRIBNTELSME, BB —EHEE
i) systemd.service(5) f#ERUBIEFERENR. 2R E 10.2.3.2,

3.10 M MELRYIEA1L

1818 modprobe(8) F2AFMEAMIIAZ ARAR |, EIKFIRESAR (B FLFFIGRBCIEAEDITH) Linux /0. udev R4 (2
REN 3.9) BEMLEMIFIMRE B DA RIAL.

TERHEZ ISR AR A AR RERENMEAR , FEWTASLEA , IBEMTE"/etc/modules” HEE{ESH (2 R modules(s)).
« TUN/TAP #54R$Z (StEEHE ) Point-to-Point 48i& 4 & (TUN) MEE#EE Ethernet £ KABMEANIE R E (TAP),

« netfilter #4R$2 {4t netfilter [k A%BES (iptables(8), &1 5.7),

« watchdog timer ERENE4H .,



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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modprobe(8) F2 X\ HI4HREHE R 24% modprobe.conf(5) MIERBAAKAE"/etc/modprobes.d/” B4%F , (AR {RAB &
REPBAFELIL SN , ZEIEEPHERRBRERIE/etc/modprobes.d/blacklist” f£342E.)

"/1ib/modules/version/modules.dep” %X H depmod(8) F2RAER, , BIEIA T modprobe(8) 2R {F FAMIAEAR
ARREME.

pad
WMRARIE BN IRAE AR SR , 303 modprobe(8) i IRAR AR A&, "depmod -a” AfARIBE
f'modules . dep” KARFIELRTHE .,

modinfo(8) F2XEA/R Linux #% (MEAR &R
Lsmod(8) R UFEHIEKRIR"/proc/modules” AR, BI/RE B DN T HPLLARAR .,

N

TREESARGHEB R IRIAE_ERORERE. 2 RED 9.5.3.

RA] ATE RUEARS RIBCRE AR A R IR BRI, 2 RED 9.5.4.
R AT R 4% DA EIMRAEA R BERSE. 2RE 9.10.
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Chapter 4

e AH I TR

BERE (31E) FRERARGE , FRETLE  BASHEREE.

A
=0

PAM IFARCSER T REG SHIEIRINARSR. 1RIVAE —EEMIFIRUE CD , SERIL— BN boot Sy EIHE,
HTKERSR  FERERCTIBRENRRIL L SR,

4.1 _ﬂﬁm Uan n,ul;,_a_

—f&E4 Unix :825H PAM  (Pluggable Authentication Modules , Bl a[ 3 \ (RESEE4H) T pam_unix(8) #E4R421t,
TR 3 EEERRNT , HANGEBFER 2.

EES ki Bk 4H Bl

/etc/passwd -rW-r--r-- root root (B ) AR E
/etc/shadow “rW-r----- root shadow | ZE£INEMERAZIREEN
/etc/group -rW-r--r-- root root ZHEN

Table 4.1: pam_unix(8) {#FK 3 EEELAREIER
“/etc/passwdBE TIINA.

userl:x:1000:1000:Userl Name, ,, :/home/userl:/bin/bash
user2:x:1001:1001:User2 Name, ,, :/home/user2:/bin/bash

20 passwd(5) FATIR | EEERTH HIRKESIAEHRNT.

« BA%

- BRERARE

« BFERRERE ID
« B4R 1D

« {FRERTESGIRERAL



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules

Debian 2%

90/ 247

- (EAERB
* ALERREAETE S HaES

“/etc/passwd 5 _IAG W AR RAFINEZNZNS, f£5| T /etc/shadow'?® ,

FALL G L SRR ALY

AR HER
(%) EERISRIRE
X IR RS TFE /etc/shadow”

Table 4.2: “/etc/passwd”sE _THKNA

“/etc/shadow B & FIIAEA.

userl:$1$XopOFYHISIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbS$SELyErNf/aguDsm1iDehJIMS/:13261:0:99999:7: ::

20 shadow(5) FATIA , EEMERTH " HIRKESIAERNT.

« BNE

« BT (BAZAMK $1$"RARMEA MD5 I, " RNEEEN. )
RE—IREBUERSHESHE , oK) 1970 F 1 A 1 BiERMXH

* FOAFE BB IS SRR R BRbR

« EREWABYREBNREMR

o« HRRKWATMREL , EHIIRE RS S wEE

o BWREKRIEBMRRE , EMTSKE S WES

* BRATKWAFRH , R 1970 F 1 B 1 BiRMXE

“/etc/group”BE TIINE.

groupl:x:20:userl, user2

20 group(5) FATA |, BEMEETE "HIRMESIASRNT.
« AHATE

« MEENES (REWRIEFER)

- B4 ID
- FRHRRERERTESR

)i

“/etc/gshadow’&“/etc/group™2{it 7 Bl“/etc/shadow fBANKTHEE |, (B)8 BB FHh{E .
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7
#n 2R"auth optional pam_group.so” & 17 #1 3 %] T"/etc/pam.d/common-auth”, ¥ H
1£"/etc/security/group.conf” BT TERE , —EFERABNBEMLAR T AL ENRENIE, 2 R pam_ gl’OUp(S)-

7
base-passwd #EAME T —¥MEHZMLAKE 773X “/usr/share/doc/base-passwd/users-and-groups. ht

4.2 BIBWRIEAMEREE

THEHE—LEHIRFEMNERTES

ks IhEE

getent passwd user_name BIE ‘user_name”BMRIR Bl

getent shadow user_name BIEE & user_name” [EmBITRGR &l
getent group group_name B group_name HIZH E

passwd BIEMRSR 2

passwd -e AR ARITRSRRRE — I MER RS

chage B S H SEA B

Table 4.3: EIFIRSE ENHKTES

HA ) —LEThaE RBEM root (£ /. BISFERKMEZ R crypt(3).

x
EFRET PAM M NSS 1A% £ (#5120 Debian salsa #25) , AN “/etc/passwd”, “/etc/group”#l
“/etc/shadow ATAER R RHC A, LiRie SEME RN SIS FIKE R B R,

4.3 IFERE

ARG RERE—EIRIFGEM passwd(l) 1590 , RIEZEE—EFENS , ©R%H 6 2 8 A7 TR , HF
AETINRIE passwd(1) SEMEHEL ST KR —EHZEF T,

N
« BFO0E9
.« FERRISR

ESH:

EE%EPT REMTIERING, 1RSA. SOENS, EEWS, st £H. KEREREYNET. F
R, BERNTITFS (H121°12345 8 qwerty”) FEDEMERSAIRSE,



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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N

4.4 EGSINZREERRE

TEZ LR RN NS B TR,

B T TR TR -
whois V:22,1:209 384 mkpasswd BB crypt(3) EFfBRHERN AT
openssl V:834, 1:995 | 2503 822233 t SHEWEEHE (OpenSSL). passwd(Lss))

Table 4.4: & RFEH TR

4.5 PAM F1 NSS

IRABIEE Unix % (6120 Debian &%) 1244t PAM  (Pluggable Authentication Modules , i A\TESFEHE4H) F1 NSS

(Name Service Switch , ZfERRFGVIIR) MHAEAMARGEIRE |, FMHMREIREECHARL. EPMRDIRER] DM

ARUT %L,

« PAM 4 ERESIRM T —EREAEEME] , RIS REIT RS ERIKATIA,

« NSS et T —ERENATBIRGHES) , BAER CIREEMFEA , F6120 1s(1) M id(1) BN EREREM
4B TR

PAM #1 NSS A& MARFFAR 3K,

PAM I NSS R#GHEZHEKIGEIT .

] AT XN | ERER

libpam-modules | V:922,1:999 | 917 FARESE1R4E (ERERE)

Tibpam- ldapd V6, 114 80 77 LDAP N AR AR RS 540

libpam-systemd | V:701,1:963 | 739 | AIi? logind sHHERE AR ARESERA (PAM)
Libpam-doc 1:6 1504 | I AREGFERRAR (html FISCF3CHF)

1ibc6 V:922,1:999 | 5370 | GNU C & : RRIE " 2 BREYIR RENEZE
glibc-doc 5 3858 | GNUC & : EBEm

glibc-doc-referenge 14261 | GNU C [&E : 2%F ) , & info. pdf ¥ html 3% (non-free)
Tibnss-mdns V:235, 1:520 | 141 AT fiEAT4E% DNS & FEH) NSS #2240

Tibnss- ldapd V7, 117 131 NSS 1540 , FiiA#F LDAP EA—E& B IRGN

Table 4.5: PAM #1 NSS R4 EE LA,

+ libpam-doc #*“The Linux-PAM System Administrators’ Guide” 2% PAM FAECHI N E {4,
» glibc-doc-reference Hf“System Databases and Name Service Switch” 2B fi# NSS FRECHREE 4.

*
YRR AfE Fl“aptitude search 'libpam-|libnss- ""#§41818E 2 WMHEEIEAE M. NSS MR M ATAESKE
“Network Security Service , 8% 2 RE", BRI ‘Name Service Switch , ZfERE TR,

)z
PAM 2 2 S AR YA NI S A AR THR ENRER 7%,



https://zh.wikipedia.org/wiki/Salt_(cryptography)
http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
https://tracker.debian.org/pkg/whois
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
https://tracker.debian.org/pkg/libpam-modules
http://packages.debian.org/sid/libpam-ldapd
http://qa.debian.org/popcon-graph.php?packages=libpam-ldapd
https://tracker.debian.org/pkg/libpam-ldapd
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
https://tracker.debian.org/pkg/libpam-systemd
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
https://tracker.debian.org/pkg/libpam-doc
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
https://tracker.debian.org/pkg/libc6
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
https://tracker.debian.org/pkg/glibc-doc
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
https://tracker.debian.org/pkg/glibc-doc-reference
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
https://tracker.debian.org/pkg/libnss-mdns
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
https://tracker.debian.org/pkg/libnss-ldapd
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1 systemd T, libpam-systemd &8 BHTHAKEIEFEHAE SN , BB A logind #£ systemd $=HI4E ER FFT
HEREEEREIR., 25K systemd-logind(8). logind.conf(5) 1 pam_systemd(8).

4.5.1 PAM Fl1 NSS 77Ef4RBEFE SR

THEE—L PAM #1 NSS 7R EELABEFE SR,

ARRERE R

ThaE

/etc/pam.d/program_name

#'program_name"F2R\:XE PAM FHEC ; 270 pam(7) Al
pam.d(5)

/etc/nsswitch.conf

AEERBEEE NSS F#ilic. 2R nsswitch.conf(b)

/etc/nologin

B8 pam_nologin(8) AHREIFREEA

/etc/securetty

118 pam_securetty(8) ZZHFRF] root 77EX tty

/etc/security/access.conf

1818 pam_access(8) TR4HE%.E 17 BXPR 5

/etc/security/group.conf

818 pam_group(8) FRAHR & E AR ]

/etc/security/pam_env.conf

BB pam_env(8) FBAHR E IR 28X

/etc/environment

TBBHFAE readenv=1"2 ] pam_env(8) IHARFR ERASMIIRE

/etc/default/locale

BB E readenv=1 envfile=/etc/default/locale’®
H pam_env(8) AR FRE S IRIEME (7€ Debian R4iH)

/etc/security/limits.conf

BB pam_linits(8) AR E BURBRH] (ulimit, core &%)

/etc/security/time.conf

B8 pam_time(8) FEAAERE FREINR ]

/etc/systemd/logind.conf

RE systemd REANEHZACE (B R logind.conf(5)

systemd-logind.service(8))

Table 4.6: PAM #1 NSS 72HUf{4RRE S

FRERIRA RS2 1E1® PAM 4840 pam_unix(8) #1 pam_cracklib(8) K EIRM. ©IaTUEIA & B2 et THERC.

N
PAM AR TERE L P ERFTRE" . s0”,

452 BANEFXRGEHE

RAMEPR ARG BIRTME AEPRXREE B 5 FUGHR (LDAP) {AfRZEITHE , WMIBBHEMERIZ I
Unix FI3EXE Unix R4, 8 B S 7EURRNBIREIRZ OpenLDAP #X18,

LDAP {Al R 2815 A% PAM M NSS [ libpam-ldapd #1 libnss- ldapd %%, % Debian R4IZHIRIEE . &
%g%;ﬁﬂ’ﬁ%ﬁ&}ﬁ LDAP (RIS BFERBEMERE Y B FTHMENEEREZFHEN. BEERER TEETS
« RBBHIT—EFEIN , FIANELH LDAP ERFEX slapd(8) , REM&HFH K LDAP fFfRES.

« fRIE“/etc/pam.d/"B kK PAM AHAEFESRAE | £ pam_ldap. so" & FAZ{E pam_unix.so",

o RE“/etc/nsswitch.conf RSPt NSS FARC , FR“1dap” B TE:R{E (‘compat’z‘file”)).,

« BTEBRRSE , ROJEFE Libpam- ldapd £/ SLL (8L TLS) 4R,

 ZTHE(R LDAP AEREBASHERINTTERM: | RINAFE Libpam- ldapd {3 SLL (3k TLS) #4R.

« A7TIR LDAP IR E |, RIEZEAMBAT nscd(8) AAREVE(T LDAP ##F4ER,



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://www.openldap.org/
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
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£ 5 1ibpam-doc #i%Ei2 K nsswitch.conf(5).pam.conf(5). ldap.conf(5) #1“/usr/share/doc/libpam-do
RIS, BLK glibe-doc AR Ht“info libc 'Name Service Switch'’,

ROt , RATAMEAEC IEE H—RET RN AL,

« [@ Windows A& EFHEFAL.
- B8 winbind 1 libpam_winbind #3&m5AR Windows domain R7%.
- 2R winbindd(8) # Integrating MS Windows Networks with Samba,

« R ZMRE Unix RGEEERENL.

- 818 nis &ISEFENIS (ZHIIM YP) B NIS+,
- 28 The Linux NIS(YP)/NYS/NIS+ HOWTO,

4.5.3 “%A{+FF GNU su 1~371Z wheel 48"

EREEMN Info su”iKEP Richard M. Stallman FiEt—mZ 5. A1/ : Debian RAAFERIMK su FESERT
PAM , IEHEFE/etc/pam.d/su"R AT % ‘pam_wheel. so"f171% , RRAEFAIRHIIE wheel ZBR(EAE su 3
root 4HMIBES].

4.5.4 Ei&HERSRE A

L libpam-crack lib #X3EE/REEFIAHE FEAS R ZRER AN,

£—{EHEH GNOME %4 , 1§ & %4 libpam-gnome-keyring , "/etc/pam.d/common-password” & it 3K
1% :

# here are the per-package modules (the "Primary" block)

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

password [success=1 default=ignore] pam_unix.so obscure use_authtok try_first_pass +«
yescrypt

# here's the fallback if no module succeeds

password requisite pam_deny.so

# prime the stack with a positive return value if there isn't one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_permit.so

# and here are more per-package modules (the "Additional" block)

password optional pam_gnome_keyring.so

# end of pam-auth-update config

= =1
4.6 LTEE

)
EENERA A ATERERNREEK , BEHRE—EIFREILA.



https://zh.wikipedia.org/wiki/Windows_domain
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
https://tldp.org/HOWTO/NIS-HOWTO/
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A RLHRB % 1B ZEMRBE 1B

www (http) 80 https 443
smtp (EH) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 Idaps 636

Table 4.7: &2 MALEHKIRIEIES R

4.6.1 AEEAEREELTS

LT EH ERYE , EEENERAXTHREERE., ERIFEFEMNAR , BB ALHNBEMIL Ems L FE
B, TASRESAH AR, (REEFADITIELLARTS , /# " Transport Layer Security” (TLS) BtEKIATS, "Secure Sockets
Layer” (SSL) , BB MR EAIEEASERNKEEBERENL L.

N#EIJHFE CPU BEftl. fEAY CPU BREMBRAR , RURFFERAXFER , EEEARLRERRMNE
wHS , LbansR : POP {# fB”Authenticated Post Office Protocol (APOP) , SMTP %l IMAP {§ F"Challenge-Response
Authentication Mechanism MD5” (CRAM-MD5), ({/REAERE-% P B B AR 48R 4R aqﬁmtm PR EEENRS | I
/uuﬁﬁiigﬁ KIEAZIR 587 RABBHH SMTP 1R 25 BT /e Fl CRAM-MD5 2B BT I , A8ikIR (ERFA
& 25

4.6.2 L% Shell

%% Shell (SSH) 2R AR LAFXRPA R LM EMEARTEEEMZMNRLMEER, EH OpenSSH &
Fim, ssh(1), #1 OpenSSH =5 5723 (daemon) , sshd(8) 4HA%.SSH {F iR E45M: | ATA4E POP 1 X Z %A
KA ?céﬂ‘]’fﬁ:’:é?ﬁﬁ%ﬂﬁi%ﬁ FH AT ATEARIR AR _E R {5

@ff'"ﬂﬁ—ﬂx)\ﬁﬁﬁﬂﬂ—l‘_ﬁ_tﬂ{uﬂ;’iﬁa Eﬁ*iﬁﬁﬂ‘]nﬁﬁ‘ /\ﬁa"mugﬁ\ ﬁﬁ;ﬁﬁ:mnl 1IN %E%mu S {EFH/\@%WUHM —.l-l//L
BERRIGREEEN. 2R 6.3.

4.6.3 ABEAMERERSMNOT 2

BN{E{RE4T Secure Shell (SSH) #1 Point-to-point tunneling protocol (PPTP) iEikiN& £ IR% , ZEAEEAE £ , (DARE
we ﬁﬁﬁ@i‘m%ﬁ%‘}ﬁ']@ﬁﬁlﬁligﬁ]\o AR AR (BRE 5.7), YN TENTETA—E , JTURARLES.

E/GELD) mTE X/ | FRER

. BETE e
knockd VO, Il 10 I/(J;]E;]C[l)((z;t)knock BE=~T:E72F (daemon) knockd(1) 1% Figp
failzban V:95,1:106 | 2191 | ZERAERZERESRM IP
Tibpam-shield V:0, I.0 115 EEFIFIEERN R I X EARI/ESNA

Table 4.8: {2 fitxEsr e AR LETE

4.6.4 root BHEL S

#AFELE A PIER root FFAIEFERIREOMERS | IRFBRM T EAIRIE.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
https://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
https://tracker.debian.org/pkg/knockd
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
https://tracker.debian.org/pkg/fail2ban
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
https://tracker.debian.org/pkg/libpam-shield
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» Prevent physical access to the system storage device (HDD / SSD/ ...)
* $H{¥ UEFI/ BIOS A[H LR T8 8N/ H RLEN

* % GRUB E B &5 E 5

* $H{E GRUB EH , 2l 4wig

With physical access to the system storage device, resetting the password is relatively easy with following steps.

1. Move the system storage device to a PC with USB bootable UEFI/BIOS.
2. Boot system with a rescue media (see §i 3.2.2).

3. FERTFHEURERIR D BIRE,

4. UREEARS BB/ etc/passwd” HER , & root IRIFKREME_RAZT,

#38 grub-rescue-pc , BMEMBEINHRENWEN , 2R B4 GRUB REKE (BRE 3.1.2) WFAI# , £
RS |, (R N ERSEREMGEE,

1. FAOSEEEN ARG R MBR—LLEN | bansk , "root=/dev/sda6 rw init=/bin/sh".
2. 4wiE"/etc/passwd” #ER , {F root IRSFIEBHNE_RAS.

FHH root shell IRFE AT ARBREAFELT .

)

—B X AHEH root shell FZEGFAIHE | tAESATFEREM A , W] AESR ARG LB RS, o, T UER

ghnZfi %ﬁ%}t:ﬁrailéi%ikﬁéﬁﬁﬁiﬁMﬁ@lﬂﬂ(btiﬁﬁﬁ’ﬁ FRENENS (BRE 9.5.11). HMMNED , AT URAH
ERREITILE.

755 LRI |, (EHRER_EREKIEMIRT REM-M dm-crypt M initramfs (B R 9.9) M root 53 FIil
(B/etc” HEWE) . BEHRARE  FEEFEEERMEBIAL.

47 HEMEDUS)

EEBERDEERFF IR S , R NAHE WhRHES).

E
Z2RE 9.4.16 KIRFIMONTLLEEEM (SAK) TEE.

4.7.1 FhfEIEHI%)5k (ACLS)

AFEHESIFIR ACL B7E6D 1.2.3 EEMFE L BT K —ERE,

ERREERES |, FREIBE|ACLITA ML , E—ERAMEAM USB #FRE BEMIEE]"/media/penguin/USBSTI
—{EZ @ {E A& penguin BEABIT :



https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Secure_attention_key
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$ cd /media/penguin

$ 1ls -la

total 16

drwxr-x---+ 1 root root 16 Jan 17 22:55 .
drwxr-xr-x 1 root root 28 Sep 17 19:03 ..

drwxr-xr-x 1 penguin penguin 18 Jan 6 07:05 USBSTICK

12565 11 30"+ /IR ACL 7EfE . INRIZHE ACL , —EXEIB{EAE penguin FEZABESRIEARS L B NE |
# penguin AN7E root 41, RBESIRAN R TR AR ACL -

$ getfacl .
# file: .
# owner: root
# group: root
user::rwx
user:penguin:r-x
group::---
mask::r-x
other::---

B
e "user::rwx’, "group::---"F"other::---" MERALEFREE. AMEE AR,

* ACL "user:penguin:r-x" $YTEIBEM#E penguin H'r-x"FFaltE. SR 1s -la" JIHBHERNA.
« ACL "mask: :r-x" % L ERAE T #E.

B L &N E"POSIX Access Control Lists on Linux”, acl(5). getfacl(l) l setfacl,

4.7.2 sudo

sudo(8) FExUE & T —{E ARG EIE B 7] Ui {3 & SEBRAY root A AT HENERCS% root R BATRRETE. sudo J AFE—EY
TA{E FE M, i sudo BB IEIBERE /etc/sudoer s"HHIRIERKFE AT .2 R“/usr/share/doc/sudo/examp’
FE 1.1.12 FHFRAECTRBY.

K& sudo AIREFREARS (2RH 1.1.12) EATHIEEC TREMENEETA. TﬂﬂaﬂEAﬁﬁm AR
sudo & tk{# A root lFEﬁJﬁ#E%?%EBK F4F. 15111111 TFELS % some_file A B XA "my_name”,

$ sudo chown my_name some_file

Eﬁiﬁ@ﬂ%;gﬁﬁﬂﬁ root 4% (PbanB1T% 4 Debian MYEREFTIE) , (ET{ERBRFETAER su - c R T T4
A root # 4T,

4.7.3 PolicyKit

PolicyKit 2 7EXA Unix {EEE R IZHIRE RGBT T R —EER AR T

%g?ﬁ /C;UI BENEFER , FESETHRHE | REEASHEREFKHIT. Ef@EIA PolicyKit RAUFEFREF AN , PITE
HRIRME,

1 Debian Z#ieh , PolicyKit BR%] 7 R sudo ARO{E A HIREAIETERAE,
£ 8 polkit(8),



https://www.usenix.org/legacy/events/usenix03/tech/freenix03/full_papers/gruenbacher/gruenbacher.pdf
https://zh.wikipedia.org/wiki/PolicyKit
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4.7.4 [REI7EEF L AR5 um it R 75

HEAZZLME , BUENZEARBERER , E—EFNEE. ARREELHN. ENMEANRS , NEEEERE
EY R (daemon) B , B EBBsuper-server BT |, BEAARTL AR,

e, PhanER sshd(8), fE AE R PAM MFEUSH], 1B HFL AWK R HIFE —LE RIS IR FE.

« 4HREFEZR: "/etc/default/program_name”

« BRETERF (daemon) K Systemd fRIEETACE

* PAM (Pluggable Authentication Modules)

» super-server {§f"/etc/inetd.conf”

» TCP wrapper {§"/etc/hosts.deny” #1”/etc/hosts.allow”, tcpd(8)
e Sun RPC" {f§f] /etc/rpc.conf”

atd(8) " /etc/at.allow” #1"/etc/at .deny”
» crontab(l) " /etc/cron.allow” #1"/etc/cron.deny”

Network firewall E¢netfilter FEZ2

£ HE 3.6, # 4.5.1F& 5.7.

R
NFS FIEEER RPC FEx , FE/H Sun RPC %%,

ET YN
RIS HT Debian R4 BRIE , H 4" /etc/hosts.deny” ¥ 2 BF/E"ALL: PARANOID” T
JBRAOARIELD |, FBIEERT . (BRARINVAFEERITANMERNTERAR. )

4.7.5 Linux L445M

Linux %0243 RANSTIR B4 UNIX BIREIIR BT 2.
Linux 374& AL EMEN | MAEEMT B4HK UNIX Bt (2R xattr(7)).

Linux IS4 R AR AEMARBERISR O BIZIRNBMNETT , A capabilities(7) , BAEFAE MR AAEMA. 7%
2.2 A% 514 | Capabilities 2 — BB TAEEIL KB,

Linux Security Module (LSM) ReAEAAESR 2t T —EZ AHMRSAGEMS) , FFR RTEARN. a0

* AppArmor
 Security-Enhanced Linux (SELinux)
» Smack (Simplified Mandatory Access Control Kernel)

» Tomoyo Linux



https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Extended_file_attributes
https://zh.wikipedia.org/wiki/Linux_Security_Modules
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/AppArmor
https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Smack_(software)
https://zh.wikipedia.org/wiki/Tomoyo_Linux
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BEBEAEGZMANENER LT B AL Unix ZEERRIE B NEAS , EZ root FENMBIRS]. BRIRERE
kernel.org £/ Linux &840 (LSM) HEZESC 4,

Linux B namespaces % 7 —{@ 2 # M R4 EIRE —E#MK NS | 28 R4EEIRIE namespace W¥ 725
AR, ¥ H namespace AEMBCHLBMERmHGIE. SHERF2BMHERNT RMHNRER  F—E
namespace R ER R , B2 ¥3EE—{E namespace WHERFAA K. #4%(> 5.6 AL , B 8 7 namespaces

(R namespaces(7), unshare(l), nsenter(1)),

7£ Debian 11 Bullseye (2021) 5, Debian {§ F unified cgroup hierarchy (%— cgroup JE4k 2248 ) (JrF84 cgroups-v2),
namespaces [&) cgroups —i2 K [REEE PIKARF , AT EIRIEHIMERRGIE

» Systemd, 28&7 3.3.1,

- BERE, BRE 7.7,

o Linux %% , bkan Docker. LXC, 28 & 9.11,

ELTRERRESERE 4.1 BN, ELSEEERIBY T ANMAHNEE.

il



https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://zh.wikipedia.org/wiki/List_of_Linux_containers
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/LXC
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Chapter 5

AR e

E1 TN
B84 Debian ZBHAEAETFM , ;5= B Debian E1F B F 4944480,

EF N
systemdIRIZ F , A]RAAnetworkd RFHECAE4% . 7582 % systemd-networkd(8),

5.1 EAMPEEIEE

IR B EE— T IR Debian E3E RGP B A B LEHE,

5.1.1 FHL&MRIT

FH 2T, BRIt 2R NSS (&FARFEER Name Service Switch) #HI2RZIE. EEMBATHRIRIZAT.

1. "/etc/nsswitch.conf iR #E M " hosts: files dns”EERIRTE THELMRATIER.((£%"/etc/host .conf”
EEEN order” EERRBIHTNAEE

2. files AXNEALHITIY IR IMLZTE"/etc/hosts" IEREMEIR |, RIEHEHABRECILIRE ("/etc/host . con
R4 "multi on”)

3. dns AXHIFNY, NRIFHLZBBE"/etc/resolv.conf” IERE MBI ABIEAEILIR4 Z % Domain Name
System (DNS) #kZE! , RIESAAER SRS .

—ERTIN T ERERFMEIRE TS |, FlaN"host_name” FERE AT FHRIA[IEIRL. Bk , "/etc/hosts”
FRFIG T HRIERR.

127.0.0.1 localhost
127.0.1.1 host_name

# The following lines are desirable for IPv6 capable hosts
il localhost ip6-localhost ip6-loopback

ffe2::1 ip6-allnodes

ff02::2 ip6-allrouters



https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
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;e E TE A | kAR =HA
network-manager |V4£:3241 7805 | FAHC :: NM | NetworkManager (SFEI{THE) : BENIEIRAMLE
network—manager-g\p:%rg?l:lw 18 #HEC :: NM | NetworkManager (GNOME Hijii)

: . ACE :: Netplan (EAZ=%): #i— B , E 5%/ HE]
netplan.io ViL 17 340 NM+networkd NetworkManager #1 systemd- l;letworkd 1&Bin
. V619, ARG - - 5 - :
ifupdown 1973 201 ifupdown RRZEENRARAME AT ET A (Debian 456)
isc-dhcp-client | V:169, AR K s

707 2884 | g DHCP % Fi
pppoeconf V-0, I:4 174 gﬁ@ﬂ S| mmmE  pERME R PPPOE &l
wpasupplicant ?_/;332%9’ 3901 E’Em S| \WpA A1 WPA2 Z S RIE (IEEE 802.11i)
wpagui Vo, I:11 784 Eﬁﬁﬂ H wpa_supplicant Qt BERE%E Fin
wireless-tools |V216i2 292 ?ﬁﬁﬂ L 34 Linux AR T A
iw V:38, 1:490 | 332 @7@6 W pE Linux mAgE BN T A
. V756, EE [ R iproute2, IPv6 FNE = ZRAFLEIAC : 1p(8),tc(8)
lproute2 1:984 4122 |pr0ute2 EF
. V:353, ARG & -
iptables 629 2410 | \atfiter BB AL EREIE T A (Netfilter)
V212, TR  HEBRAEEIESREETH (Neffilter)

nftables 1:850 191 Netfilter ({ip,ip6,arp,eb}tables K#E4EERE)

X EN B O
lpUtllS _ plng |V919975. 188 ‘}ﬁ'JEfE (/?gnrigﬁl;ez )E%%L—*EEE% mzj”j i@iﬂ:
iputils-arping | V:1,1:19 53 TR HEREEREERFE IR , HIBARPHIIE
putils-tracepath,, 101 |50 | it EEW@HX&%;I}I%E‘]E%&
ethtool V:93,1:250 | 1077 ,ﬁljfc Eﬁﬁﬁaﬁu#ﬁsﬁ{%mﬂﬁ
mtr-tiny V:4, 1:39 181 g“ﬁ R EIEER NS COERME)
mtr V:4, 1:40 230 g”ﬁ HE | et e e (SOARER GTK )
gnome-nettool | V:0, 1:10 2480 gfu R | e nampsomnTA (GNOME)
nmap V:25, 1:185 | 4607 gf‘ PR gt nim (Nmap | 1)
tcpdump V:16, 1:166 | 1343 %JK R AR IRE AT (Tepdump |, #ZHI4R)
wireshark V:2, 1:41 11267 g”ﬁ CE | e mar (Wireshark GTK)
tshark V:2, 1:23 438 g”ﬁ SR e oin gasiiE)
tcptrace V:0, I:1 407 g”ﬂ R RiE topdump B A RECE RIS ST
ntopng V:0, 1:0 15604 | B R gemmmms s e e

: . WER - K | BINDERFEERERBR T Pinie /T -
dnsutils 174 23 & nslookup(8),nsupdate(8),dig(8)
dlint V0, I:2 51 g”ﬁ HR | R s R RS B DNSH AR
dnstracer V0, I:1 59 g;ﬁ H R IRHEDNSERAE ZEIFEA

Table 5.1: A4& P LA —&



http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
http://qa.debian.org/popcon-graph.php?packages=network-manager
https://tracker.debian.org/pkg/network-manager
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
https://tracker.debian.org/pkg/network-manager-gnome
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/netplan.io
http://qa.debian.org/popcon-graph.php?packages=netplan.io
https://tracker.debian.org/pkg/netplan.io
https://netplan.io
http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
https://tracker.debian.org/pkg/ifupdown
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
https://tracker.debian.org/pkg/isc-dhcp-client
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon-graph.php?packages=pppoeconf
https://tracker.debian.org/pkg/pppoeconf
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
https://tracker.debian.org/pkg/wpasupplicant
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
https://tracker.debian.org/pkg/wpagui
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
https://tracker.debian.org/pkg/wireless-tools
http://packages.debian.org/sid/iw
http://qa.debian.org/popcon-graph.php?packages=iw
https://tracker.debian.org/pkg/iw
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
https://tracker.debian.org/pkg/iproute2
https://wiki.linuxfoundation.org/networking/iproute2
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
https://tracker.debian.org/pkg/iptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
https://tracker.debian.org/pkg/nftables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
https://tracker.debian.org/pkg/iputils-ping
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
https://wiki.linuxfoundation.org/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
https://tracker.debian.org/pkg/iputils-arping
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
https://tracker.debian.org/pkg/iputils-tracepath
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
https://tracker.debian.org/pkg/ethtool
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
https://tracker.debian.org/pkg/mtr-tiny
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon-graph.php?packages=mtr
https://tracker.debian.org/pkg/mtr
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon-graph.php?packages=gnome-nettool
https://tracker.debian.org/pkg/gnome-nettool
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon-graph.php?packages=nmap
https://tracker.debian.org/pkg/nmap
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
https://tracker.debian.org/pkg/tcpdump
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
https://tracker.debian.org/pkg/wireshark
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
https://tracker.debian.org/pkg/tshark
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
https://tracker.debian.org/pkg/tcptrace
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
https://tracker.debian.org/pkg/ntopng
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
https://tracker.debian.org/pkg/dnsutils
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon-graph.php?packages=dlint
https://tracker.debian.org/pkg/dlint
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon-graph.php?packages=dnstracer
https://tracker.debian.org/pkg/dnstracer
https://zh.wikipedia.org/wiki/Domain_Name_System
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F—1TH IP #uhk BAA , TR MEIRR M.

EEEFIFINE 1T 127.0.1.1 IP ittt F R @ EHE LA Unix 4 %35, Debian Installer 278 87K X IP HititiF&
BIEEEIRE |, fEAKLERIE (40 GNOME) W—EEAEAE , R0 bug #719621.

host_name ULECfE"/etc/hostname” B EHM T L, (BREF 3.8.1),
HIAEKA 1P HIHF AL | EEKA 1P il EEREEEK 127.0.1.1,

WA B kX P it F14F 154 &4 Domain Name System (DNS)E{iTE 4 & #4154 fully qualified domain name
(FQDN) (I E% , $1454 host_name.domain_name JEE# FA X% host_name.

3R resolvconf BEEMIRBLE |, "/etc/resolv.conf” 2—EFFREAER. MRKET , B2 —EFTREL. It
s, EBESBMITRIANYIAWEN. 20 DNS Z IP="192.168.11.1", AIB&40TF.,

nameserver 192.168.11.1

resolvconf BEEE(FIE(E"/etc/resolv. conf” FERMA—EFREL , WEBHTIESIBEHEEARNE.

A adhoc [EIHABIRIE T PC T/ESG |, [T EAK files # dns ARz , EHLIREEFREIR Multicast
DNS (MDNS) &1 Tfi##f.

Avahi #1244 Debian T4R#% DNS 3IRAELS,
'©40 Apple Bonjour / Apple Rendezvous #E.

libnss-mdns $MIMEIZ#E mMDNS FE#E L H%HT , GNU C [E (glibc) ) GNU £ 7 iR %854 Name Service Switch
(NSS) ThAEZ{E mDNS,

"/etc/nsswitch.conf’ FERXEEHH hosts: files mdns4_minimal [NOTFOUND=return] dns”E##H
—E (HEEEZ R /usr/share/doc/libnss-mdns/README . Debian),

—{E{£ A ".local” pseudo-top-level domain FFE I EME R fEAT , 2 IPv4 i#b3IE"224.0.0. 251" 5% IPv6 #i3it"FFO2: : FB”
B —{E4H3% UDP B mDNS &A1&,

pad
13,4 2%t Domain Name System SR8 18 FITEAR 13,4 expansion of generic Top-Level Domains (gTLD) & f£ 1
1. EEFEN , BE—ERE R, B2 FER name collision,

as

F A e A, Ltk 0 libnss-resolve Ff & systemd-resolved, {3 libnss-myhostname, = #
libnss-mymachine, I 7E"/etc/nsswitch.conf” #EREEM hosts” {THEAEESE mymachines 2 myhost-
name BB , SN 2N _LEFT A EHAERAICE. FLEMEB R nss-resolve(8), systemd-resolved(8),
nss-myhostname(8) 1 nss-mymachines(8),

512 EHENHEHLZTE

systemd {§fi”’enp0s25” Z XA/ v FERIAERE N T B 78,

5.1.3 [ES4FEHEEE

FRIRMIEFTIREE T 4E rfc1918 #E5R E A= IFAR local area networks (LANS)IPv4 32 (it E K XA KR BB &8 15
LR HRE A B RGS A _E E A R E R,



https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://www.debian.org/devel/debian-installer/
https://bugs.debian.org/719621
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Multicast_DNS
https://zh.wikipedia.org/wiki/Multicast_DNS
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
https://zh.wikipedia.org/wiki/Domain_Name_System
https://newgtlds.icann.org/en/program-status/delegated-strings
https://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://datatracker.ietf.org/doc/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
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xR ERsHE T 4EHERE R ET
RS

A 10.x.x.X 255.0.0.0 /8 1

B 172.16.x.x —172.31.X.X 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 124 256

Table 5.2: 48L& E S 3R

E
IP it EFZHE FHRANE IPv6 ik , 5120, ": 11" & localhost ZAhF#4,

7E
MREBELI A BCE)— B T4 |, FFERE AT — RS B IR AR |, W AERIR —E/EARE S HRIERE
BB ABi&HbHEER Network Address Translation (NAT). JHERIZIBAHIRIE , BSEKESEE FH NAT,

5.1.4 MHEHREEXE
&% Debian AFETIBE RS HBIEIERE | BKEF —LHEKEE T E DFSG non-free #FIERFIEEM. 2RE 9.10.5,

5.2 IR EHEAEIEFIAC

HIEA systemd (IR Debian RE AL , AN BT BHRERGEETVEWL - Lo AMEIEE £ networking. servic
I8 MEENmEIBR‘NetworkManager . service’ g8,

Debian A UBIBE=TEFEF (daemon) BIRE LK EIRAMIK E4R , 5120 NetworkManager (NM) (network-manager
AAARAERASE) .

- BEfEBECHK GUI MFELIIRRXRIERAFERENHE.

- EfEECHESERER (daemon) EAEMINAS %G

o BPMEYRAT AR B G RARIEARE AR

o EPHERAT AR B it B IR AR MARARE FORAC

« EFAFRARARRE M AMKHEEFM ifupdown EEEM.

)i
AEEMARS LEAELEEEREEMRIC TR, BMERHERKR ERER LB EmERE.

ELRARNERALR TAFTREETEENRAL , B RAEE ifupdown BEEBEEEFHR , ©RABERGR

“/etc/network/interfaces”,



https://zh.wikipedia.org/wiki/IPv6
https://zh.wikipedia.org/wiki/Network_address_translation
https://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
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52.1 EENHERAEEAEC LA

Debian Z#%t NM BIE A AR /usr /share/doc/network-manager /README . Debian’,
AHE L, G RSERN AT T AL R EAARRG SRIRL.

1. BB TIFESEREEMRE foo B netdev’sl (541, 20 GNOME # KDE Bk IR AR HIRIE 1@ 1B
D-bus EENTTAZIRIE) .

$ sudo usermod -a -G netdev foo

2. {§“/etc/network/interfaces’ AR IE T EAMKEE,

auto lo
iface lo inet loopback

3. BB TS EHREN NM,

$ sudo systemctl restart NetworkManager

4. 1BIBEEA EFAECAEE .

7E
RAEAXRFIfE /etc/network/interfaces” PRI EE M NM EI8 |, U4 ifupdown &S,

N
MRBAEERT NM KB K AREINE FSHEBEMNSSHEANS X &K
|, 11 gl network-manager -openconnect, network-manager-openvpn-gnome,

network-manager-pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth % %,

1ERIEIE AR Wicd,

5.3 BRAXGMTEAIRAHERACE

{#F systemd &%+ , ATATE /etc/systemd/network/ fEFAECAEK .2 R systemd-resolved(8).resolved. confy(
F systemd-networkd(8),

EEAFERBEENANER FTEERAAEHE.

DHCP & FipiEl & o] BB "/etc/systemd/network/dhcp. network” FE R R EITERE. BFIA0 :
[Match]

Name=en*

[Network]
DHCP=yes

— (A AEAB IR B BRI BN/ etc/systemd/network/static. network” :&5E. LN :

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1



https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/Systemd
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5.4 HAEMEKEE

ERIRAEKBECE T MER cloud-init #1 netplan.io &M (B RE 3.8.4).

netplan.io ##8EXIEIE systemd-networkd 1 NetworkManager fEAE RSB ACE %% , BESAMEFA YAML
BERESTMERLE. ER%E YAML:

* PdTnetplan generate” @4 , it YAML A RAHTH LARNERIRACE.
* BT netplan apply” 4 REAEMRMNACEEIEN.

£ B "Netplan documentation”, netplan(5), netplan-generate(8) ¥l netplan-apply(8).

8] PAZ R, "Cloud-init documentation” (#3712 [El4% "Configuration sources” Fl "Netplan Passthrough”) Bi# c loud-init
EERRENE S ERNERIIRE] netplan.io FLE,

5.4.1 {£F DHCP IR A EMEECE

DHCP % Pl E o UE B2 —E#UR st /etc/netplan/50-dhep . yam U JRETAE :

network:
version: 2
ethernets:
all-en:
match:
name: "en*"

dhcp4: true
dhcp6: true

5.4.2 {EFIFFRE IP IR EAKECE

—(BEFREARIR AL B RSB B B M —EEUE R IAtE" /etc/netplan/50-static. yaml” K& :

network:
version: 2
ethernets:
etho:
addresses:
- 192.168.0.15/24
routes:
- to: default
via: 192.168.0.1

5.4.3 {f/H Network Manager IR E44RACE

{# F Network Manager ZE#ERARIR & PR BcE |, P] LUB BN —(EEUB R IAFE"/etc/netplan/00-network-manager .\
FEITELE -
network:

version: 2
renderer: NetworkManager



https://zh.wikipedia.org/wiki/YAML
https://zh.wikipedia.org/wiki/YAML
https://netplan.io/reference
https://cloudinit.readthedocs.io/en/latest/index.html
https://cloudinit.readthedocs.io/en/latest/explanation/configuration.html
https://cloudinit.readthedocs.io/en/latest/reference/network-config-format-v2.html#netplan-passthrough
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5.5 JERERIZAED

1£ Linux ERKEWMACE | £/ iproute2 725X (1p(8), -+-) .

5.5.1 Iproute2 54

Iproute2 154 SR iR TR AR BARIZFAACAEN . BERER net-tools 5L EEIFTH] iproute? T5 L ERINESIREK.

¥ net-tools FTE iproute2 B

ifconfig(8) ip addr —ERE ERNHa& (1P 3k IPv6) HiiE
route(8) ip route REXREE

arp(8) ip neigh ARP @k NDISC TRE&H

ipmaddr ip maddr ZREMIIE

iptunnel ip tunnel IP & &

nameif(8) ifrename(8) FA MAC HBHEROABIE A/ 4
mii-tool(8) ethtool(8) L RABHE R E R AE

Table 5.3: B net-tools F5LSEZEFH iproute2 FESEERR

£ R ip(8) 1 Linux S &AM EIZH] (Linux Advanced Routing & Traffic Control) .

5.5.2 TEHIKEBMEIKIREE
FAT IR FTER A RRL H1E B REENKES | BUIE4 R e Brd48k R,

54 atEA

ip addr show RN EE AR T E AR AR AE
route -n REFHIR IR ETIIR AR

ip route show s R Bk AR

arp & Bl ARP RERRAAR

ip neigh HRNEH1 ARP REGRHMAR

plog BA7R ppp égﬁm%ﬁt (daemon) H&&

ping yahoo.com

%E&EZ"yahoo . com” RIRFATEAR

whois yahoo.com

eI BRI ERERERIM 1 "yahoo. com”

traceroute yahoo.com

IRHEZ]"yahoo . com” FRIARFAREAR

tracepath yahoo.com

IRHEE]"yahoo . com” RIRFAREAR

mtr yahoo.com

IR ZE"yahoo . com” RFEAEELZR (EHEMN)

dig [@dns-server.com]
example.com [{a|mx]|any}]

EAA"dns-server.com” It R "examp le. com” JF & K]
DNS &Cé% : "a”, "mx” 8k"any” 5ié%

iptables -L -n R ABIE
netstat -a TR T B R RREIR
netstat -1 --inet FREEEEIR

netstat -1n --tcp

i TCP S EEIR (BT /M)

dlint example.com

E:f"example.com” i DNS zone &&fl

Table 5.4: KA TEL SR

N

By KBRS FARC LA e /usr/sbin/” B$%. 1RATRME"/usr/sbin/ifconfig” E#k{E AR ESSMIE |, 2k
32" /usr/sbin” iNZI"~/ .bashrc” {£E%H E‘]”$PATH BB,



https://wiki.linuxfoundation.org/networking/iproute2
https://wiki.linuxfoundation.org/networking/iproute2
https://wiki.linuxfoundation.org/networking/net-tools
https://wiki.linuxfoundation.org/networking/iproute2
https://lartc.org/
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.6 AHHEmIEN

BB R LB T AR, RIREHESFRERMARENEE.

I TIE XN | ERER

iftop V6, 1:88 93 R~ —{EARE A _ERPEE(E &R
iperf V:2, 1:35 427 AR e R B L

ifstat V0, I:5 52 N AT TR

bmon V1, 1:20 141 {T@]_ﬁ‘fﬁﬁ ?ﬁ%%%ﬂﬁlﬁ]_ﬁi;flﬂ
ethstatus V:0, I:2 41 REAERERETEFTRTESTE
bing Vo, I:0 80 EEMERERE A B AR 2

bwm-ng Vi1, 1:10 95 NG E e S
ethstats V:0, 1.0 21 ERRHIERZ KAE BaT B fi s
ipfm V0, 1.0 78 ARSI LA

5.6.1 FLHiEm{E MTU

eI IEE @ E T

Table 5.5: A REWTAIFE

£ KRS EIT (MTU)

FE—LIERT , £/ ping(8) M L"-M do” EIAMIXRFE K/ ICMP HICENBETERE | 1 J\*ﬁ’%TU\?FEJ]EEiE

MTU, MTU & KA[ERIRE IP 5 &R K/IMN_E 28 f7Jt4H (
IR IPv4 E4R ) MTU 2 1460 ,

IPv6 E4RH MTU £ 1500,

$ ping -4 -c 1 -s $((1500-28)) -M do www.debian.org
PING (149.20.4.15) 1472(1500) bytes of data.
ping: local error: message too long, mtu=1460

--- ping statistics

1 packets transmitted, 0 received,

+1 errors, 100% packet loss,

$ ping -4 -c 1 -s $((1460-28)) -M do www.debian.org
PING (130.89.148.77) 1432(1460) bytes of data.

1440 bytes from klecker-misc.debian.org (130.89.148.77):

--- ping statistics

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev

325.318/325.318/325.318/0.000 ms

$ ping -6 -c 1 -s $((1500-48)) -M do www.debian.org
PING www.debian.org(mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e)) 1452 data bytes

1460 bytes from mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e):

time=191 ms

--- www.debian.org ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 191.332/191.332/191.332/0.000 ms

EEBFEE %% MTU (PMTU) %15 (RFC1191) ,

tracepath(8) 164-BEFI B ENTAUEME.

BT E%Eﬂ%‘]?e%liﬁi&l\ PRI FEE5E T EAMER.

o FREMFEEAR (VPN %) K&E MTU EE#—HREE M EEmREEss,
o MTU AR JEE BB 18 FELE6S
o BEBRFIHTIRHIAEFR , 8 KK MTU BB E LLELT,

S PMTU 1.

IPv4) 3k 48 {2 JG4H (

time Oms

icmp_seqg=1 tt1l=50 time=325 ms

. FERZF, 3

icmp_seq=1 ttl=47 <«



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon-graph.php?packages=iftop
https://tracker.debian.org/pkg/iftop
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon-graph.php?packages=iperf
https://tracker.debian.org/pkg/iperf
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
https://tracker.debian.org/pkg/ifstat
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
https://tracker.debian.org/pkg/bmon
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
https://tracker.debian.org/pkg/ethstatus
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
https://tracker.debian.org/pkg/bing
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
https://tracker.debian.org/pkg/bwm-ng
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
https://tracker.debian.org/pkg/ethstats
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
https://tracker.debian.org/pkg/ipfm
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
https://zh.wikipedia.org/wiki/Path_MTU_discovery
https://datatracker.ietf.org/doc/rfc1191/
https://zh.wikipedia.org/wiki/Virtual_private_network
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RIEIE MTU HEARIH
PESEELy (IP: PPP) 576 TEAER]
XA EAR (IP: DHCP Z[& 1500 FEsSAE A
ﬁg) Pyt P

Table 5.6: Fx{£ MTU {ERIEARTES| 7%

RAS RN (MSS) B B —BEERAK/NOTTIE. MSS F1 MTU HIBEZRANT.

o 57 IPv4 , MSS = MTU - 40

o {HL IPV6 , MSS = MTU - 60

)

Hjt iptables(8) (R RE 5.7) B , fE#EIB MSS RKEBEA K/ , MR HAZ| MMS . 2K iptables(8)

F )" TCPMSS” .

5.6.2 WAN TCP &£,

IR ASEEM S AKX WAN , TCP FIHEREME B TCP 2E A/NRIS| 8 , 72/TCP 3% 8 |, KExAth. T

BTALE , B80T Debian TERR AR EBEFIRIFA RIS IF IR 1G bps YAHZIF LAN E4R ,

5.7 Netfilter 487%1BIEIE

;JE

Netfilter f /8 Linux #%(> 1848 (2 RET 3.10) f2fit AKREFIAGHE A0 ARt eI (NAT) 4EZE,

LN AT AN | ERER
. . HABIREMA REIE TR (Neftfilter)
nftables V:212, 1:850 | 191 ({ip.ip6,arp,eb}tables HIELEE )
M abthanl i L :
iptables V:353, 1:629 | 2410 %‘ftrgtveé)gﬁlﬁc (iptables(8) FIiX IPv4, ip6tables(8) F
arptables V0, I'1 102 netfilter ¥ T H (arptables(8) At ARP)
ebtables V14, 1:24 276 netfilter 238 L E (ebtables(8) A S XA8I&13)
iptstate V0, I11 122 FHEMEELTR netfilter FREE (A1 top(l) FE{)
H H H __/hS T =) Jax =]
Ufw V:73. 1:99 859 :L_EJtncompllcated Firewall (UFW) E—E&IE netfilter [5 kK IEHFE
gufw V:5, I:110 3663 | Uncomplicated Firewall (UFW) e B&{ERENE
firewalld V:16, 1:24 2482 | firewalld E—{EENPEZIE[H A TBHRIFER , X IEAAIRI=TE
firewall-config |y, .3 1076 | firewalld E45/8 & /A
shorewall-init [ V:0, I:0 88 Shoreline [ k& ¥4,
shorewall V:2, 15 3090 | Shoreline B /kf&, netfilter zHRERE 24 s
shorewall-1lite V:0, I:0 71 Shoreline [’k &, netfilter 2HREFE A 2y (FEFHARR)
shorewall6 V0, I'1 1334 | Shoreline [k J&, netfilter HPEREZR 2 g (IPV6 JRAN)
shorewall6-lite V0, I:0 71 Shoreline Bk &, netfilter 4BREFE I A 28 (IPV6, }5FIRR)

Table 5.7: fiki& LA



https://zh.wikipedia.org/wiki/Maximum_segment_size
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
http://packages.debian.org/sid/nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
https://tracker.debian.org/pkg/nftables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
https://tracker.debian.org/pkg/iptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
https://tracker.debian.org/pkg/arptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
https://tracker.debian.org/pkg/ebtables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
https://tracker.debian.org/pkg/iptstate
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ufw
http://qa.debian.org/popcon-graph.php?packages=ufw
https://tracker.debian.org/pkg/ufw
https://zh.wikipedia.org/wiki/Uncomplicated_Firewall
http://packages.debian.org/sid/gufw
http://qa.debian.org/popcon-graph.php?packages=gufw
https://tracker.debian.org/pkg/gufw
https://zh.wikipedia.org/wiki/Uncomplicated_Firewall
http://packages.debian.org/sid/firewalld
http://qa.debian.org/popcon-graph.php?packages=firewalld
https://tracker.debian.org/pkg/firewalld
https://zh.wikipedia.org/wiki/Firewalld
http://packages.debian.org/sid/firewall-config
http://qa.debian.org/popcon-graph.php?packages=firewall-config
https://tracker.debian.org/pkg/firewall-config
https://zh.wikipedia.org/wiki/Firewalld
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
https://tracker.debian.org/pkg/shorewall-init
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
https://tracker.debian.org/pkg/shorewall
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
https://tracker.debian.org/pkg/shorewall-lite
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
https://tracker.debian.org/pkg/shorewall6
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
https://tracker.debian.org/pkg/shorewall6-lite
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
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netfilter TEHYF FAE BFENE iptables(8). fRAEHR shell FILATRMFIAL netfilter , {F8 iptables-save(8) f#
FEANAARE, EARGEREY , BB init 154 M50F0Y iptables-restore(8) Kikik.

% shorewall JEHLFABCE BhTs S ISRESF S BB RS EHE.
£ ] Netfilter x4 L3048 (8(4E"/usr/share/doc/iptables/html/” ¥EEISTHE).

* Linux Networking-concepts HOWTO
* Linux 2.4 Packet Filtering HOWTO
* Linux 2.4 NAT HOWTO

E1 TN
HESRIBLEE A Linux 2.4 B, iptables(8) F54-F1 netfilter Az (>ThBEEPRESATE Linux2.6 1 3.x %/ 2R3 EIR.



https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
https://www.netfilter.org/documentation/
https://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
https://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
https://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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Chapter 6

AR R

B AEIREARE (BME 5) , (RATIBIT R EERER.

2N
IR Debian AR AR MR RIS | BE Debian S B Fl— 48K AR,

N
XL ISP T, WRIREUR MR, (R REF R —E MBS RFAEREIH POP 1 SMTP fR%s. 1R
ATRER R E AR TR 1P EITHIM.

6.1 HEZE

B MAAERERTIRE  EREXT SR (HTTP) FRiRizRE.

EIGE] TE KN | FpRY A 21 2555 B

chromium V:30, 1:1103 | 286985 X Chromium , (3B Google KIFTIRZE
. ] ] _ Firefox , (B{Eg Mozilla KIBHREE 7 |

firefox V:15, 1:21 277820 [E_E Debian Unstable &) fA)

firefox-esr |V4ilz4 266490 7L Firefox ESR (Firefox 3ERZIZMRAS)

epiphany-browsen ., .4 2258 | At GNOME , #1% HIG , Epiphany

konqueror V:27,1:116 7861 G KDE , Konqueror

dillo V0, Il:14 1585 [_E Dillo , (FE? FLTK REXE4R ZEZT)

w3m V11, 1:1145 | 2853 | X =F w3m

Tynx V:29, 11457 | 1972 | [EE Lynx

elinks V:2,1:16 1791 | [k ELinks

links V2, 1:21 2321 | BAE Links (#iXXF)

Tinks2 V.0, I:110 5466 | &% Links (38 X NEFEER)

Table 6.1: s8EBIERTIR



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
https://tracker.debian.org/pkg/chromium
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
https://tracker.debian.org/pkg/firefox
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
https://tracker.debian.org/pkg/firefox-esr
https://zh.wikipedia.org/wiki/Firefox#.E5.BB.B6.E9.95.B7.E6.94.AF.E6.8F.B4.E7.89.88.E6.9C.AC
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
https://tracker.debian.org/pkg/epiphany-browser
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
https://tracker.debian.org/pkg/konqueror
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
https://tracker.debian.org/pkg/dillo
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
https://tracker.debian.org/pkg/lynx
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
https://tracker.debian.org/pkg/elinks
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
https://tracker.debian.org/pkg/links
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
https://tracker.debian.org/pkg/links2
https://zh.wikipedia.org/wiki/Links_(web_browser)
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6.1.1 {AkfEAHENETS
AT LB EIRBIAE | RATAE R R ARAEAERERRER User-Agent 728, 2R

 MDN Web Docs: userAgent

» Chrome Developers: Override the user agent string

» How to change your user agent

» How to Change User-Agent in Chrome, Firefox, Safari, and more

« How to Change Your Browser’s User Agent Without Installing Any Extensions

« How to change the User Agent in Ghome Web (epiphany)

e
BERNERERET S TGS KB Java KA REIER.

6.1.2 BERETEM

FIBIRAK GUI (BREFERENME) B2 IEER browser extension HRIAHS , 'BEFEIR web extensions &2 AZ%E
1.

6.2 HEHARL

AEERHER T HEE R AR B AR N AL RS BN T 1k,

D s

ARARIEAR S BO A R 5 A LB B AR STRE Y | IR IEX BT B — TS BRAH

6.2.1 EEpHFEMR
FEFERE = EEBAAEAR , SREMSE | BAEAESE R B ESL,

. ST;FI\;FP FEFEHEE LA To” FI"From” BalRBORER . (155 LAY From” Bl 045 M R B34, 640 From_
s )O

B EPAEARY To” F"From” Eill , BIRE BT ERHR Fin L. (EXEMERT , ELENZEREFEIHEE 3K,
(ERZNSSE 8

« BEEMFEAMIENE ﬂﬂﬁ@%ﬁﬁ%ﬂ S % AR EMHETTE S (MIME) IREEM , 43T K ASCI
BHETF RS , BIEEAMNER. . ZeNERREN.

TRELENER BT EHR Fini GUI BRXERER GUI WEBNECE , 1—RHIFT3IFETRE
« 27 REIESCERILRIR AR , CEIANERS AEERAEREHETE S (MIME)RARREEMHRIAMERFIESC.



https://zh.wikipedia.org/wiki/使用者代理
https://developer.mozilla.org/en-US/docs/Glossary/User_agent
https://developer.chrome.com/docs/devtools/device-mode/override-user-agent/
https://www.whatismybrowser.com/guides/how-to-change-your-user-agent/
https://geekflare.com/change-user-agent-in-browser/
https://www.howtogeek.com/113439/how-to-change-your-browsers-user-agent-without-installing-any-extensions/
https://askubuntu.com/questions/472861/how-to-change-the-user-agent-in-gnome-web-epiphany
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Browser_extension
https://github.com/w3c/webextensions/blob/main/charter.md#webextensions
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
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- B AERN AR SIRAH OAuth 2.0/ ISP (ABIEAEEE IRISIZMEE) B SMTP # IMAP {ffRz5:2FE B
o. (M OAuth 2.0, BB £ HIRIFRERLEE , #1401 , "Settings” -> "Online Accounts”.)

« EEERER ISP MEZTMM SMTP RBERISHKASIEIIE (587).
* & TLS/IMAP4 38 (993) #EWU#TFAE ISP IfAMR=F LAIRRE.
« EREFIEIR P BRI ER .

CRESIRLERSMATHRE - B A BB, E5. HTsE.

Hs e TTE KA | FRE

evolution V:28, 1:240 492 X GUI program (GNOME, groupware suite)
thunderbird V:46, 1:109 274692 X GUI #£%, (GTK , Mozilla Thunderbird)
kmail V:43,1:107 | 25212 | X GUI 2=\, (KDE)

mutt Vi1, 1:94 7118 | fRATREM vim —EFRRF T imfEl
mew V:0, I:0 2319 | (x)emacs FHIFEITARURIEIN

Table 6.2: E{HEAEAIESIZR (MUA)

6.2.2 IRAERHARFSERH

IRAEPHRE RS A — LRI R MR BB (AHFEMKRFERMEFE) M.

« IEHEERMME AT SMTP A fR28 K B3 SENE X EH R TR ENIREN.

o —{EEPAFRESHTMEMEPIHIHAOTESR | RMERAREIT B0 , BRIFEERIRER R R ELIBAE
- MEEESE M ENEEAERNEE IR RE TR | EEAREN.

ERREA :

- WIHEERMERRM® E‘]I#EL@?'J*W’X@E%E‘] SMTP 1R (25) EAEEAT .

o [EAEIRARIREG SMTP 3R ( L%&ﬁ']/ﬁ%%‘?&%ﬁﬁ%hdﬁﬁ‘]f’f%E%‘ﬁﬁiﬁﬁ? .

. ?ﬁ?ﬁg%ﬁ%ﬁ%ﬁcﬁﬂqiﬁﬁﬂji'J,%ﬂﬁ%%ﬂE%E‘]EﬂE , ABESEIBMEIRATIR (587) {FiX,

o BIBESIHAERE (DKIM), BISERMKAELR (SPF) A ERMBEMNERE. MEMKE (DMARC) EHHK
BR BB B2 I EFEMFIRIE.

o A SIREHEMT RIS T RE @ AR RANIER smarthost i BT ERHEIX,
FETHMAT AR AE RIRE FEM AL A ROERRRE | AFELE EF BB,

6.2.3 FLEMH ARG InAAE

—ULb7F Debian _HFER , BPTFASRHAELNRT /usr/sbin/sendmail €54 R EE B |, BE R —EEMUIREN
UNIX RAGEPH{A] IR 2SR 3 Bp¢ |, BIRFFE ITIRE

o B R A TFAER AL,

o EHEE /usr/sbin/sendmail 454 EIE,

o HNEKHbHEAR—FH , /usr/sbin/sendmail 45 ETEMERI A3 | HSEREERIAE /var/mail/$username
R,

- HIEBE (A4S 4  apt-listchanges, cron, at,

 WNERMUFE R XM |, /usr/sbin/sendmail & vﬁﬁﬁ‘ﬁﬁfiﬁﬁﬂiﬂﬁ KK | {8 SMTP %38 DNS MX 3¢
%,

- HEBEE4HH454 : popcon, reportbug, bts, .



https://en.wikipedia.org/wiki/Basic_access_authentication
https://zh.wikipedia.org/wiki/OAuth
https://zh.wikipedia.org/wiki/OAuth
http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
https://tracker.debian.org/pkg/evolution
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
https://tracker.debian.org/pkg/thunderbird
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
https://tracker.debian.org/pkg/kmail
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
https://tracker.debian.org/pkg/mutt
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
https://tracker.debian.org/pkg/mew
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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6.2.4 B EHmAIE (MTA)

1t Debian 12 Bookworm & , £/ & mail transfer agent (MTA) F2=XHI1EIR T , Debian #Z2 8 T /Euha] AR GA &EFEp
HE g, REASTEEM GUI (REREAEN

PAfEH) Debian &R FHAME MTA fii@ﬁi?ﬁﬁﬁ‘:fé /usr/sbin/sendmail §y4FE., BENTEuh_LIEAER MTA 4
JAFNED 6.2.2 87 6.2.3 BRI {E.

WA EN T el |, HLAIH MTA BFZE eximd - daemon light 8% postfix , WEBLEPUE RN EETR “Mail sent
by smarthost; received via SMTP or fetchmail’, EL¢2#&8E MTA fI”/etc/aliases” ILEL,

i)
ACE exim4 REXFEARIZEM , ZEREFEHWLEASERRRNEEIH , EEFSFN. mR—&ENK
FBRIELRHMREN , £/ msmtp FELEMP , EHEBRPRRE L EIREFE P, KERAE MTA EEREER

EFER L.

L] | T AN | AR

exima-daemon-110Ng,. 519 .06 | 1649 | Exima Bp{Es I8 (MTA : Debian FEEA)

exim4-daemon-heavy,; | - 1814 | Exim4 BRESEMRIE (MTA | BIEMERT)

exim4-base V:225,1:231 | 1646 | Exim4 3 OCF) FBREER

exim4-doc-htmlU | I'1 3798 | Exim4 3CfF (html)

exim4-doc-info 1:0 648 Exim4 {5 (info)

postfix V:106, 11112 | 4003 | Postfix BfFEIE (MTA : T2HERM)

postfix-doc I:4 4841 | Postfix 3CfF (html+text)

sas12-bin V4, 1:10 368 Cyrus SASL API B3R (&IR postfix SMTP :5a5

cyrus-saslz-doc | ., 2142 | Cyrus SASL - St#F

msmtp V7, 1:13 811 BB MTA

msmtp-mta V5, 1.7 136 & MTA (sendmail ¥ msmtp BB TE L)

esmtp V:0, I:0 123 &g MTA

esmtp-run V:0, I:0 27 & MTA (sendmail i esmtp IHATE )

nullmailer V7,18 483 BN ThEE MTA |, 78 A A ER

ssmtp V:4,1:6 133 BN ThEE MTA |, 8 B A ERE

sendmail-bin V10, 1111 1959 | £IhEE MTAGNIRAREEHE )

courier-mta V0, 1.0 2674 | £INEE MTA(web /M EE.)

git-email V:0, 110 1187 | git-send-email(l) BXERFFH ] EREFFEEC
Table 6.3: R ENMH S IEARNEREBSER

6.2.4.1 exim4 AL

HHBRLE B smarthost IABFREREE , VRIERZIRANT FT/RG (EEHT) FAEC exim4 - * s

$ sudo systemctl stop exim4
$ sudo dpkg-reconfigure exim4-config

Al General type of mail configuration” B , 2" mail sent by smarthost; received via SMTP or fetchmail”,
25 E"System mail name:” & FEZ% FQDN (2 R& 5.1.1).

% E"IP-addresses to listen on for incoming SMTP connections:” &¥E5%1#"127.0.0.1; 11",

"Other destinations for which mail is accepted:” FEIEE %,



https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
https://tracker.debian.org/pkg/exim4-daemon-light
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
https://tracker.debian.org/pkg/exim4-daemon-heavy
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
https://tracker.debian.org/pkg/exim4-base
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
https://tracker.debian.org/pkg/exim4-doc-html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
https://tracker.debian.org/pkg/exim4-doc-info
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
https://tracker.debian.org/pkg/postfix
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
https://tracker.debian.org/pkg/postfix-doc
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
https://tracker.debian.org/pkg/sasl2-bin
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
https://tracker.debian.org/pkg/cyrus-sasl2-doc
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
https://tracker.debian.org/pkg/msmtp
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
https://tracker.debian.org/pkg/msmtp-mta
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon-graph.php?packages=esmtp
https://tracker.debian.org/pkg/esmtp
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon-graph.php?packages=esmtp-run
https://tracker.debian.org/pkg/esmtp-run
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
https://tracker.debian.org/pkg/nullmailer
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
https://tracker.debian.org/pkg/ssmtp
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
https://tracker.debian.org/pkg/sendmail-bin
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon-graph.php?packages=courier-mta
https://tracker.debian.org/pkg/courier-mta
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
https://tracker.debian.org/pkg/git-email
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"Machines to relay mail for:” JEIFEE s,
Z%E”IP address or host name of the outgoing smarthost:.” Z”smtp.hostname.dom:587”,

2% "Hide local mail name in outgoing mail?” J2IEA"NO”, (BkE % & 6.2.4. 3R MK EH /etc/email-addresses”
)
B2 T AR E A —1E %K [2]Z"Keep number of DNS-queries minimal (Dial-on-Demand)?”,

* "No” JNRERENNIF R , RAMIE LT AIERAREE
* "Yes” ANREXENHIFR , RGIREE_LARRARIE .

%€ " Delivery method for local mail:” IE A "mbox format in /var/mail/”,
"Split configuration into small files?:” JEIBZ% % Yes”,
BiBEY/etc/exima/passwd.client” ¥R , FKEI AR smarthost [ERGEE .

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp. *\.hostname\.dom:username@hostname.dom:password

BCE exim4(8) , f£"/etc/default/eximd” 3+ 5 N\"QUEUERUNNER="queueonly'” , "QUEUERUNNER="'nodaemon'
5% Km/MUARGERER. (FTER)

BB T HT7RHIRRE) exim4,

$ sudo systemctl start exim4

"/etc/exim4/passwd.client” FERFPHEMERNEZRERE , REZIRN T I RIBERIENERA.

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

K1 /etc/exima/passwd. client” #ERFPFRHIER R EXKEBRLME. BME ISP BT B4 Ffsmm 4
% , SMTP AUTH B 28T ).
{REEFNIAIB LN T FT/RAITFENE T eximd FRAAC:

o« EH"/etc/exima/" BiE TR exim4d 4HREARESE .

- J&3["/etc/exim4/exim4 . conf. localmacros” KX EEEIESHEHY " /etc/exim4/eximd. . conf. template”
TR, (RBENEIMFAED)
- f£"/etc/exim4/exim4 . conf.d” FEEFFEULFERSAmE D FENER. (HEIRFIRC)

» H{T’systemctl reload exim4”.

HE
@ R debconf 38fH]"Keep number of DNS-queries minimal (Dial-on-Demand)?” iE{E B |, B4E T "No” (FA
5{H) , ABEERREN eximd SRR H R ERENN RN AR EIARIE A8

BRIEE"/usr/share/doc/exim4-base/README . Debian.gz” B AT5EH update-exim4.conf(8),

( ) &L
WITENERERE , (F% STARTTLS ¥ SMTP 38 587 , 53 SMTPS (SSL 2z i SMTP ) 1% 465, {t%
4 SMTP 18 25,



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
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6.2.4.2 54 SASL f{] postfix FAHC

41818 smarthost RIABIREE | YRIERZE SCRIRE postfix MBI TFMHE.

154 ThRE

postfix(l) Postfix 7= HFER
postconf(1) Postfix Fafc LE
postconf(b) Postfix AR 8
postmap(1) Postfix BRFRAEZE
postalias(l) Postfix 5% BXIEEE

Table 6.4: EEK postfix FEFIE

TRIERZIRAN T BRI (BE3T) WAIBC postfix # sas12-bin KA.

$ sudo systemctl stop postfix
$ sudo dpkg-reconfigure postfix

E+=E"Internet with smarthost”,
FXE"SMTP relay host (blank for none):” Z&”[smtp.hostname.dom] : 587" 44NN FT7RFAEC.

sudo postconf -e 'smtp_sender_dependent_authentication = yes'

sudo postconf -e 'smtp_sasl_auth_enable = yes'

sudo postconf -e 'smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd'
sudo postconf -e 'smtp_sasl_type = cyrus'

sudo vim /etc/postfix/sasl_passwd

BB BH B PR

# smarthost 23 RS H .

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom]:587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BB ATRAIELEN postfix,

$ sudo systemctl start postfix

dpkg-reconfigure &R {EAM"[" #1"]” FN"/etc/postfix/sasl_passwd” HERAEXIRE MX Lk 2 H Ik
{FRIEE AT #4 . 2 R"/usr/share/doc/postfix/html/SASL_README.htm1” #Ef¥”"Enabling SASL
authentication in the Postfix SMTP client” &8 .

6.2.4.3 ER{FHIETIACD

EEE L AREMEN . REFEREAIRER AR RERE SR

"/etc/mailname” #535RF K) mailname B H E2FEI%A (FQDN) , EELFEIH AN GHEAENT REMK 1P Hitik, H
TR AT HRAT AR 1P Mk L S BN T 4ESY |, 3%2E mailname A hostname -f” f{E, (EHH exima-* 0
postfix #ZREBHWHIERE. )

SN

"/etc/mailname” FRIRN B WL IE MTA BXABETC FIMFERITA. B mutt, £ ~/muttrc R
RE’hostname” FI"from” K EZ mailname H, ¥ devscripts BE2AKFER , Ha0 bts(1) F dch(1) ,
P IR IR 48" SDEBFULLNAME” F1"$DEBEMAIL” K{EKREZTE.



https://www.postfix.org/documentation.html
https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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EES IhaE &R
/etc/mailname it (51 BFRTERR 4% Debian 2K , mailname(5)

/etc/email-addresses FETASNSSERLE O MG & (B exim(8) HFH ,

exim4-config_files(5)

/etc/postfix/generic FIASMS BRI M 2 1 ?%;;EHX“) MR, postmap(l) FELH

/etc/aliases FIRE B HONR S 31 % BIRD ., newaliases(1) TR TR

Table 6.5: ERERA- I ARRAMAARERE SRS R

N

popularity-contest #k #% 4 — ft LA FQDN J& = # root IR 3% & X # 4., K T =
%  /usr/share/popularity-contest/default.conf #§ R F # & M & X &K &
/etc/popularity-contest.conf fE3 ) MAILFROM (B, &R, fREPH & K smarthost SMTP 1a] fR
#1E4R. MEELBRERZK , EREAALANEER MTA X HZM root FAESENEGHERRMIIFERS,
B AT IS RAEAEE 2 cron 505 E M.

Ei%E mailname A"hostname - f{EEF | BIB MTA RIRERHBIEAA R TTRABIB AN T ORI TR,
» FA1% exim4(8) H"/etc/email-addresses” % , exim4-config_files(5) FME+FHRINRE KR
« 1A postfix(l) K)"/etc/postfix/generic” #% , generic(5) FME+FHRINRE KGR

L postfix , T RMESMERFTROIT.

# postmap hash:/etc/postfix/generic
# postconf -e 'smtp_generic_maps = hash:/etc/postfix/generic'
# postfix reload

TRAESIE BN T FTRASAEAER 1R AT

« exim(8) A -brw, -bf, -bF, -bv, ... EIE
» postmap(l) A -q EIHE,

EF N
Exim #H5—Lem AR , Fla0 exiqgrep(8) Fl exipick(8). £ R dpkg -L exim4-base|grep man8/” 3
EAFTTRRTES.

6.2.4.4 EIf MTA &4k

EEA AR MTA 8/E, F—XA/aE2 B8 sendmail(l) KWMABHENERER.

N
1¥"/etc/ppp/ip-up.d/*" ER—EAEHFENAEHHIE LG ZENENEE.
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exim g4 postfix f§4 2R EH

sendmail sendmail TErZ TRy N\ GEECEDF I H ZHHRE (-bm)
mailq mailq SEFHIAREFTS] ID AEREHTS (-ba)
newaliases newaliases VI R2 ERE (-1)

eximd -q postqueue -f BRI EFE (-q)

exin4 -qf etorred: postqueue f | EIEIEATAEN

exim4 -qff 2821;:323; :; ALL; BRI EE O AR AL K ER

exim4 -Mg queue_id postsuper -h queue_id TEBEFRITS ID FORAEE

exim4 -Mrm queue_id postsuper -d queue_id TRIREHFHITS ID RFBHRE

N/A postsuper -d ALL EE s

Table 6.6: Zi% MTA $&1E313k
6.3 {ARzFRImFEFITE (SSH)

Secure SHell (SSH) 2 A4F48 LK 2 B4 7. 7€ Debian ¥ , F—1{EM OpenSSH % & SSH A , 1£
openssh-client #1 openssh-server A%,

HIMERAERE, ssh(1) ThEELL telnet(l) EMEENL L. % telnet 54, ssh 5 AR E7EBE| telnet KR
HFIT WATARR & CTRL-]) BHELE.

RS H AT XN | TR At B

openssh-client |V989%8 5133 | ssh(1) SSH & Fig

openssh-server |V87015 3502 | sshd(8) SSH A5 im

ssh-askpass 1117 103 ssh-askpassigk{F & N\ ZHEH ssh-add (plain X)
ssh-askpass-gnon S0, 1:3 215 ssh-askpasszgRdmE & \ ssh-add %45 (GNOME)
ssh-askpass-full SG6ef8 41 ssh-askpassggﬁﬁ%%g%ﬁﬁsnadd HE (GNOME) , BB 4T
shellinabox V0, I'1 525 shellinabo%@élﬁﬁﬁlﬁ VT100 ARimfaiktzy A8 21 Rax

Table 6.7: fAlfR&% EinFEA LRSI

4R shellinabox N2 —fE SSH 2 , E37EEEEARIBFIR/HIN —EE &RNER.
EARERNG X B FipfE , 2R 8 7.9,

S} =z
AN

WRARE) SSH W RFFABRAFE , 2R 4.6.3,

7N
A screen(1) AR IR NG shell ZERBIAELR FFE (BRE 9.1.2).

6.3.1 SSH Hp#

OpenSSH SSH £ &= TEF2/F (daemon) R3ZiE SSH 2 .



https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
https://tracker.debian.org/pkg/ssh-askpass
http://packages.debian.org/sid/ssh-askpass-gnome
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-gnome
https://tracker.debian.org/pkg/ssh-askpass-gnome
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
https://tracker.debian.org/pkg/ssh-askpass-fullscreen
http://packages.debian.org/sid/shellinabox
http://qa.debian.org/popcon-graph.php?packages=shellinabox
https://tracker.debian.org/pkg/shellinabox
https://github.com/shellinabox/shellinabox
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#HEN2 K" /usr/share/doc/ssh/README . Debian.gz”, ssh(1), sshd(8), ssh-keygen(1), ssh-add(1) #l ssh-agent(

nf,ﬂ;

@ E]% ABEH T OpenSSH k% , "/etc/ssh/sshd_not_to_be_run” Y BENTELE.
TERIRRETA rhost BER5% (/etc/ssh/sshd_config #f¥] HostbasedAuthentication).,

S AHRERR A

/etc/ssh/ssh_config SSH & /i %E;ﬁ 2 H ssh_config(s)
/etc/ssh/sshd_config SSH fR#vm 2 H sshd_config(b)
~/.ssh/authorized_keys EZ'FEEL%L%%IJL{EIHHE%J:%E}E mfE AKITERR SSH 88
~/.ssh/id_rsa {F &M SSH-2 RSA 7.8

~/.ssh/id_key-type-name {FH&K SSH-2 £i& , key-type-name % ecdsa, ed25519 &

Table 6.8: SSH 4RBE SR I&K

% Pl @ —18 ssh(1) Z4R.

54 ks,

ssh N .
username@hostname.domain.ext {ETARARAIEAR

ssh -v Sy pmoses Srisgg
username@hostname.domain.ext AR ATAR R AR AR

ssh -0
PreferredAuthentications=password SSH 2 g7 , s&5{F 50
username@hostname.domain.ext
ssh -t

username@hostname.domain.ext TERIE M FBT passwd G4 K E HHRES
passwd

Table 6.9: SSH %X Fim R ENEIF313

6.3.2 RigFiE EMFERERTE

MRREAMANE I TR L RARNERE LT , (REESEME N username@’,

MR IR T, FRRENERE LM, R AEKE N"username@”. ED@EZISiMDiﬁ#‘aI%ﬁ%T\
RIRERE LR , /RO UER"~/.ssh/config” KA N\ HE & 8. 54 Debian Salsa {7 fk#y , 1 AR
£"foo-guest”, {RATAFRE"~/ . ssh/config” A THHRANE.

Host salsa.debian.org people.debian.org
User foo-guest

6.3.3 HIEMEIRIGEAR

{#f"PubkeyAuthentication” (SSH-2 %) , AfFIRT A Shac{EiR s RGBS,
1ERIG AR /etc/ssh/sshd_config” # , 3R EMEM%E, "PubkeyAuthentication yes”,
TEAHIAE BERAEAMR Y | Y RENREIRIG AL,



https://salsa.debian.org/
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$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh userl@remote "cat - >>.ssh/authorized_keys"

{RAIRATE"~/ . ssh/authorized_keys” #2441k B SENNETA KRB EMABITI E K< . 2 R sshd(8)’AUTHORIZED_KE
FILE FORMAT” ,

6.3.4 KIPHE SSH & Fig

HeFE EH-L4EK SSH B ik,

RIR % & SSH 723\

Windows puTTY (PuTTY : —{EEMEMK SSH . Telnet & Fif) (GPL)
Windows (cygwin) %?thl)n #£/) SSH(Cygwin: Get that Linux feeling - on Windows)
Mac OS X OpenSSH; 4% in FEFIS{& A ssh (GPL)

Table 6.10: HEF= %% SSH & Fignd|&R

6.3.5 £ ssh 1H

FIEHSHRAREIRE) SSH BETSAE R LM, WRENERBRE , EM"ssh-keygen -p” FKE.

JOPREONEE (Bban - "~/ . ssh/id_rsa.pub”) EEipEMM "~/ . ssh/authorized_keys” , E{EEmEHEEH L
R OB BERE AR 2.

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/username/.ssh/id_rsa:

Identity added: /home/username/.ssh/id_rsa (/home/username/.ssh/id_rsa)

REEBITHTRNIES , MABERES.

$ scp foo username@remote.host:foo

& 7D K#&4E ssh RIEG®EE.

Bt X ¥sin , BH G Debian REFESMEEEANLFEFDIT ssh-agent, FIMRRFEHIT—IX ssh-add., E&E—
AN , 75REE ssh-agent(1) # ssh-add(1).

6.3.6 flimumEHEAS X ERY

ANRARAE—EIERERRE 7 DNS A IRES LA —1E SSH shell iR , (RAEFDIGAERAM T AESE_EA ARINEDF |, 1E 2R
v e R =5 _EAOER | HIEAE R IR A ARES _L1EiX.

$ ssh username@example.org /usr/sbin/sendmail -bm -ti -f "username@example.org" < mail_data <«
LExt



https://zh.wikipedia.org/wiki/Secure_Shell
https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://www.cygwin.com/
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6.3.7 SMTPIPOP3 [i% & (iR 2

BB ssh By —{EEHRREEEL , /1t localhost ) 4025 1BZI remote-server [ 253 |, WL localhost §
4110 3% remote-server i 110 1§ | ;5 EAEBITINTFES.

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

& BSR4 ABIE L SMTP/POP3 RIS EAR IR L £ ERIGEME"/etc/ssh/sshd_config” #:%E"AllowTcpForwar
B A"yes”.

6.3.8 /EfXiEI® SSH BRI A%

RATAGER at(l) 64 (B REF 9.4.13) 2K{t SSH 4%t R shutdown -h now” (2R 1.1.8) #R/FIB7E.

# echo "shutdown -h now" | at now

£ screen(l) (B2 RE 9.1.2) @EFEH T shutdown -h now” , & BB ERMIEREHES.

6.3.9 SSH iEHE

IRFBRIFEE | REABRERESRANF AT HEL AR - v7 BIABAT ssh,
WRARR root 1RSR , WHELAGIAME , EH"-p” EIE; ERJRABERER 1 —1023 Z HKIRKEIE.

MR ssh WARE R TAS I T, B0FERATIEENALIRIEIOMER | THEERAME YR
T'host_key”. ZERERISEENIE , 1 BI3H ARE BB BEHASHBOEMER | (RATREAHE~/ . ssh/known_h
FEMIRR host_key” B REHESEAR.

6.4 FIENARBAMILA

TEZ /%R Unix 2%t , BSD Line printer daemon(lpd) 1TENRMEE = THE SACRITAE, S4B HERERIREESIED
s A2 PostScript (PS), 27 8E$A5IENZIJE PostScript ENZRME | EEAG—LIBIE S A4 H Ghostscript —iE{F .
SEH 11.4.1,

7EI8 XM Debian A%t , Common UNIX Printing System @ UNIX SIEN AR EE SR, IRA B BEKENE
AEFIENEHH A& IR Portable Document Format (PDF) R i44E+ERA& T,

The CUPS uses Internet Printing Protocol (IPP). The IPP is the cross-platform de facto standard for remote printing
with bi-directional communication capability.

SE§E CUPS ARMAIFESRAE A B B , MERNBXETERE lpr 154, B ELMBHSENmH. (£
CUPS 42, 1pr BESA@IB R % cups-bsd EEEEHERR )

Debian R#GH —LAENERE B MRS ENRBIUERSIENT A,

EF
YRET DAEERI web BIEE 22 77EX " http://localhost:631/” 3RFHEL CUPS Z%k.



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
http://localhost:631/
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HHSE AT AN iﬁ_ A
lpr Vi2, 1:2 378 ?Snlrg()ar BSD Ipr/lpd (4%MEENFRIEEZE =T =FET\ daemon)
cups V:118, 1:1460 | 1092 IPP (631) AR ABIEFIE] CUPS fRAIfRzS

V137 FARR CUPS i System V EN&RIETES: 1p(2),
cups-client |_474 ' 433 [k lpstat(l), lpoptions(1), cancel(l),

' lpmove(8), Lpinfo(8), lpadmin(8), ---

e 1. _ F7% CUPS B BSD ENEMETES: Tpr(1), Tpq(l),
cups-bsd V:36, 1:194 | 131 [k lprm(1). lpc(8)
printer-driver-guigaprdnt | 115 | e | CUPS ENZMEEE)

Table 6.11: FIEQfRFEF T AR

EIGEL) TR XN | Bk B
telnetd V0, 1 51 TELNET TELNET fR#%
nfs-kernel-serven, s 154 | 797 | NFS Unix B =

V:106, . 2 =
samba 1191 5011 | SMB Windows &R FFIENHLZE
netatalk Vo, 111 814 ATP Apple/Mac fEEFFENFEE (AppleTalk)
proftpd-basic | Vi4, I:10 452 | FTP BARETR
apache2 Y212876 586 HTTP 18 A web {3 AR 2S
squid V9, 1:10 9349 | AL 18 A web RIE{AI AR ZS
bind9 V:35, 1:39 888 DNS HEFHEK 1P HbIE
isc-dhcp-server | . 5 105 | 6102 | DHCP % S E B 1P ot

Table 6.12: H'EABi& ER RS IR



http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
https://tracker.debian.org/pkg/lpr
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
https://tracker.debian.org/pkg/cups
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
https://tracker.debian.org/pkg/cups-client
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
https://tracker.debian.org/pkg/cups-bsd
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
https://tracker.debian.org/pkg/printer-driver-gutenprint
http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
https://tracker.debian.org/pkg/telnetd
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
https://tracker.debian.org/pkg/nfs-kernel-server
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://qa.debian.org/popcon-graph.php?packages=samba
https://tracker.debian.org/pkg/samba
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
https://tracker.debian.org/pkg/netatalk
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
https://tracker.debian.org/pkg/proftpd-basic
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
https://tracker.debian.org/pkg/apache2
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
https://tracker.debian.org/pkg/squid
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
https://tracker.debian.org/pkg/bind9
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-server
https://tracker.debian.org/pkg/isc-dhcp-server
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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6.5 H'E4Ei&ER RS

EERH T MK ERRSE.
A BB A R R4 % (CIFS) FIRISEAEIR (SMB) % —4k , #ii8i#k Windows )T JEEFS.

N
BRE 452 REARES.

N
FHLZMATIEE B DNS R B H DHCP B/REAECAI AL 1P Hulik, E/RE DNS gE#A{E A bind9 F1
isc-dhcp-server B F L fENT , Debian wiki i) DDNS B HafER.

N
£/ squid ZHRAIERARES , FMEF Debian XAHEMTLAMIRR [ ARFALL , BESAKREMEER.

6.6 HEMHKERRFin

EERHEHERERE Fik.

6.7 Z4E=E=TE (daemon) :2Hf

telnet XA F LB RGEZERIEIN (daemon) , WHEITET.
HER4E POP3 A% , EFX A TEAIRE

$ telnet mail.ispname.net pop3

04y ISP 1243t TLS/SSL N2 POP3 fR¥S , AT HERTE , (REEAZ telnet-ss1 AFEKIE TLS/ISSL 4 telnet
% P , 5 openss1 #Xfg

$ telnet -z ssl pop.gmail.com 995
$ openssl s_client -connect pop.gmail.com:995

THH RFCs IRItF—ERGREE =T (daesmon) FTEEMHI.
fE"/etc/services” # | MR TIERE.



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
https://wiki.debian.org/DDNS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://www.ietf.org/standards/rfcs/
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/G AT KN | ek e
netcat-traditional g 1904 | 139 | TCPIP TCP/IP B+ 7]
netcat-openbsd | V:21,1:121 | 109 | TCP/P %ﬁ IPv6, UEEAT Unix E5E5K) TCP/IP St
openssl Yg%:? 2503 | SSL REEHTE (SSL) — s HIFAREMMmE LA
stunneld V36, I:9 573 [_E B SSL 3
telnet V:12,1:239 | 51 TELNET TELNET & o
nfs-common IV&;;S 1137 | NFS Unix R4 =
smbclient V:27,1:209 | 2106 | SMB H#% Windows fEEMIENEZXR Fig
cifs-utils V:31,1:118 | 351 [k EimEx Windows 18X A4 HEMEGFR T ETES
V:191, HTTP R
wget 1982 3784 | L1p web FTETH
V:227, — —
curl 1684 507 @k Eil
transmission-gth \. 5 175 | 6245 | BitTorrent | BitTorrent client (GTK)
transmission-qt V0, I:2 6203 | [H.L BitTorrent client (Qt)
ktorrent Vi, 5 5167 | FE BitTorrent client (Qt)
gbittorrent V39, 1:22 14384 | R E BitTorrent client (Qt)
bind9-host I\_/élfol' 140 | DNS 5[ bind9 § host(1), "Priority: standard
dnsutils 11174 23 mE *EH bind i dig(l), "Priority: standard”
isc-dhcp-client ?/7%679 2884 | DHCP P12 1P it
ldap-utils V:10, I:58 789 LDAP 1€ LDAP RGERER
Table 6.13: 485% EF % Pind&R
RFC =
rfc1939 F rfc2449 POP3 RF%
rfc3501 IMAP4 fR75
rfc2821 (rfc821) SMTP A%
rfc2822 (rfc822) ERFRE AR
rfc2045 Z G E R 2 & 1 (MIME)
rfc819 DNS fR%
rfc2616 HTTP JR%%
rfc2396 URI E%&

Table 6.14: & F RFC 33k



http://packages.debian.org/sid/netcat-traditional
http://qa.debian.org/popcon-graph.php?packages=netcat-traditional
https://tracker.debian.org/pkg/netcat-traditional
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/netcat-openbsd
http://qa.debian.org/popcon-graph.php?packages=netcat-openbsd
https://tracker.debian.org/pkg/netcat-openbsd
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
https://tracker.debian.org/pkg/stunnel4
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
https://tracker.debian.org/pkg/telnet
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
https://tracker.debian.org/pkg/nfs-common
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
https://tracker.debian.org/pkg/smbclient
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
https://tracker.debian.org/pkg/cifs-utils
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://qa.debian.org/popcon-graph.php?packages=wget
https://tracker.debian.org/pkg/wget
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://qa.debian.org/popcon-graph.php?packages=curl
https://tracker.debian.org/pkg/curl
http://packages.debian.org/sid/transmission-gtk
http://qa.debian.org/popcon-graph.php?packages=transmission-gtk
https://tracker.debian.org/pkg/transmission-gtk
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
http://packages.debian.org/sid/transmission-qt
http://qa.debian.org/popcon-graph.php?packages=transmission-qt
https://tracker.debian.org/pkg/transmission-qt
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
http://packages.debian.org/sid/ktorrent
http://qa.debian.org/popcon-graph.php?packages=ktorrent
https://tracker.debian.org/pkg/ktorrent
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
http://packages.debian.org/sid/qbittorrent
http://qa.debian.org/popcon-graph.php?packages=qbittorrent
https://tracker.debian.org/pkg/qbittorrent
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
https://tracker.debian.org/pkg/bind9-host
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
https://tracker.debian.org/pkg/dnsutils
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
http://qa.debian.org/popcon-graph.php?packages=isc-dhcp-client
https://tracker.debian.org/pkg/isc-dhcp-client
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
https://tracker.debian.org/pkg/ldap-utils
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://datatracker.ietf.org/doc/rfc1939/
https://datatracker.ietf.org/doc/rfc2449/
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://datatracker.ietf.org/doc/rfc3501/
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://datatracker.ietf.org/doc/rfc2821/
https://datatracker.ietf.org/doc/rfc821/
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://datatracker.ietf.org/doc/rfc2822/
https://datatracker.ietf.org/doc/rfc822/
https://datatracker.ietf.org/doc/rfc2045/
https://zh.wikipedia.org/wiki/MIME
https://datatracker.ietf.org/doc/rfc819/
https://zh.wikipedia.org/wiki/Domain_Name_System
https://datatracker.ietf.org/doc/rfc2616/
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://datatracker.ietf.org/doc/rfc2396/
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

GUI (BIE(ERE ) R4

71 GUI (BREEAENT) RERE

7£ Debian 24 L , BREVRELEM GUI RHIRIFIRE,

EZ N A MTE NN L
task—gnome—desktop:200 9 GNOME SHigE
task—xfce—desktoplz91 9 Xfce SEIEIE
task-kde-desktop| | o¢ 6 KDE Plasma £HEIRIE
task—mate—desktopk35 9 MATE TS
task—cmnamon—deshggp 9 Cinnamon SEIEIE
task—lxde—desktopl:22 9 LXDE SHigE
task—lxqt—desktopl:17 9 LXOt SEIEE
task-gnome—ﬂashbﬁ%-desktop6 GNOME Flashback £HEIRIR

Table 7.1: EEIRIEY*



https://zh.wikipedia.org/wiki/Graphical_user_interface
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
https://tracker.debian.org/pkg/task-gnome-desktop
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
https://tracker.debian.org/pkg/task-xfce-desktop
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
https://tracker.debian.org/pkg/task-kde-desktop
https://zh.wikipedia.org/wiki/KDE_Plasma_5
http://packages.debian.org/sid/task-mate-desktop
http://qa.debian.org/popcon-graph.php?packages=task-mate-desktop
https://tracker.debian.org/pkg/task-mate-desktop
https://zh.wikipedia.org/wiki/MATE_(software)
http://packages.debian.org/sid/task-cinnamon-desktop
http://qa.debian.org/popcon-graph.php?packages=task-cinnamon-desktop
https://tracker.debian.org/pkg/task-cinnamon-desktop
https://zh.wikipedia.org/wiki/Cinnamon_(desktop_environment)
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
https://tracker.debian.org/pkg/task-lxde-desktop
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-lxqt-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxqt-desktop
https://tracker.debian.org/pkg/task-lxqt-desktop
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-gnome-flashback-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-flashback-desktop
https://tracker.debian.org/pkg/task-gnome-flashback-desktop
https://zh.wikipedia.org/wiki/GNOME#GNOME_Flashback
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Egﬂ‘lﬁi‘%fcﬁﬁg’ﬂﬂﬁ{ﬁﬁﬁh 840 , 1E Debian IFFREMV/RERIRIZ T , R SFAHERISEZEARGE , JaERER
BRI, ¥ task-gnome-desktop , #RAJRUR FEK T iAAEEREEEE
» fA sudo aptitude -u ExE)aptitude(8).

« BENFIZE ] Tasks” AR EHg,

« BENFZE"End-user” WIR[EIEEE,

o« BENHZE)"GNOME” W3R B Hé,

- BENHFIZER task-gnome-desktop Wik[EEE,

« BENFIZE ) Depends” A'm” (FLEE).

 BENIZE"Recommends” I3g"m” (FILiEE),

- BENBHRE] task-gnome -desktop IHR"™". (i)

s FEBEENEREA , YRIREREIEAERMNEERE .

< 1R'g" KRR E.

A KEBEIIE Debian TEERINSEIRIE : task-gnome-desktop , £ wayland _E32{t GNOME,

7.2 GUI (BIEFEBRENT) @ik

7£ GNOME £H{FRK GUI @iz A
« Wayland (ARFimAERNaR) (JREE)
o X E ARG O R (BB xway land)

FatafR freedesktop.org YKZE3R T fif Wayland Z245F0 X R & 4248 B 2R [E.
WAEFAERIEIZE | NRIBESHIE A HIBER 2

» Wayland B7EF—EE#_ LR GUI Bk - F. BE, HRE , FFZE setuid root — 14 H
« X Window ;& —1{E E{E48E ThEER) GUI Bafliask « 154, B, 18 , FF setuid root ZiE{uH)

HHEM Wayland B ER , B VNC Bk RDP FSUERE —ERinEM LR EMBRNNES. 2R 7.8

A X @ARFABAMIT LZEEEFER | FIAAR X Z FinE B A Z R ETIER., EMEB T E%EN
(K Xlib FEFFREREE | R T KRR EIFMAE. EHE Wayland ERE(EAANIG GUI BIRBENEILE R,

{F A% GNOME #iniENR) xeyes F2x\ , IREEFIRESE GUI (BREERENT) EHARENFEHAK GUI BRE.

$ xeyes

* INRBFREBIEMER Wayland REInEI7R A EMATE L, PLIN"GNOME #&3%”, IRFER & IRKETE SIS EN.
< MRBREEMLA X RERGORRNERTER L | tban‘xterm”, IRIEEIRMEE FRIZE) , FEH A EIEMLK
X ALE GBI

%) 2021 £ 4 B , FZHRATH GUI FEFFEX , bban GNOME #1 LibreOffice (LO) B4&& #4457 Wayland JRFSumRE
Nk, FKEIR xterm, gitk, chromium, firefox, gimp, dia 1 KDE EFFE(ER(ER X RE RGO,



https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/X_Window_System_core_protocol
https://wayland.freedesktop.org/architecture.html
https://zh.wikipedia.org/wiki/Virtual_Network_Computing
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/MIT-SHM
https://wayland.freedesktop.org/faq.html
https://zh.wikipedia.org/wiki/LibreOffice
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E

¥ Wayland Z £ xwayland SR RAEM X REA XK, EMELIEMNEKN X KRB 5K EHE
E"/etc/X11/xorg.conf” NEEERG L7FE, BRFH@MANEEBEBZOM DRM, KMS F udev B
B, FAEN X BBmOK&ERKEREM. 2R Linux #2034 modedb default video mode support”,

7.3 GUI (BIEEMAENHE) 2iE

122 Wayland &35 _F 74 GNOME [ £ 1 GUI 2ekisiissm,

wie |
S AT BR | #REA

/N
mutter V0, 1:28 222 GNOME f mutter fR & =1F ey [auto]
xway land V:255, 1:346 | 2541 | H\f74t wayland 2 F—1E X fR%um [auto]
gnome-remote-desk{op,, |oeg | op1s {E PipeWire f GNOME Rif R H{E = T-&42/% (daemon)

e [auto]

gnome - tweaks V:19, 1:242 | 1145 | GNOME M= EAC B R E
gnome-shell-extendionBE™s| g3 | wuBieR GNOME SRS T A

Table 7.2: ZE &/ GUI Z2HEEigEY)%R

B2 , "[auto]” FRINELEIEBIE task-gnome-desktop REIFEHEI LK,

N
gnome-tweaks E—{EANAHAMECET A, 440 :

o (REESRFIFIBRBEEE , (t General (Ei#) "E"Over-Amplification (B9 EK) ",

« {RAEFBRIA"Caps” SBEARY"ESC” §8 , 2"Keyboard & Mouse” -> "Keyboard” -> "Additional Layout Option”.

IR
GNOME £ HIRIBE AT HaEsERA T ARAE , 7£3% F Super-§g1& , BB #E = settings”, "tweaks”
ZX"extensions” KEENECE.

7.4 GUI (BREEMAENT) ER

IRFEFE Debian £ , B LA MK GUI EAFFE. MR GNOME KEIRE TR G EINREMNEKEE , BT A0
scribus (KDE) EHHEKEAETLIUERN. ERKBLMEEENTREE , SERNARKEL.

B R —REIRIREKM GUI (BIEFERENME) ERIIK.

75 {FREB%

{#F%&B%% , thin"~/Desktop”. "~/Documents” -+ , HFERAME T |, R A REREMIRIENGES . REEFIE
CEEATE :



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
https://www.kernel.org/doc/html/latest/fb/modedb.html
http://packages.debian.org/sid/mutter
http://qa.debian.org/popcon-graph.php?packages=mutter
https://tracker.debian.org/pkg/mutter
https://zh.wikipedia.org/wiki/Mutter_(software)
http://packages.debian.org/sid/xwayland
http://qa.debian.org/popcon-graph.php?packages=xwayland
https://tracker.debian.org/pkg/xwayland
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
https://tracker.debian.org/pkg/gnome-remote-desktop
http://packages.debian.org/sid/gnome-tweaks
http://qa.debian.org/popcon-graph.php?packages=gnome-tweaks
https://tracker.debian.org/pkg/gnome-tweaks
http://packages.debian.org/sid/gnome-shell-extension-prefs
http://qa.debian.org/popcon-graph.php?packages=gnome-shell-extension-prefs
https://tracker.debian.org/pkg/gnome-shell-extension-prefs
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O] i
L/ k) AT BX | ER AR
N
evolution V:28,1:240 | 492 GNOME BAENEHE (FHAHEREEMEFEF)
thunderbird V:46, 1:1109 | 274692 GTK & BF & Fig (Mozilla Thunderbird (F5&) )
kontact Vi1, 111 2298 | KDE BAENEHE (FHAHEREEMEFEMF)
llbreofflce—wrltem:llllzlo, 33269 | LO R A
abiword V1, 1.5 3601 | GNOME N ERTFIHE
calligrawords V0, I:3 6937 | KDE NERITEE
scribus Vi1, 1:13 32052 | KDE 4mEE PDF F2 =M desktop publishing 4xEEas
glabeTs V0, 1:2 1283 | GNOME R AwTE o
Libreoffice-cald \.115 1435 | 28287 | LO EF R
gnumeric V:3, 11 9958 | GNOME B RIE
calligrasheets | V0, 1.2 13593 | KDE B RE
Libreoffice-1mpress, 435 | 2459 | LO 4R
calligrastage V0, I:2 6017 | KDE B
libreoffice-base \.,, .77 | 5004 | LO B TR
kexi V:0, I:0 7565 | KDE ERESE
libreoffice-draw \ g8 437 | 11003 | LO MEERGHEE ()
inkscape V:13,1:85 113183 GNOME A EEEiniEa (48E)
karbon V0, I:3 3962 | KDE M EEEAREEZy (Z&E)
dia Vi1, 1:18 3812 | GTK N e EE NN
gimp V:35,1:229 | 31748 | GTK Tl fEE E i ey (G
shotwell V:15,1:258 | 6334 | GTK FHEIE R ETHRR
digikam Vi1, 1.9 302 KDE BRI B
darktable V:3, 1112 35895 | GTK }ﬁ%ﬁﬂiﬂﬂrﬁ%ﬂ’ég%ﬂﬂ%ﬁ
planner V0, I:4 1400 | GNOME ]
calligraplan V.0, I:3 23545 | KDE HXEZH
gnucash V2, 1.7 29395 | GNOME BAEET
homebank V0, I:11 3194 | GTK BAEET
lilypond V0, 1:6 16924 | - = 5EHER
kmymoney V0, I:12 18826 | KDE BAST
Tibrecad Vi1, 1114 9100 | QtfEA | ATEEERENERET (CAD) %%t (2D)
freecad V:0, 1:20 110 Qt fEF | FTEEERENERET (CAD) %4t (3D)
kicad V3, 1:15 163907 GTK EIXEA PCB Ra T2
xsane V:10, 1:135 1512 | GTK IR ZEaER
Libreoffice-math o4 439 | 1928 | LO BB TR/ N AR 22
calibre V38, 1:26 65584 | KDE B EERENERIE
fbreader V0, 1:6 3783 | GTK B ERR
evince V:80, 1302 | 952 GNOME X (pdf) BRES
okular V44,1135 | 4415 | KDE X (pdf) BRERS
BB i
x11-apps V:33, 1:464 | 2461 ;éﬂé'ﬂq X J& xeyes(l) &,
- 2
x11-utils |V526287 651 ;éﬂém X J& xev(1l), xwininfo(1) %,

Table 7.3: ZE & KK GUI

(BIFEERZEN )

FER%IR



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
https://tracker.debian.org/pkg/evolution
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
https://tracker.debian.org/pkg/thunderbird
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
https://tracker.debian.org/pkg/kontact
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
https://tracker.debian.org/pkg/libreoffice-writer
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
https://tracker.debian.org/pkg/abiword
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
https://tracker.debian.org/pkg/calligrawords
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
https://tracker.debian.org/pkg/scribus
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Desktop_publishing
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
https://tracker.debian.org/pkg/glabels
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
https://tracker.debian.org/pkg/libreoffice-calc
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
https://tracker.debian.org/pkg/gnumeric
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
https://tracker.debian.org/pkg/calligrasheets
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
https://tracker.debian.org/pkg/libreoffice-impress
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
https://tracker.debian.org/pkg/calligrastage
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
https://tracker.debian.org/pkg/libreoffice-base
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
https://tracker.debian.org/pkg/kexi
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
https://tracker.debian.org/pkg/libreoffice-draw
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
https://tracker.debian.org/pkg/inkscape
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
https://tracker.debian.org/pkg/karbon
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
https://tracker.debian.org/pkg/dia
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
https://tracker.debian.org/pkg/shotwell
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
https://tracker.debian.org/pkg/digikam
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
https://tracker.debian.org/pkg/darktable
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
https://tracker.debian.org/pkg/planner
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
https://tracker.debian.org/pkg/calligraplan
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
https://tracker.debian.org/pkg/gnucash
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
https://tracker.debian.org/pkg/homebank
http://packages.debian.org/sid/lilypond
http://qa.debian.org/popcon-graph.php?packages=lilypond
https://tracker.debian.org/pkg/lilypond
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
https://tracker.debian.org/pkg/kmymoney
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
https://tracker.debian.org/pkg/librecad
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
https://tracker.debian.org/pkg/freecad
http://packages.debian.org/sid/kicad
http://qa.debian.org/popcon-graph.php?packages=kicad
https://tracker.debian.org/pkg/kicad
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
https://tracker.debian.org/pkg/xsane
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
https://tracker.debian.org/pkg/libreoffice-math
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
https://tracker.debian.org/pkg/calibre
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
https://tracker.debian.org/pkg/fbreader
http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
https://tracker.debian.org/pkg/evince
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
https://tracker.debian.org/pkg/okular
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
https://tracker.debian.org/pkg/x11-apps
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
https://tracker.debian.org/pkg/x11-utils
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$ LANGUAGE=C xdg-user-dirs-update --force

REFRFIBEFEEREFNES. 2 xdg-user-dirs-update(l).
FiB4wEE"~/ .config/user-dirs.dirs” , fRBEFIHEEPRYE ATARF. 27 user-dirs.dirs(5).

7.6 FH

#74 Debian HEME , AAZARNMETEFE. FABEMIEEARELG  ERREFANS CERENT
B, BN EANTFILEEA DURELRK GUI (BRERENT) EAERE,

Debian Z#4t{ A FreeType 2.0 EERMIE T2 M EFRUAR , MREFEIFIED :

« Type 1 (PostScript) F8! =% BEBHR (EAZEEMNER)
* TrueType FH! FRATK HEBEAR (FRIEFER)
* OpenType F8! {FH= )k BERIAR EEEFER)

7.6.1 HipxHl

THEHAMmERNREFERNEAFERFEENMEFTE | WHRMIEMEHHRIEIRIEZS (metric compatibility) MF7E
B, KN FRESET AT . FEM Cyrl 7T, RARENMATNIANERBRZE. ELTREAEA
RERRURMARRSED.

B4 -

« "MCM" 3R SRASEIR (A0 F Y B HERFE AR B 10"

« "MCMATC” FIRF1” {HEIZ e FHY : Arial, Times New Roman, Courier New HERRTEIZHA"
« "MCAHTC” /<" 1 Adobe 121t~ %): Helvetica, Times, Courier HEARTEIZAEA"

« EFRRFISREF FOREAEFBATIE M FEREEEMERE (GERL : M 2R Medium 89, FRGAMHE
FEREHE).

* 7£ mono FRIRFIFIF P FORAREREGTT | RESIBMIKIES 0" O F17 L1
o ttf-mscorefonts-installer #i%4 T ik#kf"Core fonts for the Web” I &8 Arial, Times New Roman,
Courier New, Verdana, ... , B8R MFRER | 2IEFIEAER.

AL BRARL T 8 , 5 URW Nimbus ZKikak Bitstream Vera FM AR,

EF N
MRAFRE S RENMSENTRR B _ LmMNTFEIFIKE |, 55(F aptitude f£"Tasks” -> "Localization” T HEIHRZE(E
BEgtmlR, FRIEILA /A Depends:” B"Recommends:” 3| , FEAMA (TS IL AT R B EEEwIE



https://freetype.org
https://zh.wikipedia.org/wiki/PostScript_fonts#Type_1
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/TrueType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/OpenType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Core_fonts_for_the_Web
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Bitstream_Vera
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R AT A/ | sans serif mono FRTRE
fonts-cantarell \,/:182’ 227 59 - - C_antarell (GNOME 3, ¥
1:305 7R)
_ Noto fonts (Google, B
fonts-noto 1:157 31 61 63 40 CIK ZiE=

DejaVu (GNOME 2,
fonts-dejavu 1:405 35 58 68 40 MCM:Verdana, IEE

{4 Bitstream Vera)

Liberation =% FH72
fonts-liberation2 V:63,1:218 | 15 56 60 40 LibreOffice (Red Hat,

MCMATC)

Chrome OS: Arimo,
fonts-croscore V:21, 1:38 5274 | 56 60 40 Tinos %A Cousine

(Google, MCMATC)

Chrome B2 Z%k:
L%?ﬁ:msex"a' V:20,1:98 | 2696 | 57 - - Carlito (Google,

MCM:Calibri)

Chrome fEEZA%::
fonts-crosextra- : i i ) Caladea (Google,
caladea Vil 193 341 55 MCM:Cambria ) (RFBHI

T FIT)

] ] GNU FreeFont (Bt E
fonts-freefont-ttf V:82,1:207 | 14460 | 57 59 40 #£ URW Nimbus)

V209 Debian T £,
fonts-quicksand PN 392 56 - - Quicksand (B~ , REF
|:465 e —

T IT)

22 - B IRIENERET— =
fonts-hack V:33, 1:140 | 2507 | - - 40P #1 Hack (Facebook)
fonts-sil- 1:30 14345 - 54 - Gentium SIL
gentiumplus
fonts-sil-charis 1:29 6704 | - 59 - Charis SIL

V194 URW Nimbus (Nimbus
fonts-urw-base35 I'541 ’ 15560 | 56 60 40 Sans, Roman No. 9 L,

' Mono L, MCAHTC)
fonts-ubuntu V2,15 4339 | 58 - 33P Ubuntu 27 (BE7R)
fonts-terminus V0, I:4 452 - - 33 Cool retro & igm—¢#Y
ttf-mscorefonts- xR IR F A

. . l)
installer V:0, 1:42 85 56~ 60 40 (BTF)

Table 7.4: Z4 [ TrueType #1 OpenType FHIFI|3k

S TATE NEL

libfreetype6 V:580, 1:997 | 1021 | FreeType FRIMIARLE
libfontconfigl | V:569, 1:827 | 344 Fontconfig FEIAL & &
fontconfig V:462, 1:706 | 415 fc-*: Fontconfig 4543654

font-manager V2, 1.7 1118 | Font BIHEZE: Fontconfig GUI (BEFEFRENM) 44
nautitus-font-manggen., 40 | Font 2% f Nautilus FFEEH

Table 7.5: ZEZHFRIRIZAMETERIE B R



https://zh.wikipedia.org/wiki/Sans-serif
https://zh.wikipedia.org/wiki/Serif
https://zh.wikipedia.org/wiki/Monospaced_font
http://packages.debian.org/sid/fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
https://tracker.debian.org/pkg/fonts-cantarell
https://zh.wikipedia.org/wiki/Cantarell_(typeface)
http://packages.debian.org/sid/fonts-noto
http://qa.debian.org/popcon-graph.php?packages=fonts-noto
https://tracker.debian.org/pkg/fonts-noto
https://zh.wikipedia.org/wiki/Noto_fonts
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
https://tracker.debian.org/pkg/fonts-dejavu
https://zh.wikipedia.org/wiki/DejaVu_fonts
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://packages.debian.org/sid/fonts-liberation2
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation2
https://tracker.debian.org/pkg/fonts-liberation2
https://zh.wikipedia.org/wiki/Liberation_fonts
https://zh.wikipedia.org/wiki/LibreOffice
http://packages.debian.org/sid/fonts-croscore
http://qa.debian.org/popcon-graph.php?packages=fonts-croscore
https://tracker.debian.org/pkg/fonts-croscore
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
http://packages.debian.org/sid/fonts-crosextra-carlito
http://packages.debian.org/sid/fonts-crosextra-carlito
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-carlito
https://tracker.debian.org/pkg/fonts-crosextra-carlito
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Calibri
http://packages.debian.org/sid/fonts-crosextra-caladea
http://packages.debian.org/sid/fonts-crosextra-caladea
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-caladea
https://tracker.debian.org/pkg/fonts-crosextra-caladea
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Cambria_(typeface)
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
https://tracker.debian.org/pkg/fonts-freefont-ttf
https://zh.wikipedia.org/wiki/GNU_FreeFont
https://zh.wikipedia.org/wiki/URW_Type_Foundry
http://packages.debian.org/sid/fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
https://tracker.debian.org/pkg/fonts-quicksand
https://fonts.google.com/specimen/Quicksand
http://packages.debian.org/sid/fonts-hack
http://qa.debian.org/popcon-graph.php?packages=fonts-hack
https://tracker.debian.org/pkg/fonts-hack
https://sourcefoundry.org/hack/
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-gentiumplus
https://tracker.debian.org/pkg/fonts-sil-gentiumplus
https://zh.wikipedia.org/wiki/Gentium
http://packages.debian.org/sid/fonts-sil-charis
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-charis
https://tracker.debian.org/pkg/fonts-sil-charis
https://zh.wikipedia.org/wiki/Charis_SIL
http://packages.debian.org/sid/fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
https://tracker.debian.org/pkg/fonts-urw-base35
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Roman_No._9_L
https://zh.wikipedia.org/wiki/Nimbus_Mono_L
http://packages.debian.org/sid/fonts-ubuntu
http://qa.debian.org/popcon-graph.php?packages=fonts-ubuntu
https://tracker.debian.org/pkg/fonts-ubuntu
https://zh.wikipedia.org/wiki/Ubuntu_(typeface)
http://packages.debian.org/sid/fonts-terminus
http://qa.debian.org/popcon-graph.php?packages=fonts-terminus
https://tracker.debian.org/pkg/fonts-terminus
https://github.com/Swordfish90/cool-retro-term
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
https://tracker.debian.org/pkg/ttf-mscorefonts-installer
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
https://tracker.debian.org/pkg/libfreetype6
https://freetype.org
http://packages.debian.org/sid/libfontconfig1
http://qa.debian.org/popcon-graph.php?packages=libfontconfig1
https://tracker.debian.org/pkg/libfontconfig1
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
https://tracker.debian.org/pkg/fontconfig
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/font-manager
http://qa.debian.org/popcon-graph.php?packages=font-manager
https://tracker.debian.org/pkg/font-manager
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/nautilus-font-manager
http://qa.debian.org/popcon-graph.php?packages=nautilus-font-manager
https://tracker.debian.org/pkg/nautilus-font-manager
https://github.com/FontManager/font-manager
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7.6.2 TR

Debian {5/ FreeType iz k7T, ©HFIIEFLEA Fontconfig FRIFCE R,

RN

—ub ARG , BLanat fonts-noto* , @RRAZITFE, RATDMRIFRELFRSIBANTE  BEEFEEH
HtEIR 5. B3R Han unification F B —REXLT , —L Unicode ISEHER 2B T , AHENTRE
HEYILHBLER Fontconfig BIESE, —ERS ATBEEE R CIK 1 HEREIZRT K U+3001 IDEOGRAPHIC
COMMA” F1"U+3002 IDEOGRAPHIC FULL STOP”, {REESA{E A GUI (B E &N ) FRVEIRS (font-manager)
BN E TN T IR R RS EREEE.

R AT AL a2 15 FRUACEARRE,

s {FR“fc-match (1) #fR fontconfig AR FHL
« FRA“fc-list (1) R AE TR fontconfig FIY

TREESAIE S FameE 2R AL E T TURCEIRRE |, {BIS 2P, 2R fonts.conf(5).

1.7

&

&
m

Linux £ XEB4r GUI (BIFEERENTE) FERMTEIE Debian KR L , BT EHIENFFLE.
« Applmage -- {E{aih FEITH Linux FEMA

« FLATHUB -- Linux fEF , #2EHE

« snapcraft -- Linux JEFREJE

O

¥ Debian 8 BEBESIEAZITE | BLE_BABRAKTE A —LEENEH. RAERAEE—ERF
RIS S , F Debian 12 (A0 Fa -8 fE A \AR BN LishR & EE ME |, BB,

BATHNB —BAAFINEA RS , 8E3ER DEIRE B, ©BIA Linux ReFFMNFE. (BRE 4.75).

2
(B RETR N T CBIE, , ATEIE AL TR R,

« ¥754 Appimage F1—E_Eiiuh B AR () , £ FLECE £/ firejail #2857,

« HWIME FLATHUB R "3l , #EFlatpak #HITEM. (FHREFLAE.)

« ¥ snapcraft R A H) , £ Snap BEBITEM. (AHFEFLEE. MEZTHERF (daemon) HR.)
xdg-desktop-portal #igfA1E K E @SR E—(EZ &K API, 2 R xdg-desktop-portal (flatpak) F0 xdg-
desktop-portal (snap) .

ERDERRERNEEETFRERAG LNERERFEREG  EENEARXOREERNMREES THIT
K.

—LRE GUI (BIRERENT) BATREX , LLan Debian FAFRRER , WENMER T D EIRERMA , B
HeMReMEF.



https://freetype.org
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Han_unification
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
https://github.com/FontManager/font-manager
https://appimage.org/
https://www.flathub.org/
https://snapcraft.io/
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://firejail.wordpress.com/documentation-2/appimage-support/
https://firejail.wordpress.com
https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(software)
https://github.com/flatpak/xdg-desktop-portal
https://snapcraft.io/docs/xdg-desktop-portals
https://snapcraft.io/docs/xdg-desktop-portals
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ENE AT NI
flatpak V:101, 1:1107 | 8280 | Flatpak £ ERFENALBIELS
gnome-software-plygin flatpakes | oNOME sramsIBsRy Flatpak B
snapd V:65, 1:69 72012 | B&HH snap BXiEBRIE = TEsF (daemon) FILTE
gnome-sof tware- plkl/gf,rf:—zsnap 148 GNOME #i2EIE 22 Snap 18
xdg-desktop-portal.ses 1449 | 2166 | Flatpak ¥1 Snap SRS
xdg-desktop-portal gk 147 | 715 | gtk (GNOME) [ xdg-desktop-portal £
xdg-desktop- porta\llz_}ﬁj,?:llz 2688 | Qt (KDE) §4 xdg-desktop-portal 1&g
xdg-desktop- porta\l/:-ﬂy:rG 160 wlroots (Wayland) (] xdg-desktop-portal &
firejail Vi, 14 1881 | A Applmage —#{FF] SUID L& PEFE firejail
Table 7.6: F &N EIRFFAFEIE A%
EINE TR XN | ek At
gnome-remote-des k?%%z' 2215 | RDP GNOME iZi s RIS
xrdp V:24,1:28 | 4502 | RDP xrdp, 3=V 5 [ ez (RDP) fAIfRZS
x11lvnc V:8, .42 1863 | RFB (VNC) | x1lvnc, EimlatRE 7k (VNC) falRzs
tigervnc-standalap@-peaver| ,o57 | REB (VNC) | TigerVNG, EiEtRE S (VNC) fABRE
gnome-connections, s 1155 | 1599 (R\’/E,)\E)RFB GNOME i&i% s % Fi
RDP, RFB
- . . (VNC), . . sy Al
vinagre Vi1, 1:28 4249 SPICE Vinagre: GNOME iz £ & P
SSH
RDP, RFB
: ' ) (VNC), . N i
remmina V:15, 1:64 971 SPICE Remmina: GTK iBif £ M % Pin
SSH, ...
krdc Vi1, 1:116 4113 R/?\IPC’:)RFB KRDC: KDE i®if2 Mm% S
RFB FE—— o
virt-viewer V:5, 1:144 1278 | (VNC), Eﬁﬁ%aﬁ BIREE THE PRMESRARE) CUIRUR
SPICE & i

Table 7.7: &K

sy

Bim

A RIS 2R



http://packages.debian.org/sid/flatpak
http://qa.debian.org/popcon-graph.php?packages=flatpak
https://tracker.debian.org/pkg/flatpak
https://zh.wikipedia.org/wiki/Flatpak
http://packages.debian.org/sid/gnome-software-plugin-flatpak
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-flatpak
https://tracker.debian.org/pkg/gnome-software-plugin-flatpak
http://packages.debian.org/sid/snapd
http://qa.debian.org/popcon-graph.php?packages=snapd
https://tracker.debian.org/pkg/snapd
https://zh.wikipedia.org/wiki/Snap_(software)
http://packages.debian.org/sid/gnome-software-plugin-snap
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-snap
https://tracker.debian.org/pkg/gnome-software-plugin-snap
http://packages.debian.org/sid/xdg-desktop-portal
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal
https://tracker.debian.org/pkg/xdg-desktop-portal
http://packages.debian.org/sid/xdg-desktop-portal-gtk
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-gtk
https://tracker.debian.org/pkg/xdg-desktop-portal-gtk
https://github.com/flatpak/xdg-desktop-portal-gtk
http://packages.debian.org/sid/xdg-desktop-portal-kde
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-kde
https://tracker.debian.org/pkg/xdg-desktop-portal-kde
https://github.com/KDE/xdg-desktop-portal-kde
http://packages.debian.org/sid/xdg-desktop-portal-wlr
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-wlr
https://tracker.debian.org/pkg/xdg-desktop-portal-wlr
https://github.com/emersion/xdg-desktop-portal-wlr
http://packages.debian.org/sid/firejail
http://qa.debian.org/popcon-graph.php?packages=firejail
https://tracker.debian.org/pkg/firejail
https://zh.wikipedia.org/wiki/AppImage
https://firejail.wordpress.com
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
https://tracker.debian.org/pkg/gnome-remote-desktop
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://wiki.gnome.org/Projects/Mutter/RemoteDesktop
http://packages.debian.org/sid/xrdp
http://qa.debian.org/popcon-graph.php?packages=xrdp
https://tracker.debian.org/pkg/xrdp
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/Xrdp
http://packages.debian.org/sid/x11vnc
http://qa.debian.org/popcon-graph.php?packages=x11vnc
https://tracker.debian.org/pkg/x11vnc
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/X11vnc
http://packages.debian.org/sid/tigervnc-standalone-server
http://qa.debian.org/popcon-graph.php?packages=tigervnc-standalone-server
https://tracker.debian.org/pkg/tigervnc-standalone-server
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/TigerVNC
http://packages.debian.org/sid/gnome-connections
http://qa.debian.org/popcon-graph.php?packages=gnome-connections
https://tracker.debian.org/pkg/gnome-connections
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.gnome.org/Connections/
http://packages.debian.org/sid/vinagre
http://qa.debian.org/popcon-graph.php?packages=vinagre
https://tracker.debian.org/pkg/vinagre
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Vinagre
http://packages.debian.org/sid/remmina
http://qa.debian.org/popcon-graph.php?packages=remmina
https://tracker.debian.org/pkg/remmina
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Remmina
http://packages.debian.org/sid/krdc
http://qa.debian.org/popcon-graph.php?packages=krdc
https://tracker.debian.org/pkg/krdc
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.kde.org/krdc/
http://packages.debian.org/sid/virt-viewer
http://qa.debian.org/popcon-graph.php?packages=virt-viewer
https://tracker.debian.org/pkg/virt-viewer
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Virt-manager
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7.8 RigEM
7.9 X RFGuREAR

BREA ARG TM R ERERE) X RGN (BFEAEMK xwayland ),

LN TE NN 54 #EA
V:745 sshd {£H
openssh-server | =% 3502 | #IE SSH fk#in (&%)
1:804 .
X11-forwarding
. V1898, RS )
openssh-client 1996 5133 | ssh -X SSH & P (&%)
xauth |V917816 81 xauth X ISHEERT A
x11—xserver—utlls?./;122, 559 whost X FRFH R

Table 7.8: #ARZ! X Al ARZSH 772K

7.9.1 X JRFiRASHIELR

8 X # Ui ER | AEFB B A UNIX I Bk ETAEAR |, KA X R, B0 USB1%
A access cookie HIIFAEIE R RITHE, IFHEFERNE BB "SXAUTHORITY” IRIZEHAETE , X BI/R BB "$SDISPLAY”
IRIFSHETE., ARELIRIESHEY @WATRE , F"EERITIEE. Fla0, FTEMgitk”,

username $ gitk

pad
A xwayland, XAUTHORITY BZE{LL"/run/user/1000/ .mutter-Xwaylandauth.YVSU30” K&,

7.9.2 X R imiRimiEAR
FR X Rk R g ERARIAREK X FARZS8ER , B X11 83 EHE TR,
o FEAHFAEFBIRL—1E gnome 4%,

« BR TG4, BATH -X RIAK ssh(l) , BIIORIGILBEHIELR.

localname @ localhost $ ssh -g -X loginname@remotehost.domain
Password:

- BB TGS, EREImERSIT—ME X BATEX , flangitk’,

loginname @ remotehost $ gitk

EEAETERKEER X B RigMmd |, AERE BB —EAH UNIX 14 socket {TAHEAKE4R ,
£ B /)48 SSH/ISSHD & 6.3 .



http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
https://tracker.debian.org/pkg/xauth
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
https://tracker.debian.org/pkg/x11-xserver-utils
https://zh.wikipedia.org/wiki/X_window_manager

Debian 2% 133/247

ot ol

==]

C AL LMIERE , 7 Debian R4t |, i&igs TCP/IP #4533 X RFSu: , BRI EERAN. FESBHENER
E’xhost + KT, REEFRERHKEE , AZR XDMCP E#4%,

7.9.3 X JR¥&% chroot E4R

FER—EERIET (Pkan chroot) , /A X O RRAMEANFEE —EMK X BB , SERBIEDME , sesafts

xhost TR LMIZHE , BiB{FEH User-based access , FIa1 FEA"gitk”,

username $ xhost + si:localuser:root ; sudo chroot /path/to
# cd /src

# gitk

# exit

username $ xhost -

7.10 BIALE

BIALSCFEIBIALE 2 RE 144,
BIRERCREITRLE , 2RE 116,
—La &SNS AERMEFTTIANE (T ERMBTALE).
N
LG i) TATE ’]Ej( BB HEA
VAN
xsel V7,143 55 X X EERGSIINE (BHEE)
xclip V15, 174 | 62 X X EERHLSIINE (BIEE)
- BIRES Py
wl-clipboard V:7, 1:23 162 | Wayland ;“I\%C"py wl-paste: Wayland B iif <51
; = i ~EFE bEgss BETHERE
gpm V-0, I:9 596 %ﬂux P ﬁalg;%xnf;%lJ@IﬁEEF@#E‘]{é EfEF
Table 7.9: #EFITBILEMRAFER TR



https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_Window_authorization#User-based_access
http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
https://tracker.debian.org/pkg/xsel
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
https://tracker.debian.org/pkg/xclip
http://packages.debian.org/sid/wl-clipboard
http://qa.debian.org/popcon-graph.php?packages=wl-clipboard
https://tracker.debian.org/pkg/wl-clipboard
https://wiki.gnome.org/Initiatives/Wayland/PrimarySelection
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
https://tracker.debian.org/pkg/gpm
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Chapter 8

118N F L10N

_1ﬁﬁﬁ$ Q%E‘] :S7|:u:| = ’f’k: (Ml?N) j?.ZI—‘iﬂlun =] i?ﬁ ‘fﬁ%ﬁ‘i%)ﬂio

« BFAL (118N): (E—EERIBAESRIE S ERE S IRIR.
o AL (L1ON) @ (E—{EERAE R — B E A S IR

ETZIN
F£ multilingualization (%nﬁ,:. ). internationalization (EEX{t,) #0 localization (Z<#hft,) & , & 17, 18, 8f 10 {&
FRAE'mM” Fn?, v M0, 300 Fn R, EPEERRA MLTN, 118N 1 L1ION, AME2 R BFEFAs iy .

8.1 |:u:| =] I&iﬂ.

RATEBRENITA , EERRERIESHSLANG” KA, ESRIBNERIIE |, K libc EIZHtHs:
M, WERLRH locales 3% locales-all #i&f. locales BB EEWEEN VAL,

0R locales =k locales-all HEBWRELRE , TEEBEFRENSEESL , AGER US HEME , LR
ASCIl EIRER, E{E{TAF"$SLANG” #:5E A "LANG=", "LANG=C” B{"LANG=POSIX" #H[H.

GNOME #1 KDE FIRREME R ZFES . PIBEREE UTF-8 ERIREIRBIIE M , WEB gettext(l) Z2EiR 4tH
REAMRAM,. BT AR At ae LA R 14t

= ﬁlJE‘] Debian £ GUI (BEEAENH) RHEEIE GUI BIETREES IR LANG=XX_YY . UTF-8", 154 ,
"xX" 12 1SO 639 FESFEXAE |, "YY" 2 1SO 3166 BizitzFz=E, ELERACE LM GUI HEEAIRKRE , WK
F#EXiTA. 2R 152

8.1.1 UTF-8 ;Z 5 IRIEHEAR[RIF

RBERLTFERRER ASCI , EXETGEERHN , W 127 BF T (R 7 k),
R{EA R FMATREE & IE ASCH T , FlaNisE/ KA A S| SRE ASCI 2R ]I,

b''“b''double quoted textb''”b'' is not "double quoted ASCII"
b'''b''single quoted textb'''b'' is not 'single quoted ASCII'

ATXBEZTI , FSFTENmERGEARTIESES. (BREK 11.2),
Unicode FIt&E ] AR 21 {UASZEEERA RS T A NS HNTFIT (Fl2n , +75ERIHIR 0 2 10FFFF),



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO_639-1
https://zh.wikipedia.org/wiki/ISO_3166-1
https://zh.wikipedia.org/wiki/Unicode
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X F4miS A% UTF-8 1§ Unicode FEEHERCEI—E&IRK 8 fuERIAR , X AFPAHE ASCl EXRIE ARG, E@EF
UTF-8 EAIRMHEERIESE, UTF RJR Unicode #E##&X, (Unicode Transformation Format), & ASCII 453 F &%
ik UTF-8 EX , ERMIRE ASCI T2 —HMABHK/N, FIARE UTF-8 dBSIRIEA S/ TAEK.

£ UTF-8 sE S IREE PR R | /Re] /R AREESNE T BRI ERIF R AR R A,
BIZNFE"LANG=Fr_FR.UTF-8" EFIRE T , gedit(l) (GNOME RIS FAwEE2S) BESVRURAAwEE T 3L 7 T T &
¥, MERKERE RIS,

R

FHZHER"en_US . UTF - 8" FIZZFZHER)"C'/"POSIX” ;B S IRIGARE TN US TGIE , EfEHEFSAE B M
KIARE, TEAEEZNC AT AR | INRRANEABZIR ASCI FiT , RFFRABEHMNEIE UTF-8 4RiSIN=FIT , £
Debian _H{#FIFAZAERK)"C. UTF-8” ZA S IRIR.

)

—LFERFESCE 1SN BEVHHE L MRCIERE. EERACMATREMRWL , MAENEMER UTF-32(UCS4) H3TiE
Unicode , 3f B SEEILAFE S IR ATE K ASCI FITEREFETHFE 4 (ANRITA. B—X0t , £ UTF-8 FEEIRIR
WA EEFIBRE.

8.1.2 FESRIEMEFFAC
AT RABIME ISR AAEREENNARESIRIRER E 4R,
locales &#8M R A B ETASMmENRE S IRIEEN. REERTENAEEE :
# dpkg-reconfigure locales
ZBRAE 2 [H5E,
1. BEERENESIREE A EuGEX. GFRAZEDEE—E UTF-8EEIRIR)

2. BIBE“/etc/default/locale’ KA ERATARNESIRIBEL PAM G/ (2RE 4.5).

RXEFE"/etc/default/locale” ENARBENTARE SRR , T GUI (BRERENT) EBRERXK GUI
REHEE.

)ad
iiERNEY S54SR % LB B “/usr/share/i18n/SUPPORTED” K fE i8. & It , "LANG=en_US"
%"LANG:en_US .IS0-8859-1",

locales-all i AF A A ENE S IRIRER , (BEAREIN/etc/default/locale” , (RAJRER T E &L
locales #xi2

SN
—UL& Debian R#IThRA) locales BigE , BB ALE S IRIRNTFA w2 IFNE S IRIRER. AT HEEERN
RRIRIE | IREERESLE Debian & locales 1 locales-all g



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
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8.1.3 &L 4mhE

HRBEFENERZR (BRE 10.1.7), RBERERRANESHEER AR BEGT , NMERRIER , mount(8)
1R viat FERAH (8 CP437. RBRAGTE A IR MM RTAR(ERUTF-8 8k CP932.

*

When auto-mounting a hot-pluggable USB flash drive under modern desktop environment such as GNOME, you
may provide such mount option by right clicking the icon on the desktop, click "Drive” tab, click to expand "Setting”,
and entering "utf8” to "Mount options:”. The next time this USB flash drive is mounted, mount with UTF-8 is enabled.

Pz
WMRFIETHR—E RS , BERENIE UTF-8 RRBIEHLRR , IF ASCI FITHE A TR EAEEMK 1SO-8859-1
B eucIP XAwh%. 5T R FEH T ABMFHSRE| UTF-8. 2RE 11.1.

ETEERIERT , Samba ¥ HMZE Fin (Windows NT, 200x, XP) {# f Unicode , {B¥EZ % Fig (DOS F1 Windows
9x/Me) {#f CP850. A PAfE"/etc/samba/smb.conf” {3 #MH , A dos charset” R{EER FiniEETFER
4wt PbanaR , CP932 FRnAHE.

8.1.4 At ENANENEI 1

£ Debian REF RS LHEMXFERAMEZFAE , thmssar &, RERAHH, REMNFME. GNU
gettext(1) 154 TR R KA IRFFBNE IR LA,

aptitude(8) # , "Tasks” - "Localization” 2 ft—{EH MK &L FIBMRTTINK | 4 ERAFEZEMAM (L ERAMIZ 4
BIRESCHE,

BEGF , RIS manpages-LANG BRERF AW man FHEEM. ®"/usr/share/man/it/” FKiEH
programname FAFFEH man FH, BUT N EKERIE.

LANG=it_IT.UTF-8 man programname

1B $LANGUAGE IRIZAA% , GNU gettext RESIE FERNEE = MBSLIEFSIR. BN
$ export LANGUAGE="pt:pt_BR:es:it:fr"

ERMEZEN , 2K info gettext , BEi&E The LANGUAGE variable” .,

8.1.5 EERIRNTE

sort(1) # 1s(1) WFETTHEF 28 5 IR1% locale 228 FEH LANG=en_US.UTF-8 , HEFFF#H A->a->B->b. .. ->Z->7
JIEFF , TEESL LANG=C.UTF-8 , HEF{# R ASCIl ) A->B->. . .->Z->a->b. .. JliFF,

1s(1) MRMRAZES IRV E (BRE 9.34).
date(l) AW BAMBARESRIENZE. Bl

$ unset LC_ALL

$ LANG=en_US.UTF-8 date

Thu Dec 24 08:30:00 PM JST 2023
$ LANG=en_GB.UTF-8 date

Thu 24 Dec 20:30:10 JST 2023

$ LANG=es_ES.UTF-8 date

jue 24 dic 2023 20:30:20 JST

$ LC_TIME=en_DK.UTF-8 date
2023-12-24T20:30:30 JST



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
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FRBSEENETIENA—, e | SEESEEh, — T2 —RIRA", 000.1" , MEEEESEIES, T
RA"1.000,17, (RATMEETRERRIPEEREERR.

"SLANG” IRIZE BN G —EAMEN A BB E SLC_ ¥ SR EL. BLUIRITEPY N LMBEIBRE SLC_ALL”
LYMPEBXRES. MEZ R locale(7) man FME. HRIFARMNKIERERILERNEE , BEBEMMALRE
FA"SLANG” BN E—ME UTF-8 FESIRIR.

8.2 HEEIA

8.2.1 Linux IZHEFN X 17 & pseiEm A\

Debian A% T A{# keyboard-configuration #1 console-setup #i&aFHEL L EB SR F .

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

B4 Linux 35 X B A% , BISE " /etc/default/keyboard” #l"/etc/default/console-setup”
BHERESIH. EEMERE Linux BHEFR, 323E ASCI Tt , BIFFSENES ERANES T, JAMER
Jrse. AItGr sg F AR& SR KEANEF.

8.2.2 Wayland g 884 \

Wayland S A#t LK GNOME, & 8.2.1 AXIBIEHAENEMFES. 1Bus NMEXIETMFES  WBENES.
GNOME £ HEIRIE ML A&k HEHZE B gnome -she L1 ##5"ibus” . "ibus” AR IED LT HES setxkbmap
N XKB JBIATHAE, WEESEBHA , REEMW"GNOME Settings” 5"GNOME Tweaks” Ft& ibus.

pad
&R ibus BYF , BMEEE MBS X WEEIRIE T |, BB setxkbmap ELEHEAM X 258 | h&¥ ibus B,
REEFIE AR EER) ibus |, {8 im-config :EWNIEA"None”, EL & , 8 R Debian 4E% : %,

8.2.3 IBus XIERHNIE

GNOME HHEIBIEE B gnome-she 11" ##5"ibus” , "ibus” WHRE NJAK:R , B —EIFHIEE,
WA\ ZTEE S 2 R RIR IR T ¢

Keyboard Application
A

I I
+-> Linux kernel -> Input method (ibus) -> Gtk, Qt, X, Wayland

+-- Engine--+

THERZ IBus MEKS|I ZHIGEIIER.

)i

HIAPIC , "feitxs” A AR —EBAME NIAESR. IR Emacs EEAELFE | "uim” ATAR —EEN. HhlH
BAN , RATREREA im-config —LERSMOF TACE. B "kinput2” EXEEM ML {EHR7E Debian AES
FE , BERTHEBREIRAIRIEF.



https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
https://wiki.debian.org/Keyboard
https://zh.wikipedia.org/wiki/Input_method
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LG ATIE KN XERRESRIR
ibus V:i217,1:264 | 1874 | {fH dbus FEm A7 TAESE
ibus-mozc V2, 1:3 980 H3L
ibus-anthy V0, I:'1 8867 | AL
ibus-skk V:0, I.0 243 FE
ibus-kkc V:0, I.0 211 EE
ibus-libpinyin Vi, 14 2769 | H3C (zh_CN)
ibus-chewing V0, 0 288 F3Z (zh_TW)
ibus-libzhuyin -0 41009 | XX (zh_TW)
ibus-rime V:0, 1:0 78 F3Z (zh_CN/zh_TW)
ibus-cangjie V0, I:0 235 3 (zh_HK)
ibus-hangul V:0, I:2 264 BB
ibus-libthai I:0 84 =L
ibus-table-thai I:0 59 =L
ibus-unikey V:0, I:0 286 HEgEE
ibus-keyman V:0, I:0 191 %Zihs : Keyman 5[Z | #18 2000 f&E:E 5
ibus-table V0, 11 2271 | IBus %%%I?ﬂ
ibus-m17n V0, I:11 448 ZiEE  FE:E. MAAEMETE
Z:ﬁ;?g'w'dgets' V:68, 11113 | 5132 | Plasma 5 (REESNTH , AIEERRIERE
Table 8.1: 1Bus MIEH3| L& it ayx
8.2.4 —{EHEHBIF
?‘ﬁ%iﬁ?iﬁ%ﬁfﬁiﬁ ("en_US.UTF-8") TRENRXXEMNIEZIEE B . THEREZE Wayland L) GNOME £ 1Bus ]
ok

1. REHWNEEIEM ibus-moze (8% ibus-anthy )

2. JEJF"Settings” - Keyboard - "Input Sources” — F£’Input Sources” B 2
MRIBEE AN, WREIREHEA.

mozc (or anthy)” ,

, AR im-config FHEBREREE.

"+" - "Japanese” - "Japanese

3. IRATRUE T L HNIR.

4. EFBNEAEIRIR.

5. AEE GUI TAKER , 3RE8—ERNIR.

6. {8 SUPER-SPACE 7ricim \ix 2 IETY)HR. (SUPER $iE% 2 Windows $2.)

N

MRREBEBAYIREIR (shift-2 IRBZIEE—E" E3|9HiTE0) LHRRBFERNEERIRE | £ LEAKIRFRE
Fri%E Japanese” , {/J\ﬁEZ’]T MR US 8 (shift-2 iR 2B 7ﬁ {8 @ ¥Z52) _t{#Ff"Japanese mozc (8% anthy)”
P N=ha

im-config(8) B{F BENEIEE ADQE Input method”,

s, R(ERER shell K#17"im-config” .
im-config(8) &R+

= =]
HIE

¢ root IRITHITHIRIREH HIAME.

im-config(8) ERIEMIM NIAEARRTARM A B EERE T,



http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
https://tracker.debian.org/pkg/ibus
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
https://tracker.debian.org/pkg/ibus-mozc
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
https://tracker.debian.org/pkg/ibus-anthy
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
https://tracker.debian.org/pkg/ibus-skk
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
https://tracker.debian.org/pkg/ibus-kkc
http://packages.debian.org/sid/ibus-libpinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libpinyin
https://tracker.debian.org/pkg/ibus-libpinyin
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
https://tracker.debian.org/pkg/ibus-chewing
http://packages.debian.org/sid/ibus-libzhuyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libzhuyin
https://tracker.debian.org/pkg/ibus-libzhuyin
http://packages.debian.org/sid/ibus-rime
http://qa.debian.org/popcon-graph.php?packages=ibus-rime
https://tracker.debian.org/pkg/ibus-rime
http://packages.debian.org/sid/ibus-cangjie
http://qa.debian.org/popcon-graph.php?packages=ibus-cangjie
https://tracker.debian.org/pkg/ibus-cangjie
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
https://tracker.debian.org/pkg/ibus-hangul
http://packages.debian.org/sid/ibus-libthai
http://qa.debian.org/popcon-graph.php?packages=ibus-libthai
https://tracker.debian.org/pkg/ibus-libthai
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
https://tracker.debian.org/pkg/ibus-table-thai
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
https://tracker.debian.org/pkg/ibus-unikey
http://packages.debian.org/sid/ibus-keyman
http://qa.debian.org/popcon-graph.php?packages=ibus-keyman
https://tracker.debian.org/pkg/ibus-keyman
https://keyman.com/
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
https://tracker.debian.org/pkg/ibus-table
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
https://tracker.debian.org/pkg/ibus-m17n
http://packages.debian.org/sid/plasma-widgets-addons
http://packages.debian.org/sid/plasma-widgets-addons
http://qa.debian.org/popcon-graph.php?packages=plasma-widgets-addons
https://tracker.debian.org/pkg/plasma-widgets-addons
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8.3 #a/nEt

Linux =52 RBEREIRBRINFIC. (IRBE(F BRI KAARTER , #I20 jfbterm(1) , RM7EIE GUI {=HliE+HEE/RIE

BMEES. )

REFENFTURRIHHA , GUI (BIRERENE) BR (F 7) BBARIREE UTF-8 Fit. (FUATRERM
ARASE YRR |, WHERAERREERN.)

8.4 HEIIRIE FREAEZMNTFIT

Under the East Asian locale, the box drawing, Greek, and Cyrillic characters may be displayed wider than your desired
width to cause the unaligned terminal output (see Unicode Standard Annex #11, 4.2 Ambiguous Characters).

TR IE BT

* gnome-terminal : E#IA - LERER - ES - HAM - REARERNTFT - ¥
» ncurses : ;XEIRIFEH export NCURSES_NO_UTF8_ACS=0,



https://unicode.org/reports/tr11/#Ambiguous
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Chapter 9

AT

B, AR RARNEARRKTT

9.1 IEHERT

BT AR RERAIEHIETEE.

KEBS L BRI,

I TR X/ | FREA
mc V:43,1:183 | 1590 | ZR& 1.3
bsdutils V:439,1:999 | 335 script (1) & Kelsk i inEaE
screen V:54,1:199 | 1006 | VT100/ANSI Ziniaftan R & Fraas
tmux V79, 11153 | 1292 | KigRBARNEEAR ({FHControl-B"X%E)
fzf V38, 1:31 4651 | BRI FES
fzy V0, 1.0 59 BRI X FEAer
rlwrap V1, 1112 328 B & readline FEMNGSIEH =
Tedit V0, I:8 375 E1& readline FEAG S EH =
rife V0, 1.0 45 E1& readline FER4GSFEH=E
ripgrep V39, 1:30 5342 | ZARAEEFREEEESTE , YEFBE
Table 9.1: XiBIEHIEIEENNFENT IR
9.1.1 JEMTAYECER shell JEEN

BEMEA script(l) (B2RE 1.4.9)
AR, fEH col(1) K,

$ script

rC8% shell JEENE A4 —EHIZHIFITHIER.

Script started, file is typescript

MR E---4% Ctr1-D B script.

$ col -bx < typescript > cleanedfile

$ vim cleanedfile

BEROAKECER shell JEF) :
* {#/ tee (f£ initramfs KIRKENBFEFATA) :

15 LT T AT AR N )



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
https://tracker.debian.org/pkg/mc
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
https://tracker.debian.org/pkg/screen
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
https://tracker.debian.org/pkg/tmux
http://packages.debian.org/sid/fzf
http://qa.debian.org/popcon-graph.php?packages=fzf
https://tracker.debian.org/pkg/fzf
http://packages.debian.org/sid/fzy
http://qa.debian.org/popcon-graph.php?packages=fzy
https://tracker.debian.org/pkg/fzy
http://packages.debian.org/sid/rlwrap
http://qa.debian.org/popcon-graph.php?packages=rlwrap
https://tracker.debian.org/pkg/rlwrap
http://packages.debian.org/sid/ledit
http://qa.debian.org/popcon-graph.php?packages=ledit
https://tracker.debian.org/pkg/ledit
http://packages.debian.org/sid/rlfe
http://qa.debian.org/popcon-graph.php?packages=rlfe
https://tracker.debian.org/pkg/rlfe
http://packages.debian.org/sid/ripgrep
http://qa.debian.org/popcon-graph.php?packages=ripgrep
https://tracker.debian.org/pkg/ripgrep
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$ sh -i 2>&1 | tee typescript

* {1/ gnome-terminal 3GMNIT4RE , FAREHARTE.
* f#/ screen f1"7A H' (B REN 9.1.2) FEITITHIERCEE.

o (A vim# " terminal” A EER, FRACLr1-w N R4uE X BB BER, FHA":w typescript”
RIS R —EREER.

 {FF emacs FI"M-x shell”,"M-x eshell”, 8k’M-x term” 3K \ECs&isdiE, {FHC-x C-w" ¥RENEZFER .

9.1.2 screen &%\

screen(l) AERF—ELIHREDITZERF , B ARG shell BFIBETRIANER EEE —EREIMK
screen(l) {# AiG=.
B —ERIGHES .
TEEETHIE_ERAE) screen,
{£MA NA ¢ ("Control-A” $35"c") £ screen FEM KR EDITZEFRER.
& AA n ("Control-A” #3'n") K1E%{E screen {8 FHER.
LR IRREMBARINAE |, (BRAEERIEEMNTE , MELTEREESRRIT,
- ARATUEB{EM /TS 8E screen &5,
© RS RAAEIR AR
« #\ AA d ("Control-A” $#357d") WF T RImEARIRE BN
« #i\ AA DD ("Control-A” #2”"DD") /% screen AIBHHE A
7. IREFBRNZIE—EEEEH (BMERANRIMLS).
8. {ff"screen -r” EX&Ef screen.
9. screen BAIMRERM_LIRIFTEN screen REAMTBEFEBITRER.

o o r w N P

Er N
BB ER AT BNAERKELR  (ROTRUBIB screen BIEERER , EART IERIBIEAR R — B FA
BT, BERTHEBIRERSERR LE.

£ screen BFEHE, (R TIECIRBNN T AR BM AL WERLIERRE. screen TIEHLSRHERER /A
("Control-A") ME(ESE [MEMBH] KM EEA —LERNIESIRE TR,

MENZ R, screen(l).
258 tmux(1) , BEEERGSHKDIRE.
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SRAPRE ThiE AR

NA 2 HNERRE (RNETA)

AA C BTN REYTREZ AR
AA N T —ERE

A p Fa—ERE

RO F0RAER

A1 F1RAEH

A W N R IES

AA a TEREERNEE Cul-A Z[E R A
AA h IEER AR EERE—ERER
AA H BRIAAE R E AT & 2 R AJACER
AR AX SRR (EIEIREE)

AAd & m B screen 855

AA DD SYBE screen @FEIREFA

Table 9.2: screen $E%84t%13%

9.1.3 7EB &kMEE

EE 1.4.2, 2 ERTIAFFREER $EMIEE , 7£ SCOPATH # me ik,
ARAREE FIEMIS T RIEAET | fRAESA R AKSTEIRAE., WY fzf A8H , 7 ~/ . bashrc EEBFETIINEA.

FZF_KEYBINDINGS_PATH=/usr/share/doc/fzf/examples/key-bindings.bash
if [ -f $FZF_KEYBINDINGS_PATH ]; then

. $FZF_KEYBINDINGS_PATH
fi

Bign

* fREESER/IMURIRIEBEAIFR IR T B . RESLHAcd ** &% Tab, SARFHIRNERERTE. WA K
&5 &, thin s/d/b foo , MEMEFEERERE. BREIATMEEREN cd , REEEE ML,

« (RATARBIMURIRME | RS EREREE—EmS, EdLIHRFRM TR Ctr1-R . KEFIEHRRMRIE N 6
£, MABAHLSTE , tgn vim d | IEMHEFREIE. ERIFRANEEREFRERNH L.

9.1.4 Readline it

—sba5 4, Pban /usr/bin/dash , Bk a4 SIFELARERAED |, BIE r lwrap SUE EEY N HITHAESE A
IIEERAITIRE,

$ rlwrap dash -i

ERMH—EEFFEIRE dash AR & | (ERAAML bash WAIFIRIE,

9.1.5 IFHIRIAHER

1 ripgrep SEMEPRN ro(l) H4 , R RIATHENARIS SR | 1247 —{Ab grep(l) HOERENBR, ©
FAFIB TS CPU , W ABEAEE KBS RH 2M— R,

9.2 & vim

EAREIBED 1.4.8 8EFEAKK) vim(l) 1, s5R:E Bram Moolenaar f{]"Seven habits of effective text editing (2000)” 3k
% vim EEERMERA.



https://www.moolenaar.net/habits.html

Debian 2% 143/ 247

9.2.1 FRIMEEER vim

vim BITABBABEIE RS , B8 Ex-EXMG< , AT , kil set .. .7 FEGE vim JRIH,

BEL Ex-1EIKa 4 |, BESTEFE AR vimre IEREmBIE , B840~/ . vimre” 8 git ZFH "~/ .vim/vimre”, &
HE—EIER HEMNEFL

""" Generic baseline Vvim and Neovim configuration (~/.vimrc)
e - For NeoVvim, use "nvim -u ~/.vimrc [filename]"

LRI R R R R R R N N N R R N IR R RN R R R R RN R R NI R IR R R IR I RIRIRIRIRIR IR IRINIRIRIRIRININIRIRIRINIn}

let mapleader = ' ' " :h mapleader

set nocompatible " :h 'cp -- sensible (n)vim mode

syntax on " :h :syn-on

filetype plugin indent on " :h :filetype-overview

set encoding=utf-8 " :h 'enc (default: latinl) -- sensible encoding
""" current vim option value can be verified by :set encoding?

set backspace=indent,eol,start " :h 'bs (default: nobs) -- sensible BS

set statusline=%<%f%m%r%h%w%=%y [U+%04B]%21/%2L=%P , %2Cc%V

set listchars=eol:q,tab:b''ab''\ ,extends:b''ab'', precedes:b''ab'', nbsp:b''ab"’'
set viminfo=!, '100,<5000,s100,h " :h 'vi -- bigger copy buffer etc.

""" pick "colorscheme" from blue darkblue default delek desert elflord evening
""" habamax industry koehler lunaperche morning murphy pablo peachpuff quiet ron
""" shine slate torte zellner

colorscheme industry

""" don't pick "colorscheme" as "default" which may kill SpellUnderline settings
set scrolloff=5 " :th 'scr -- show 5 lines around cursor

set laststatus=2 " :h 'ls (default 1) Kk

""" boolean options can be unset by prefixing "no"

set ignorecase " :th 'ic
set smartcase " :h 'scs
set autoindent " :h 'ai
set smartindent " :h 'si
set nowrap " :h 'wrap

"set list " th 'list (default nolist)

set noerrorbells " 'eb

set novisualbell " 'vb

set t_vb= " 't_vb -- termcap visual bell
set spell " 'spell

set spelllang=en_us, cjk "
set clipboard=unnamedplus "

'spl -- english spell, ignore CJK
'cb -- cut/copy/paste with other app

O O35S O IO 5T DT O T

set hidden " "hid
set autowrite " 'aw
set timeoutlen=300 " "tm

vim g BN IRBESIEE AE W vimre BEREEBH. B4

EE
BRAFFEIFIER |, AR EA BT RR R4,

""" pPopular mappings (imitating LazyVim etc.)

""" window moves without using CTRL-W which is dangerous in INSERT mode
nnoremap <C-H> <C-W>h

nnoremap <C-J> <C-W>j

nnoremap <C-K> <C-W>k

silent! nnoremap <C-L> <C-W>1

1E L X ORERERBIF : "Vim Galore”, "sensible.vim”,



https://github.com/mhinz/vim-galore
https://github.com/tpope/vim-sensible
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""" window resize

nnoremap <C-LEFT> <CMD>vertical resize -2<CR>
nnoremap <C-DOWN> <CMD>resize -2<CR>

nnoremap <C-UP> <CMD>resize +2<CR>

nnoremap <C-RIGHT> <CMD>vertical resize +2<CR>

""" Clear hlsearch with <ESC> (<C-L> is mapped as above)
nnoremap <ESC> <CMD>noh<CR><ESC>

inoremap <ESC> <CMD>noh<CR><ESC>

""" center after jump next

nnoremap n nzz

nnoremap N Nzz

""ofast "jk" to get out of INSERT mode (<ESC>)
inoremap jk <CMD>noh<CR><ESC>

""" fast "<ESC><ESC>" to get out of TERM mode (CTRL-\ CTRL-N)
tnoremap <ESC><ESC> <C-\><C-N>

""" fast "jk" to get out of TERM mode (CTRL-\ CTRL-N)
tnoremap jk <C-\><C-N>

""" previous/next trouble/quickfix item

nnoremap [gq <CMD>cprevious<CR>

nnoremap ]q <CMD>cnext<CR>

""" puffers

nnoremap <S-H> <CMD>bprevious<CR>

nnoremap <S-L> <CMD>bnext<CR>

nnoremap [b <CMD>bprevious<CR>

nnoremap ]b <CMD>bnext<CR>

""" Add undo break-points

inoremap , ,<C-G>u

inoremap . .<C-G>u
inoremap ; ;<C-G>u
""" save file

inoremap <C-S> <CMD>W<CR><ESC>

xnoremap <C-S> <CMD>W<CR><ESC>

nnoremap <C-S> <CMD>W<CR><ESC>

snoremap <C-S> <CMD>W<CR><ESC>

""" petter indenting

vnoremap < <gv

vnoremap > >gv

""" terminal (Somehow under Linux, <C-/> becomes <C-_> in Vim)
nnoremap <C-_> <CMD>terminal<CR>

"nnoremap <C-/> <CMD>terminal<CR>

LRI R IR R IR R R IR R R IR R R RN NI RN R RN RN R IR RN RN RN IR IR IRIRINIRIRIRIRIRINIRIRIRINIRIRL

if ! has('nvim')

""" Toggle paste mode with <SPACE>p for Vim (no need for Nvim)
set pastetoggle=<leader>p

""" nvim default mappings for Vim. See :h default-mappings in nvim
""" copy to EOL (no delete) like D for d

noremap Y y$

""" sets a new undo point before deleting

inoremap <C-U> <C-G>u<C-U>

inoremap <C-W> <C-G>u<C-W>

""" <C-L> is re-purposed as above

""" execute the previous macro recorded with Q

nnoremap Q @@

""" repeat last substitute and *KEEP* flags

nnoremap & :&&<CR>

""" search visual selected string for visual mode

xnoremap * y/\V<C-R>"<CR>

xnoremap # y?\V<C-R>"<CR>

endif

AT EERIREEAAIEELET  RipfENEERCE : Backspace-s# &4 "ASCII DEL”

. Delete-§# &4 "Escape
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sequence”,
HEMIARLERESIE(FAE M vimre FEREEE Y. BiIZn :

""" yse faster 'rg' (ripgrep package) for :grep
if executable("rg")
set grepprg=rg\ --vimgrep\ --smart-case
set grepformat=%f:%1:%c:%m
endif
IR RN IR IR RN RN RN RN NI R R I I R I NI I R IR RN IRININININININININININI]
""" Retain last cursor position :h '"
augroup RetainLastCursorPosition
autocmd!
autocmd BufReadPost *
\ if line("'\"") > 0 && line ("'\"") <= line("$") |
\ exe "normal! g'\"" |
\ endif
augroup END
IR RN IR R RN RN RN RN RN IR IR RN R IR NI R IR IR IRINININIRININININININIn]
""" Force to use underline for spell check results
augroup SpellUnderline
autocmd!
autocmd ColorScheme
autocmd ColorScheme
autocmd ColorScheme
autocmd ColorScheme
augroup END

LRI R IR IR R R R RN IR R R RN NI RN R RN IR RN RN R IR RN RN IRI RN RIRIRINIRIRIRIRIRINIRIRIRINIRIRL

highlight SpellBad term=Underline gui=Undercurl
highlight SpellCap term=Underline gui=Undercurl
highlight SpellLocal term=Underline gui=Undercurl
highlight SpellRare term=Underline gui=Undercurl

E I T 3

""" highlight tailing spaces except when typing as red (set after colorscheme)
highlight TailingWhitespaces ctermbg=red guibg=red

me A\ g\+ 1 or more whitespace character: <Space> and <Tab>

"MO\%#\@<! Matches with zero width if the cursor position does NOT match.
match TailingWhitespaces /\s\+\%#\@<!'!$/

9.2.2 MSMPEASEER vim
T AR BRSNS ML :

o Vim - BIIANTERC FAREERS - Vim # vim F6 8B A _LibhZh
« VimAwsome -- Vim §MilFI&
* vim-scripts -- Debian 24 : —{& vim F54MSRRE

vim-scripts #EEEEEAISMINKEE A , AESA(ERGEAER) vimre #ERRUR. bhan

packadd! secure-modelines

packadd! winmanager

" IDE-like UI for files and buffers with <space>w
nnoremap <leader>w :WMToggle<CR>

P RAE Vim i R4 E"git” F"git submodule” JEFIM T/, —EEHRKECE B FREFIE TR git BE:
dot-vim %%, AF_EEIEFRMM :

- BBFEMA"git" M git submodule” , ZIHIBEAEHEISE , tbaNz name” , @ KZE) ~/ . vim/pack/*/opt/name
FEBINRIE T

« BiRIEAN :packadd! name {TEHEREM vimrc FER |, EEEREAEEE) runtimepath,

o Vim ZEEKYA LR IE L iEEE) runtimepath,



https://www.vim.org/
https://vimawesome.com/
https://packages.debian.org/unstable/vim-scripts
https://packages.debian.org/unstable/vim-scripts
https://github.com/osamuaoki/dot-vim/tree/old
https://github.com/osamuaoki/dot-vim/tree/old
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« FEVBRURRE  RESUHIARERER , £A "helptags ALL,

BLZEM , s5fEM'vim --startuptime vimstart.log” &) vim Ki@EERNBITIEF NG —E SR BFNRF
.

EHEREMEIEEZNAN2 KEEMHENELSMINEREAE] vin, REFRIGMNERAERIFNAIE.

e &l

‘help package fifRE vim SXES AR

:help runtimepath fi2%E runtimepath #&H|]

:version BBIRRE , B3 vimre R RIRE

recho $VIM IR EESVIM FIRE iz vimre AR AT

:set runtimepath? S ARG S B I TR X 1B e e i B 5%

.echo $VIMRUNTIME %%?K%VIMRUNTIME" ARENKRERZIRENBITR RS |

Table 9.3: vim 41L&

9.3 BEHRLEMEIR

9.3.1 HitE=E=f231\ (daemon)

I ZEGNFERTE /var /log/” Bk F X FREREACEE MINIEE).
E—EEERZ HFERNAS L , A logrotate(8) RS HEERKEE.

L FNFEE systemd- journald(8) B RS — B FiE R KACER EFIKIES) , 4£7/var/log/journal”
BT,

{REeFAE shell TESREELEXEXIE systemd-journald(8) HaE , {#/ systemd-cat(l) d4.
£ B 3.5FE 3.4.

9.3.2 HEN#T

EEETEMNHZEATEIE ("~Gsecurity: : log-analyzer” #£ aptitude(8) ).

b TE L

logwatch V:9, 110 2435 | F Perl BRIHZEDITERE |, BiFR0EE
failzban V:95,1:106 | 2191 | ZERERZ MEAas shaaxi IP

analog V:3, 1:88 3739 | web AR Ha&H#T

awstats V5, 1:8 6935 | s AFFMEL M) web fAIfkzy Has 0T
sarg V0, 1.0 863 H /Y squid S ATERE

pflogsumm Vi1, 1:3 170 Postfix Hi&GEBIE

fwlogwatch V0, I:0 487 PR EA=SEZAY /]

squidview V0, 1.0 189 XI5 #T squid access.log f&3

swatch V:0, .0 99 BIERFEX., S=MiRAHEER RS
crmlli4 V0, .0 1371 | Controllable Regex Mutilator FIRIREMEFIBIE (CRM114)
icmpinfo V:0, I:0 42 fi#%E ICMP &a1

Table 9.4: A% HEENHTEEES IR

2vim-pathogen tH1RR1T.



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
https://tracker.debian.org/pkg/logwatch
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
https://tracker.debian.org/pkg/fail2ban
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
https://tracker.debian.org/pkg/analog
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
https://tracker.debian.org/pkg/awstats
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
https://tracker.debian.org/pkg/sarg
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
https://tracker.debian.org/pkg/pflogsumm
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
https://tracker.debian.org/pkg/fwlogwatch
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
https://tracker.debian.org/pkg/squidview
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
https://tracker.debian.org/pkg/swatch
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
https://tracker.debian.org/pkg/crm114
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
https://tracker.debian.org/pkg/icmpinfo
https://packages.debian.org/unstable/vim-pathogen
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)d
CRE\\/I114 ?;\E;%Eﬁm%%ﬂiﬁiﬁ*ﬁﬂﬂf%ﬁ ERT TRE ERFERE . EERENIREGBIESTER , Bhaesa
R BEENHT

9.3.3 TERXFERMEIR

REBII more(l) M less(l) EXRMNRAER (BRE 1.4.5) MARSHABANABERTA (2R 11.1.8) 1
USSR TR, (BERAmESR (2RE 1.4.6) ERgREN , Bl ERURS

N
T vim(l) MERD BIEARIE view(l) "1 set hls"a ] ARAE=IESE.

9.3.4 EREHE YRR

“Is - Udp TR RO B IR RS BURAGE S IRIE (MEINEZ RE 1.2.6), “SLANGZ S E A% K , BEE
EWEL N SLC_TIME'E"SLC_ALL IRIZHES.

FEE S R BN FAR ARG INBURA FTE AR C ZZEEMMRA (libee #3%4) , W ER , AN[E) Debian %
ITHRBARIMTERRER . HH iso-formates , 2 R, 1ISO 8601,

MRAFERAE B EHRB LA SRR RN B RIRRE R | RIEFZEB - - time-style” 2 HE"STIME_STYLE"HI{E
FESERERFRNE (2R 1s(1). date(l). “info coreutils 'ls invocation'”),

RSN FEEIRIR, IF[EIAN B AR
iso EaERE] 01-19 00:15
Tong-iso ESEEE 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso ERCINE 10900
locale C Jan 19 00:15
locale en_US.UTF-8 Jan 19 00:15
locale es_ES.UTF-8 ene 19 00:15
+%d . %m . %y %H :%M ESEEE 19.01.09 00:15
+%d . %b . %y %H :%M Coren_US.UTF-8 19.Jan.09 00:15
+%d . %b . %y %H:%M es_ES.UTF-8 19.ene.09 00:15

Table 9.5: f§ i I ER"1s - 1" S HIRFHEA B EIRZR G F

N
RATAME R4 5% OB S FEd 3P A RIEIA , (2RE 1.59):

alias 1ls='ls --time-style=+%d.%m.%y %H:%M'

9.3.5 shell &7 echo HBAE

KEBIR AU shell & echo BEFA{E F) ANSI 35 F LK BE/RBER (2 R“/usr/share/doc/xterm/ct lseqs. txt.gz)
BT A6



https://zh.wikipedia.org/wiki/CRM114_(program)
https://github.com/laurikari/tre/
https://zh.wikipedia.org/wiki/ISO_8601
https://zh.wikipedia.org/wiki/轉義序列
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$ RED=$(printf "\x1b[31m")

$ NORMAL=$(printf "\xib[om")

$ REVERSE=$(printf "\xib[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}"

9.3.6 HEIGMHNIES

EEHNMRET , fEONML G , ASUSRTIESIME BRIEF]. HAEKN'~/ . bashre” EIMAT TERA
=

if [ "$TERM" !'= "dumb" ]; then
eval "'dircolors -b™"
alias ls='ls --color=always'
alias 11='1ls --color=always -1'
alias la='ls --color=always -A'
alias less='less -R'
alias ls='ls --color=always'
alias grep='grep --color=always'
alias egrep='egrep --color=always'
alias fgrep='fgrep --color=always'
alias zgrep='zgrep --color=always'
else
alias 11='1ls -1'
alias la='ls -A'
fi

EEEBXIESH , FHAALKRFIZERKZELE, EHIRIEEE export GREP_OPTIONS="--color=auto"”
MEIFEE , EARAEME less(l) 2N ERERERER. EFRABTEIHETCESR , {fIEXHEE , LY
F'~/.bashrc” AR , afRM{FER"--color=auto” {t&.

N
EEERAIERIES | BB "TERM=dumb bash” 1% shell , {REESARAEAIELLBAGRI&.

9.3.7 GLEKAWEEZN AN ERIRIEENE

{RBEFARC SR AmEE 2 R N A IR EENE.
14 Vim, FEIR T EIRIE.

. "qa”: FtARCEEM AT LRI B R TN E Feya".
o - AREESSIRIE

o Q" AR RACERE AT IT.

s "0a" BITE £33 "a KNS

¥4 Emacs, 551% FHIRIE.

« "C-x (" BilAER—(ERBRESE.

o - AREEISIRME

¢ "C-x )V HERTE—ERREL.

¢ "C-x e” BT —EHEEELE.



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
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9.3.8 iré%k X ERREANETE

BOBIIETGES X WAERNLS  BIF xtern iR,

whs TTE NN
gnome-screenshot| .15 1991 | 1115 | wayland
flameshot V7, 1117 3532 | Wayland
gimp V:35, :1229 31748 | Wayland + X
x11-apps V:33, :464 2461 | X
imagemagick 1:290 77 X

scrot V:4, 1:53 141 X

Table 9.6: BE#ZEIET Ak

9.3.9 FCSHAHRERERMEE
HEEMTATER DVCS W BT B RME B Burfs _ER/ERGRIB,

L) ATIE XN | FREA
on 1 ffF Git (7ARX). Mercurial 8k GNU Bazaar K{#fFACE e 2= 11
etckeeper V:24, 1:27 157 CPE R Sk
timeshift V7, 1:13 4481 | {£F rsync 2k BTRFS (REER AL RE T HE
snapper V6, 1:8 2410 | Linux FBRAGREEHE TR

Table 9.7: Fré%hL & FE L ERES AS 3R

R EAMIESA5ET 10.2.3 AR,

9.4 BT, 1HIFIREFEEUEE)

RN RS SR TR B Rz

1N
procps BfRft T IFE ERMETE. EHRENEBTREMBEITENTIRE. REELMMILIEE.

9.4.1 FEFFFERT
BARTESIFIYFE RS EFE .

# time some_command >/dev/null

real Omo.035s # time on wall clock (elapsed real time)
user OmO.000s # time in user mode

sys OmO.020s # time in kernel mode



http://packages.debian.org/sid/gnome-screenshot
http://qa.debian.org/popcon-graph.php?packages=gnome-screenshot
https://tracker.debian.org/pkg/gnome-screenshot
http://packages.debian.org/sid/flameshot
http://qa.debian.org/popcon-graph.php?packages=flameshot
https://tracker.debian.org/pkg/flameshot
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
https://tracker.debian.org/pkg/x11-apps
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
https://tracker.debian.org/pkg/imagemagick
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
https://tracker.debian.org/pkg/scrot
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
https://tracker.debian.org/pkg/etckeeper
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/GNU_Bazaar
http://packages.debian.org/sid/timeshift
http://qa.debian.org/popcon-graph.php?packages=timeshift
https://tracker.debian.org/pkg/timeshift
http://packages.debian.org/sid/snapper
http://qa.debian.org/popcon-graph.php?packages=snapper
https://tracker.debian.org/pkg/snapper
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BN AT L
coreutils V:892,1:999 | 18457 | nice(l): BfeE AR E BT —EIEN
bsdutils V:439,1:999 | 335 renice(1): E—{EHE AL THIRE FIOHE B IR
procps V:818,1:998 | 2404 | "/proc” tEXAGZLE: ps(l), top(l), kill(1), watch(l), -
psmisc V410, 1:742 | 950 ;/Sptrroecé’(it‘ﬂ?r;*jé%\%ﬁlﬂ: killall(1), fuser(1), peekfd(1),
time V:5, 1:85 129 :ftg};née(l) ﬁ‘?_.l_——ﬂiﬁgit y IE?}{EH%FEJ7§%%HEEE$E%/%§}E§7%%
sysstat V:123,1:162 | 1904 | sar(l), iostat(1l), mpstat(l), ---: linux A& Eae L E
isag V0,13 109 sysstat B B A G A EE
Tsof V:443,1:949 | 492 Lsof(8): {FF"-p” BIAYE W —EAREFHRAER
strace V:10, 11103 | 3253 | strace(l): IR A% N FIENGR
ltrace V0, 111 420 ltrace(1): EREEENFIY
xtrace V:0, I:0 353 xtrace(1): IR X11 & FipAl{E IR 2 im.Z BT AT
powertop V:33,1:232 | 696 powertop(l): AAREFEFE &N
cron V:901, 1:996 | 250 tRIE cron(8) B=E autez. (daemon) HHFEBIT—EFEFF
anacron V:418,1:493 | 112 FRIEEX 24 /NEFBITAZRITESETE], i cron
at V:74. 11102 | 158 at(1) E?_batCh(l)i E—EFERNREPITIEESEE— AL A
HTBIT

Table 9.8: ExiZFysHfEC/EEN LASISR
R EEIEFE HEFR B SIAfr
19 KB FTIB R
0 RS RERAEEAEFEF
-20 root {F FIEIER S EEIEFFEF

Table 9.9: HIARELIAFFES R



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
https://tracker.debian.org/pkg/procps
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
https://tracker.debian.org/pkg/psmisc
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
https://tracker.debian.org/pkg/time
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
https://tracker.debian.org/pkg/sysstat
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
https://tracker.debian.org/pkg/isag
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
https://tracker.debian.org/pkg/lsof
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
https://tracker.debian.org/pkg/strace
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
https://tracker.debian.org/pkg/ltrace
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
https://tracker.debian.org/pkg/xtrace
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
https://tracker.debian.org/pkg/powertop
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
https://tracker.debian.org/pkg/cron
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
https://tracker.debian.org/pkg/anacron
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
https://tracker.debian.org/pkg/at
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9.4.2 HIFREBLIERF
R FRHEFE ENEFF R — B Fr B S B a1,
# nice -19 top # very nice

# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # very fast

FERLERT , MinEFECIEFEEEARERSGE. NOEREREES.

9.4.3 psisd

#£ Debian 4% L) ps(1) 154 REFSCIE BSD 1 SystemV #5fe , BN RISFRENFEFFIET.

5N A RFES LS
BSD ps aux BAR%CPU %MEM
System V ps -efH %37~ PPID

Table 9.10: ps 5415 F&
HIIER (BETH) TR , RAESIEIR PPID” MM FERF ID KR E M.
pstree(l) 5 HARFEIA.
9.4.4 top#sd
Debian A%t LH) top(l) B S E N , BENREAIREFEBRKENRE T 4.
TR EELHRKEFRER. RKTERR N #REBECRERER , &%'q" R EZFE.
9.4.5 JIHH—EFEFRIMAIESR

REESNIER —EFEFF ID(PID) HIHRZFE FF AT A FIRIAES |, 640 , PID 2 1 NARFF , EA T EMA.
$ sudo lsof -p 1

PID=1 @% A init 723K,

9.4.6 FRMEFEINIEEN

REESAERHEFZINIEEN , (£ strace(l), Ltrace(l), xtrace(l) JRERHE AANFIYFNNGE. BEIFIY . X11 & FupFAEAR
28> AR,

IRHE 1s S MARGITM .,

$ sudo strace 1s

EF N
{# F7E lusrishareldoc/stracelexamples/ F 33K strace-graph 54 1EH A i — B IF B IS TEAE 1R
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9.4.7 HRNERREENERFNRESF

TRATUER fuser(1) BRI EAERNFES | fitn , A TEAFTRGEGIL"/var/log/mail. log” EHMEFE TR
e

$ sudo fuser -v /var/log/mail.log
USER PID ACCESS COMMAND
/var/log/mail. log: root 2946 F.... rsyslogd

YRATAE R /var/log/mail. log” 2H rsyslogd(8) F54 BRI E .
{RETUEIE fuser(l) FEAIL ERERTFHFER , 4120 , A TEMAIGEAIL smtp/ tep” EHWMEFEFBIRL.

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

IRERANE R RFEHDIT exima(8) K EZIHEARE| SMTP IR (25) i) TCP H4%.

0.48 (ERECHMBER—EES

watch(l) (EABEEFIRENRBIT—ETES , WLEBEBRURML

$ watch w

BRI ANBENRIRSR , 5 2 PEEH—IX.

9.49 (FRBEREEKREELE—ERES
BIBLACE LR RS SRR BB R —ET54 , BREAL , B0, ILELSIEMET . ext”.
« Shell BEAR (2 RE 12.1.4):

for x in *.ext; do if [ -f "$x"]; then command "$x" ; fi; done

« find(1) 1 xargs(1) Et4:

find . -type f -maxdepth 1 -name '*.ext' -print® | xargs -0 -n 1 command

o find(1) {FF"-exec” BIAWHITIES

find . -type f -maxdepth 1 -name '*.ext' -exec command '{}' \;

« find(1) /" -exec” BIAIHIT 4G shell T5455:
find . -type f -maxdepth 1 -name '*.ext' -exec sh -c "command '{}' && echo 'successful'" \;

TEMIFRRBEGIFERNES (BT, find(l) ELSMEMAE , 2RE 10.15.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.4.10 7% GUI E—{EFE=

it $54 %/ A (command-line interface , CLI) , $PATH IRISS SIS € B 5P B —(ELEMAEL BRER %
BiT. 2RE 153,

N B freedesktop.org FZEZEH) B FI#& 4 M (graphical user interface , GUI) , /usr/share/applications/
B * . desktop HERABEFERM GUI BELZIRIZM T RENEME. EHW Freedesktop.org xdg X E RGNS
—{EEka24, , BB /usr/share/applications/” F*.desktop” 124t &K KK T HIRE, i Freedesktop.org 1Z%EH]
IRREEIRE , A xdg-utils #iEafAELEEREREMIRIEE,. 2 R lusr/share/doc/xdg-utilssREADME”,

S{E6IF , chromium.desktop f§Z=+ & "Chromium A8k BISEES B2 T ARAEME | FlanFEX4 Name”, RXBIT
HASHNZH Exec”, FTEMAMNEIR Icon"E% (2R SHFARERSE). BEXNSTNT

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xm1l;x-scheme-handler/http;x-scheme-handler/ <«
https;
StartupwMClass=Chromium
StartupNotify=true

EE—ERAEERRE. *.desktop BERG FEIMEHES.

The desktop environment sets $XDG_DATA_HOME and $XDG_DATA_DIR environment variables. For example, under
the GNOME:

* R:&5E $XDG_DATA HOME, (ji{#TE:%{E $HOME/ . local/share,)
+ $XDG_DATA_DIRS #z& €4 /usr/share/gnome:/usr/local/share/:/usr/share/,

H#H4$% (2R XDG Base Directory Specification) F1fEFFE B $%a0F FiR.

* $HOME/ . local/share/ — $HOME/.local/share/applications/
e /usr/share/gnome/ - /usr/share/gnome/applications/
e /usr/local/share/ - /usr/local/share/applications/

e /usr/share/ - /usr/share/applications/

* . desktop HERIHRIBIEMEIAF/EIEL applications B#hEITIES,

N
BREIT—EFEAEETEN GUI EETT , EE I $HOME/ . local/share/applications/ B & Hit—(@
*.desktop X,

EF
"Exec=..." {TAEH shell fi##. MRFERTEIREEE , F A env(1l) command.



https://zh.wikipedia.org/wiki/Command-line_interface
https://www.freedesktop.org/wiki/
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://specifications.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
https://specifications.freedesktop.org/basedir-spec/basedir-spec-latest.html
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EIZIN
A, NRAEELEERE TR autostart BEEHEIL T —fE *.desktop 8% , Al *.desktop f#ERFIEE
pRER e EEIREAEREEHIT. 2R Desktop Application Autostart Specification,

EFZIN

AR , 2SR 7E $HOME/Desktop Eﬁi?ﬁﬁ?f@ * desktop ﬁ%ﬁﬂiﬁiﬁﬁ%ﬁﬁﬁﬁﬂ%i%iﬁH_TE&@]
£KThee , RIELHEERISFTE E AR EWHIT. ;57152 , $HOME/Desktop BN ER L BEZESIRIEAR. 2R
xdg-user-dirs-update(l),

9.411 BERFENNFEN

—&RXERF—ERXEDE). THRBERZBRENTIE.

FEFRFREGARCEE -

GNOME desktop: "Settings” — "Apps” - "Default Apps”

KDE desktop: "Application Launcher” - "System Settings” — "Default Applications”
Iceweasel BIEE S “4wiE - “EIEIE - AR

mc(1) :“/etc/mc/mc.ext”

f5140“$BROWSER”, “$EDITOR”, “$VISUAL"FI“$PAGER™EHIRIZEE S (2K environ(7))

” o«

A fFIan“editor” “view” “x -www-browser” “‘gnome -www- browser”fl“www - browser E#HKFE K update-altert
R (BRE 147)

“~/.mailcap"M“/etc/mailcap &R KN AR T 2K MIME BURI] (2R mailcap())

“~/.mime.types’fl“/etc/mime. types"tER KRB/ T MIME BLRIREIESR (2K run-mailcap(l))

N
update-mime(8) & T ¥"/etc/mailcap” ¥ £, M € B F/"/etc/mailcap.order” £ X (& R
mailcap.order(5)).

RN
dEebianutils #AEAiR Mt sensible-browser(l), sensible-editor(1) #1 sensible-pager(l) , BT
DREEFM KRR . o BFERMEN 2SR EH BAENIRE, FERRBIEARLL shell FE415,

E1 VI
ATIEGUI (BEFERENE) THITHIZN mutt EERNETIEERREREAGNE EERRER | RIEZGTH
BMEEESI—E GUI (BEERENATE) EEAEXUET/usr/local/bin/mutt - term” A {/RAE pEn % FEF
21,

# cat /usr/local/bin/mutt-term <<EOF
#1/bin/sh

gnome-terminal -e "mutt \$@"

EOF

# chmod 755 /usr/local/bin/mutt-term



https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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9.4.12 FIt—EFEFF

£ kill(1) BBFEF ID K& (FE—ERSR) —EREF.
£ killall(l) 3 pkill(1) BBFEFHSMEFHEE B R MERKEE.

AIR{E BT BE |EE
2B
AR
0 B | BERFEAIT
2R
kill(2
.%%-Ll: Ay LNt} s B

1 SIGHUP = R&ERIBIELAR GREFHEHND)

EIn

&IE |,
2 SIGINT s s AR (CTRL-C)
#&IE
=F
3 SIGQUIT %ﬁ ESEBIRE (CTRL-\)
dump
core

9 SIGKILL #iE AT FEZERY Kill FREE

=F 3

#&IE SR E 2E b4k 12T 8
15 SIGTERM e A #5fH ZE A% LEARER

~

Table 9.11: kill ¥§4-% FEASEY3=

9.4.13 ER{EFRSEFRITHE

BAT at(l) TSR TH—IR M TIE.

$ echo 'command -args'| at 3:40 monday

9.4.14 TERHMIBLTHE

{8 cron(8) KEITERIBLTHE., 2R crontab(l) # crontab(s).
REESVEA—E L BEREERIIT—EFRERF , thin, foo M crontab -e” $§4 &3 —1@ crontab(5) K&

%"/var/spool/cron/crontabs/foo”,
B2 2—1E crontab(5) FEEHNFIF.

# use /usr/bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is
MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR'ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul
15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It's 10pm" joe%Joe,%%¥Where are your kids?%.%%



https://zh.wikipedia.org/wiki/SIGHUP
https://zh.wikipedia.org/wiki/Signals_intelligence
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGQUIT
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGKILL
https://zh.wikipedia.org/wiki/Unix訊號#SIGTERM
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23 */2 1 2 * echo "run 23 minutes after ©Oam, 2am, 4am ..., on Feb 1"
5 4 * * sun echo "run at 04:05 every Sunday"

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)" == "Mon" ] && command -args

EFN
HAPLAEEEBI TR AL , T8 anacron BREERERPITEMMRTES | 54T REIMERIBIT , X
A EHEEENR. 2R anacron(8) 1 anacrontab(s).

TN

HRERARLAMAERLLSNE, REEFLL root 1R SR EREHIT, IEEFTELSEMAN"/etc/cron.hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, 8"/etc/cron.monthly/”. i5%£354REMBATRRT , T LA
J@i@”/etc/crontab” f1”/etc/anacrontab” R E &,

cron B =TT (daemon) RNFFERF , Systemd W RIFHETEIBI TN KHIKIERE B0 , /1ib/systemd/system/e
#1 /1ib/systemd/system/apt-daily.service XN &KX apt TEITE), 2K systemd. timer(5) .

9.4.15 HABHHETENES

Systemd BESABITATEIRE , MEERIHEM , BREAERHEEMN. 2RE 10.2.3.3 FHE 10.2.3.2 fIF.

9.4.16 Alt-SysRq g

1% Alt-SysRq (PrtScr) A1 &R IR—EF 8RS , TR ERNARIEZITH).

Alt-SysRq 7 25 TAEE

k kill BILEE Bl ez mite LT TR (SAK)

s sync A CAHERER ARG KR 7 ERHEE

u EFPIUGEA NS CHERER A% (umount)
r T X FRETE , I raw BRIk ERE

Table 9.12: Z &1 SAK 648%%&

BLEAZ R Linux 3 MEFEMEIE EFM » Linux Magic System Request Key Hacks

RN

4 SSH #%u6% | {REEZIBIBM"/proc/sysrq-trigger” BANRRK(EA Alt-SysRq 45, 4140 , 1 root shell 12
REITLHITecho s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 3 syncs #1 umounts
A E MR R AR

B (2021) Debian amd64 Linux #%/(»% /proc/sys/kernel/sysrq=438=0b110110110:
2 =0x2 - gAIEdlE BRERBHEH) (BARY)

o 4 =0x4 - BRSBTS (SAK, unraw) (BEERR)

+ 8 = 0x8 - EYFBFEFI&sEE# (debugging dumps of processes) %. (FEf)



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Secure_attention_key
https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html
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« 16 = 0x10 - B2f8 sync &4 (BIRY)

* 32 =0x20 - RAARGEENHE (BARD)

* 64 = 0x40 - EYFFERFENER (term, Kill, oom-kill) (BEEA)

* 128 = 0x80 - AFFERL. BAFAEIR (BARY)

* 256 = 0x100 - AFFAAEEATA RT (BDEF) {EHRBENERF (BARRD)

9.5 ARPFMEETTT

9.5.1 HERLGHE?
AT UEIB FEM A AR E R NIE RS,

* who(1) B/RsEBR ANTERGAEM.

« w(l) BIURER AEARGAEE , MPIEMATEE,
« last(l) BREREREZEEANT IR,

+ lastb(1) BN AEREZSERBENMT R,

RN
"/var/run/utmp” F1"/var/log/wtmp” #AFEEEKEREEN. 2K login(l) 1 utmp(5).

9.5.2 BEAA

FRATINEIR TEMARER wall(l) ABARGNE—EAFEEER.

$ echo "We are shutting down in 1 hour" | wall

9.5.3 FHEHA
74 PCI 385 HE (AGP, PCI-Express, CardBus, ExpressCard %), —BHAR{E R 1spci(8) (tWEFMN L -nn" BIF) &
fTHE RS bLER LT

Besh , ARATRUE IBRERE"/proc/bus/pei/devices” EIKNATBIE"/sys/bus/pei” THEHKE §58 FEI TS
Bl (2R 1.2.12).

9.5.4 fEREAAL

% GNOME H KDE JE38IRRBE L E AR , AR ERENARCERES BB BN ETEAR TAKEE | BE
—ERECEMRNERAR , LE—EIFNEE.

B2, ACPI 2—1Etk APM i EIREIE RGAEL,

N
IRARALH CPU SARTIEINGE , EBMOME4H acpi_cpufreq BIEK.



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC_Card#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
https://zh.wikipedia.org/wiki/高級調配與電源接口
https://zh.wikipedia.org/wiki/高級電源管理
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LD TATE NN

pciutils V:254,1:992 | 280 Linux PCI TH: Tspci(8)
usbutils V:80, 1:887 322 Linux USB TE: Tsusb(8)
nvme-cli V:22, 1:30 2222 Linux NVMe LE: nvme(1)
pcmciautils V4, 1.7 92 Linux PCMCIA T E: pccardct1(8)
scsitools V0, I:2 261 SCSIFEBIE T H&: 1sscsi(8)
procinfo V0, I:6 149 %" /proc™ 1sdev(8) BIEAL &N
Tshw V:13,1:90 971 | IERSFIRLER: Lshw(l)

discover V:27,1:685 | 81 FIZR A &% discover(8)

Table 9.13: fg#&:8 R L A%k

L) ATE X/ | FRER
console-setup V:77,1:.973 | 420 Linux IFFEFRIfERERTH
X11-xserver-utilsy s15 1549 | 559 | X JRESHTA: xset(1), xmodmap(l)

&= ‘-;-“ (A9 ’:‘n SN \/\ \ A=, (=]
acpid V:58, 1:90 158 (iﬁgg?)ﬁfﬁﬁﬁﬂ EIRNHE (ACPl) BN BREET =FE
acpi V:7,1:85 49 BK ACPI RE BT HE
sleepd V0, 1.0 84 EEATHE , FEEANKIRKIRENEE=E 24250 (daemon)
hdparm V:117, 1:222 | 246 BECNEREY BRE 9.6.9)
smartmontools V229, 1:264 | 2455 | 1 SMAR.T. BHfE G724
setserial V:3, 15 104 FIMEEHT AEE
memtest86+ V:0, I:119 12473 | ClEle e ete | B
scsitools V:0, I:2 261 SCSIFREZET EE
setcd V0, I:0 33 FeRERE T R IEL
big-cursor :0 26 EhZ PN Y

Table 9.14: fg3EAAc LA %3k



http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
https://tracker.debian.org/pkg/pciutils
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
https://tracker.debian.org/pkg/usbutils
http://packages.debian.org/sid/nvme-cli
http://qa.debian.org/popcon-graph.php?packages=nvme-cli
https://tracker.debian.org/pkg/nvme-cli
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
https://tracker.debian.org/pkg/pcmciautils
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
https://tracker.debian.org/pkg/scsitools
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
https://tracker.debian.org/pkg/procinfo
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
https://tracker.debian.org/pkg/lshw
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
https://tracker.debian.org/pkg/discover
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
https://tracker.debian.org/pkg/console-setup
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
https://tracker.debian.org/pkg/x11-xserver-utils
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
https://tracker.debian.org/pkg/acpid
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
https://tracker.debian.org/pkg/acpi
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
https://tracker.debian.org/pkg/sleepd
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
https://tracker.debian.org/pkg/hdparm
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
https://tracker.debian.org/pkg/smartmontools
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
https://tracker.debian.org/pkg/setserial
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
https://tracker.debian.org/pkg/memtest86+
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
https://tracker.debian.org/pkg/scsitools
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
https://tracker.debian.org/pkg/setcd
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
https://tracker.debian.org/pkg/big-cursor
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9.5.5 AL IFHEFNIEFERFR]

THEHRE ARG NIFELIFR % - MM/DD hh:mm, CCYY.

# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian ZARAIIFHIEH BEIZR A4S |, (BREISIFRIEE A UTC(GMT) K,
INSRIE LRI E & UTC B5f |, 578 /etc/default/reS #mEEE‘UTC=yes”,
THEHEEHFIRC Debian R4 BHIE.

# dpkg-reconfigure tzdata

ANRIRF R B BARRE R E ARG , BEMEM ntp, ntpdate M chrony EXABRAHK NTP JR¥.

7R
1t systemd T , 2{FF systemd-timesyncd REMREITHREIFHERLE. 258 systemd-timesyncd(8).

FTm,

* ASRERFFEIAN HHEIE HOWTO
o NTP AR ER
* ntp-doc A

R
7£ ntp BEMEK ntptrace(8) BEFAIRHE NTP JRFSSEZE JRIRIR.

9.5.6 ZRumAHAC

B TH T URRFARFTTIRHIEM ncurses(3) REGINRE.

« “/etc/terminfo/*/*"t&X (terminfo(5))

« “STERMIRIZSZE (term(7))

« setterm(l), stty(l). tic(l) F toe(l)

NS xterm ¥ terminfo ¥IE Debian i xterm A ER , BIERLIE

Vify
YRR RI“STERM”, fE“xterm" B ATNRER FRAIRAS (Fl20“xterm-r6”), E%
B STERM 518 A,

B \EI Debian RA&ly , REERERILL
RNAZ R “/usr/share/doc/libncurses5/F/

9.5.7 HEEMRM

FRIRAER Linux EBREBIREIFENA S Linux BEHE4& (Advanced Linux Sound Architecture , ALSA) 12
fit. ALSA 1t T B ZATH BAES A%t (Open Sound System , OSS) MHAEHEE,
JEREEAETHEEANEEESIFBEETRE  WTUBEB — S ZE4WBRERBmAKKAMEM. BET,
PulseAudio, JACK 1 PipeWire # FIEBEMRGin A%, 2 R Debian 4FEES BH SEIRIIER.
HEEMNEAREEEHE —EEANESS 2. SESEREXFERANESSIZBE ] UEREEREARIMNE SR
ARES.



https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
https://tldp.org/HOWTO/TimePrecision-HOWTO/index.html
https://www.ntp.org/
https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
https://wiki.debian.org/Sound
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AN

{#/A“cat /dev/urandom > /dev/audio’@} speaker-test(1) KAE{5

BR (rCEL).

LN

MRFEEIERNEE | IMRMISE S TREEARE) T —ERF S . WANZZRARAFLME . alsa-utils &g

A H) alsamixer (1) AT RIFPFARCE S FEFFE.

ENER) AT N

alsa-utils V:341, 1:1475 | 2702 FRCAI{ER ALSAR TR

oss-compat V:0, I:110 18 £ ALSA THZ& 0SS, 78f“/dev/dsp not found™$Eiz

pipewire V:316, 11373 | 142 Bl R S| 2% S IR - RaX B e

pipewire-bin V:324,1:373 | 2094 | SRR AR 5| E L IRRE IR in - B ARG M a2 FIFER

pipewire-alsa V:168, 1:238 | 197 Bl AR S | L AL R im - (B ALSA &G
=Z= R RIES [ EZ A LA S ; ==
73

pulseaudio V:166, 1:1197 | 6606 | PulseAudio fiR#5in

Tibpulse0 V:439, 1:587 | 977 PulseAudio & FigE

jackd V:2,1:115 8 JACK Audio Connection Kit. (JACK) falfilkzs ({KiEE)

libjacke V2, 1.9 330 JACK Audio Connection Kit. (JACK) & ({KiEHE)

Libgstreamerd.0-By. 465 1:602 | 5280 | GStreamer : GNOME B3| &

Libphonon4qts-4 1,56 .64 | 572 | Phonon : KDE 83| %

9.5.8

BARAER = RE

BRI RRE A TENES.

Table 9.15: EF# L4,

RIR

E5

Linux & 6%

XRE (BIFFERERE)

setterm -powersave off

xset s off

XR&E (FIEF dpms)

xset -dpms

XHE (ERRE GUIF)

xscreensaver-command -prefs

Table 9.16: BAPAERHMRETE LT3R

9.5.9 REAEAENSEE

AT DB BAKAIHE 2 ks K BARAMENSEE . 18 pespkr ReOARARMIRR | AT RAMEISEE.
bash(1) MZIK readline(3) 72X , BIBEIEEF T (ASCII=7) Iy , #§&#4A, TEHRRMERGIELLEAE,

$ echo "set bell-style none">> ~/.inputrc



http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
https://tracker.debian.org/pkg/alsa-utils
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
https://tracker.debian.org/pkg/oss-compat
http://packages.debian.org/sid/pipewire
http://qa.debian.org/popcon-graph.php?packages=pipewire
https://tracker.debian.org/pkg/pipewire
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-bin
http://qa.debian.org/popcon-graph.php?packages=pipewire-bin
https://tracker.debian.org/pkg/pipewire-bin
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-alsa
http://qa.debian.org/popcon-graph.php?packages=pipewire-alsa
https://tracker.debian.org/pkg/pipewire-alsa
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-pulse
http://qa.debian.org/popcon-graph.php?packages=pipewire-pulse
https://tracker.debian.org/pkg/pipewire-pulse
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
https://tracker.debian.org/pkg/pulseaudio
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
https://tracker.debian.org/pkg/libpulse0
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
https://tracker.debian.org/pkg/jackd
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
https://tracker.debian.org/pkg/libjack0
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon-graph.php?packages=libgstreamer1.0-0
https://tracker.debian.org/pkg/libgstreamer1.0-0
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4qt5-4
http://qa.debian.org/popcon-graph.php?packages=libphonon4qt5-4
https://tracker.debian.org/pkg/libphonon4qt5-4
https://zh.wikipedia.org/wiki/Phonon_(KDE)

Debian 2% 161/ 247

9.5.10 :CiERE(FEH

WHRIER | 1R MR R A AR ISR ERE A (E FIIE IR

« “/var/log/dmesg A% O RENE B S T o] FIECIEALAASTRAE AN,
. free(1) # top(l) BERIEAEDITI RGP ECIEIE S IRNAIRIE .

T2 — @B,

# grep '\] Memory' /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k «
data, 296k init)

$ free -k

total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572

R RE & BI5 AR “dmesg &5F 1K free & 990 MB , T free -k &55F{/R free & 320 MB, IEE%K T i 600 MB --+---

AR Mem: "EITH ‘Uused B RIER ‘Free"B/NIME , HESER , RHFERFNE THRNIME (FELEHNEIFHE
F2 675404 F1 321780),

HIATK MacBook , B 1GB=1048576k ;iCtElE (AR RAGMIE—L) , HBEIIWWT.

BE TN
dmesg F total FK/]\ 1016784k = 1GB - 31792k
dmesg F K] free 990528k

shell TH] total 997184k

shell ] free 20256k ({HEEHRA 321780k)

Table 9.17: FREHIGCIERL K/

9.5.11 FA#HLEMMTEMRE

KRR AGAE T REG REBERN AL , EBEHIMNBIEAEA.
HN AR R EMNTEMEMNRE , (REER TEEL A ERA.
» debsums #§&4, , 28 debsums(1) FEl 2.5.2,

chkrootkit ##gf , 2R chkrootkit(l),
» clamav EiEAZj% , 2/ clamscan(l) 1 freshclam(l),

» Debian security FAQ,
» Securing Debian Manual,

THE—EMENTESTS , BRI HTA N\ T RRSERIERT T,
# find / -perm 777 -a \! -type s -a \! -type 1l -a \! \( -type d -a -perm 1777 \)

( ) EE
¢ debsums BEEAE AN MDS5 #ehans , At MHREERE , WA REREMERGR MR
TA,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-manual/
https://zh.wikipedia.org/wiki/MD5
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LG ATIE X/ | EREA

Logcheck V5, 156 120 &E?E‘Jj%ﬁfc (daemon) , AL HFERERFHER BIBEHHFE
ﬁ%u EEEE

debsums V:4, 1:30 107 | ERFER , £ MD5 BRI H E R B ANE R ETRR

chkrootkit V9, 114 966 rootkit & AlELES

clamav V:8, 1:39 33154 | Unix RiimeE B eI 3 M|

tiger VI 11 7800 | mMERRKEIWIA

tripwire Vi1, 11 5050 | fEEANE T EERAEREE

john Vi1, 17 469 | FREREREEE LR

aide Vil 12 331 EPE N BIRIEAR A —EFRE &

integrit V0, 1.0 2939 | EERTEMEEEREN

crack V0, 1.0 153 FRSEAFER

Table 9.18: FER RARAMAIZ R BT A
9.6 EFMAFTI

Booting your system as the Linux live system (see &1 3.2.2 and &3 3.2.3) makes it easy for you to reconfigure data
storage on the installed system.

MREEE GU (BREFERENE) SEAR THEBHE , EHEMETREN , RUERTERG4SIIFT
umount(8) IBLLEE,

9.6.1 TFHETHIFERBER

B 2SR AR AT LAUEIA mount. coreutils A xdu SRAEAR AR AT
 mount(8) BRFTAHEBRIER AL (= HilE).

o df(1) MERE ARG FERANERTH.

* du(1) ¥E B srieHE AR R R,

N
PRET ARG du(8) Asam e {F#4s xdu(lx) , REMEMBEELENE R , flal‘du -k . |xdu” “sudo du -k -X
/| xdu"ZEE,

9.6.2 FhENEIRETIAD

N ER D ERETIAD , B8 fdisk(8) HWrbARIZENTIAC , (B2 parted(8) TEHREESEEMK.

E/ PC LN ES| E5C8% (Master Boot Record , MBR) A% , #IEENEREERMAGFES—ERE , B LBA
BIE 0 (512 {uJjt4h).

— e EG—AIEREMFE/E (Unified Extensible Firmware Interface , UEFI) Bif{t PC , A3FE® Intel 1§
Mac , fFH £EMHE—IZHNEHER (GUID Partition Table , GPT) A% , BIRNEEERNAREES —EBE.

&% fdisk(8) —ERBIRNBHMEKIRETR |, {BIR1E parted(8) H#RTE.

( ) =
%8 parted(8) BMBMAERKEILMARERARS , EEAMEERFNEM TARMELEGERTS,
520 mkfs(8) (mkfs.msdos(8), mkfs.ext2(8), mkfs.ext3(8), mkfs.ext4(8)---- ) #1 resize2fs(8),



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
https://tracker.debian.org/pkg/logcheck
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
https://tracker.debian.org/pkg/debsums
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
https://tracker.debian.org/pkg/chkrootkit
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
https://tracker.debian.org/pkg/clamav
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
https://tracker.debian.org/pkg/tiger
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
https://tracker.debian.org/pkg/tripwire
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
https://tracker.debian.org/pkg/john
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
https://tracker.debian.org/pkg/aide
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
https://tracker.debian.org/pkg/integrit
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
https://tracker.debian.org/pkg/crack
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
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L MTE NIEL

util-Tinux V:897,1:999 | 4384 | ZFEFAH LA , B fdisk(8) #1 cfdisk(8)
parted V:445,1:579 | 126 GNU Parted , BIENEFEFZEFER,

gparted V:13,1:92 2313 | E® libparted i) GNOME  EfBAREEFZ
gdisk V:20, 1:309 | 940 A7t GPT/MBR I 7 I IR0 ) BB ARERAZ I\
kpartx V17, 127 78 A ENBIEN I B B IRE

Table 9.19: FFEHEHESIRE AL

)z
A7 1E GPT M MBR Z Y , (RFE B HEMIREITANAERFHORNE (2 RE 9.8.6)AFH parted /dev/sdx
mklabel gpt’@i‘parted /dev/sdx mklabel msdos’ZK:REE. HiEE , EfEFEAM msdos A MBR,

9.6.3 {5 UUID 7ZERH EtE

HEEHMRERRD BESABEEENENBIEF T8RN BB EERRRNET , BRTUEAR—E uUID
KAMEM. MRIFEZEEEI BRA BIOS/UEFI IRBAEM—BMEE R , FH UUID 2 RSERIRE,

 mount(8) g H - UNEBIART UEFAUUID FiHE—EIRKEE , MALMERATERTE , #la1“/dev/sdas”,
« “/etc/fstab” (2R fstab(5)) TJRA{#ER UUID,

 SIEEARER (87 3.1.2) WATMER UUID,

2R
RATLAME A blkid(8) FRifHR— B EIREE M UUID,
YRAETRMEA 1sb 1k - 7 3ARIA UUID AL E T &N,

9.6.4 LVM2

LVM2 B—{EAR Linux i OHEEEEES. B8 LYM2 (55 |, IBIRS BT DURIL 7R8I LR BAWIRERR,
LVM B T3IFHK,

« Linux # O R B HIRSTEE  (Debian 1/ OFARR R )
c EAEEEREEHMTIEE (libdevmapper* &iE20)
- EAEBER LVM2 TA (lvm2 &i88)

A TEM man FHBHaREAE LVM2,

 lvm(8) : LVM2 BHIRERA (5T i LVM2 $54)
« lvm.conf(5) : LVM2 pi4HRERE S

Lvs(8) : IREEEE BRI SN

vgs(8) : FEHAANAERIE

pvs(8) : MEYIRE VMBS



http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
https://tracker.debian.org/pkg/util-linux
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon-graph.php?packages=parted
https://tracker.debian.org/pkg/parted
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon-graph.php?packages=gparted
https://tracker.debian.org/pkg/gparted
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon-graph.php?packages=gdisk
https://tracker.debian.org/pkg/gdisk
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon-graph.php?packages=kpartx
https://tracker.debian.org/pkg/kpartx
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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9.6.5 &R AGIIAC

I extd FER RS, e2fsprogs AR THEHMIA.

« mkfs.ext4(8) FNHH extd FER R4

« fsck.ext4(8) IBEHBEIRE extd tER R4

 tune2fs(8) FHD extd HERARZHNBAIR

« debugfs(8) EENHXAIREE extd HERFAR. (EF undel FESKIREEAMIRHFESR.)

mkfs(8) # fsck(8) ¥§4 2 e2fsprogs AN , B EEER ARG MMARENNANSE. (nkfs . Fstype M fsck. fstype).
i extd iR EL, B2 mkfs.ext4(8) 1 fsck.ext4(8) (B FSEELLEI mke2fs(8) F1 e2fsck(8)).

Linux SIEME—EERAS , BAMNKTES.

B TR WNIE L
e2fsprogs V796, 1:1997 | 1549 | ext2/ext3/extd X F%4 L A
btrfs-progs V48, 1:76 5204 | Bufs fERXAGLLE
reiserfsprogs V9, [:21 473 Reiserfs fe X &4 LE
zfsutils-linux | V:31,1:32 1891 | OpenZFS tEX A% LA
dosfstools V:247,1:572 | 310 FAT & 2% LK. (Microsoft: MS-DOS, Windows)
exfatprogs V:36, 1:467 | 352 exFAT X F% L E , B=E4EE.
exfat-fuse V:2, 1:50 73 FUSE RE exFAT R A% (1%3X) Eag).
xfsprogs V:36, 1:86 4386 | XFSIEEA#LHE. (SGI: IRIX)
ntfs-3g V:193, 1:1527 | 1500 FUSE ;252 NTFS fEX &% (& : Windows NT -+ ) ERE),
jfsutils V0, I:7 1104 | JFS FER AL LH. (IBM: AlX, OS/2)
XOFriso V:14, 1163 347 :ijttgigﬂ?r?i;m the ISO-9660 filesystem and CD/DVD writing from
wodim V:8, 1:96 898 command line CD/DVD writing tool from cdrkit
genisoimage V:18, 1:167 1567 | command line 1ISO-9660 filesystem tool from cdrkit
reiser4progs V0, 11 1367 | Reiserd 18X &% L E
hfsprogs V0, I:3 394 HFS &1 HFS Plus 18X A% T E. (Apple: Mac OS)
zerofree V:5, 11119 30 I8 ext2/3/4 Fa R A4 L = EIRRE A S IR

Table 9.20: IR ARG EFMIIF
N

Ext4 tEEASE Linux A% LTARRAIRER A4 | @R FEREEERAS , RIERERHRMIEENER.
Btrfs {KAEREZAFE Debian wiki on btrfs 1 kernel.org wiki on btrfs ¢35, E#HIEEEA extd ER ARG BN T—A

THRRER AR

—8TAAPIERE Linux B O3HRIIER THBERAR (B RE 9.8.2).

9.6.6

ERAREIMNTEMIRE

mkfs(8) 7£ Linux R# _EEIIER A%, Fsck(8) $541E Linux A% LiRIEHER AR T EMERENBED
1SR A% 1% |, Debian IRAETAZR AR FHEBMERIBT Fsck.,

b
E

o

Sy =z
e

HEOAHEIERAR BT fsck , —MERT2K.



https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/e2fsprogs
http://qa.debian.org/popcon-graph.php?packages=e2fsprogs
https://tracker.debian.org/pkg/e2fsprogs
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/btrfs-progs
http://qa.debian.org/popcon-graph.php?packages=btrfs-progs
https://tracker.debian.org/pkg/btrfs-progs
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/reiserfsprogs
http://qa.debian.org/popcon-graph.php?packages=reiserfsprogs
https://tracker.debian.org/pkg/reiserfsprogs
https://zh.wikipedia.org/wiki/Reiserfs
http://packages.debian.org/sid/zfsutils-linux
http://qa.debian.org/popcon-graph.php?packages=zfsutils-linux
https://tracker.debian.org/pkg/zfsutils-linux
https://zh.wikipedia.org/wiki/OpenZFS
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon-graph.php?packages=dosfstools
https://tracker.debian.org/pkg/dosfstools
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/exfatprogs
http://qa.debian.org/popcon-graph.php?packages=exfatprogs
https://tracker.debian.org/pkg/exfatprogs
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/exfat-fuse
http://qa.debian.org/popcon-graph.php?packages=exfat-fuse
https://tracker.debian.org/pkg/exfat-fuse
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon-graph.php?packages=xfsprogs
https://tracker.debian.org/pkg/xfsprogs
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon-graph.php?packages=ntfs-3g
https://tracker.debian.org/pkg/ntfs-3g
https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon-graph.php?packages=jfsutils
https://tracker.debian.org/pkg/jfsutils
https://zh.wikipedia.org/wiki/JFS_(file_system)
http://packages.debian.org/sid/xorriso
http://qa.debian.org/popcon-graph.php?packages=xorriso
https://tracker.debian.org/pkg/xorriso
https://zh.wikipedia.org/wiki/ISO_9660
https://en.wikipedia.org/wiki/Libburnia
http://packages.debian.org/sid/wodim
http://qa.debian.org/popcon-graph.php?packages=wodim
https://tracker.debian.org/pkg/wodim
https://zh.wikipedia.org/wiki/Cdrkit
http://packages.debian.org/sid/genisoimage
http://qa.debian.org/popcon-graph.php?packages=genisoimage
https://tracker.debian.org/pkg/genisoimage
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Cdrkit
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon-graph.php?packages=reiser4progs
https://tracker.debian.org/pkg/reiser4progs
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon-graph.php?packages=hfsprogs
https://tracker.debian.org/pkg/hfsprogs
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon-graph.php?packages=zerofree
https://tracker.debian.org/pkg/zerofree
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
https://wiki.debian.org/Btrfs
https://btrfs.wiki.kernel.org/index.php/Status
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ET TN

f£'/etc/mke2fs.conf” #:& € enable_periodic_fsck” d{F A "tune2fs -cO /dev/partition_name”
FUERAHE B A O, FATAFEERIES | 38 root IRR AR BIEENNFTERERRAL L, TEMBIT Fsck(8) 54
2 H mke2fs.conf(5) # tune2fs(8).

KRBV EEBITH Fsck(8) F844ER , FRAFE"/var/log/fsck/” Bk TigafR.

9.6.7 WIBHMERIBEUERASR

“/etc/fstab’FEET ERKIFRERERZ RSN, #40 ,

«file system» «mount point» «type» «options» «dump» «pass»

proc /proc proc defaults 00

UUID=709chbe4c-80c1-56db-8ab1-dbce3146d2f7 / ext4 errors=remount-ro 0 1

UUID=817hbaeb6b-45d2-5aca-4d2a-1267ab46ac23 none swap sw 00

/dev/scd0o /media/cdrom@ udf,iso09660 user,noauto 0 0
RN

UUID (288 9.6.3) TJABNR—APREERTE (Hlan“/dev/sdal”. “/dev/sda2”--) KEHI—EREE.

#¢ Linux 2.6.30 #2 , M ORTERATARIR M relatime” BIH,
£ 5 fstab(5) 1 mount(8).

9.6.8 EiBHBAIE (superblock) BUERER%
—(AFERRAEFMERTMER tune2fs(8) FE4 BB BRILIEIL.,

« $4T“sudo tune2fs -1 /dev/sdal”f]ARER‘/dev/sdal’ FHER ZAGRBBRIRANE.

« Hif7’sudo tune2fs -c 50 /dev/sdal” ¥%"/dev/sdal” FERAKHNIRTE (EEREISEIT fsck) SJERAS 50
N ELD

s #HifTsudo tune2fs -j /dev/sdal’@4AER ARG I HETRE , Bl*/dev/sdal’ g R A A A ext2 dEia s
ext3, (HFHEMERE RGIEEM. )

« MfT“sudo tune2fs -0 extents,uninit_bg,dir_index /dev/sdal && fsck -pf /dev/sdal’7£“/dev/sd
LHEER ext3 EiRA extd, (HFRHENARIEZM.)

N
B% tune2fs(8) MAEFRIEKM , (BETERLMAN ext2 fERAMG , WAL ext3 M extd FERAL.

9.6.9 FhERIEN

( ) &
TERITETERE TR BT , SR ROTEILIEIEE hdparm(8) i) man FME , RAE T AEe Y SR ot 1s
RARE KHEE,



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4

Debian 2% 166 /247

RA[AE @ “hdparm -tT /dev/sda”SKIAIEK"/dev/sda BRI EUR B, HR—L{E A (E)IDE FARMBERE |, /R
AT fERA“hdparm -q -c3 -d1 -ul -m16 /dev/sda”’KpifA“(E)IDE 32 {uX1E". RtF“using_dma flag”. %€
“interrupt-unmask flag”¥rE& X “multiple 16 sector I/0” (f&fig 1) , T ANEREREFEUR

#RATBUE B “hdparm -W /dev/sda’Z Iz /dev/ sda iRt B NIRERZNBE #RATA{E F“hdparm -W @ /dev/sda”
FARAR A\REXTNARE,

ISR CD-ROM i | /ReJAfEA"seted -x 2" BREE , HAERAEBEL4EN CDROM i,

9.6.10 [E|REFFMERIEN

FERERERE (Solid state drive , SSD) B &R A% B EM&IAI.
1E /etc/fstab #H , HERMEERIERCHE A tmpfs” , A RUBD RN B E RIS 3R BE L HERR I8 FE .

9.6.11 {#f SMART FRAEH =
RATMEFARA SMART f smartd(8) %E=H 242X (daemon) FEURFIATEIRAMERE.

1. 7£ BIOS HitA SMART LfRE.

2. &# smartmontools #i&4,

3. I8 df(1) §IH B RRERENYL I E,
« BEMMERERIRMREIR % /dev/sda”,

4. & smartctl -a /dev/sda’iiist , & SMART TIRER BERE.
o MRBAH , @iB“smartctl -s on -a /dev/sda’BAE.

5. BB TIIARBIT smartd(8) EE=F=F X (daemon),

« JHk& /etc/default/smartmontools R+ “start_smartd=yes iz iFE,
« Bi@“sudo systemctl restart smartmontools”EFAiE) smartd(8) Z=~T#F2F (daemon),

7R
smartd(8) BE=HRFE (daemon) TTRMER /etc/smartd.conf #HRETEHER  BEPEE T HEINES.

9.6.12 J&Ei# $TMPDIR fE (£ 1ZE %

FERRRX—RERRHF RS/ tnp FEERIESR . R/ tmp iR B RHMANTH , RATLUEIR STMPDIR BAHR 2
FRAIE R TR i,

9.6.13 &8 LVM &7 0] BT

TEREIRFIE I FE Logical Volume Manager & {#[EETE (LVM) (Linux 55M4) _ERISEIRE , TS SIEIB & OHE
AHEMIFEFTHARBE KRN, MAFTEESERFERE LT RKENEFLC.



https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)

Debian 2% 167 / 247

9.6.14 BBHE FZ—ENBWERIEFT O] BHEFETRH

ﬁﬂ%‘f ﬁ ESRNERE (Flan/dev/sdx’) , RETAEA mkfs.ext4(l) e L , WEHE mount(8) B HI
IMREEFZTHNB . (REERRFRERANS.)

$ sudo mv work-dir old-dir

$ sudo mkfs.ext4 /dev/sdx

$ sudo mount -t ext4 /dev/sdx work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir

7R
YR ATRUE SRS — A TR MG AER (2R8 9.7.5) EA—EERKE (2R& 9.7.3). ERMNEREFERES
fE& BRR T B R g mgn.

9.6.15 1Ei8“mount --bind"## F—E B K IFERE L] AAETH

MRFEF—ENEHEEE—ETETATHNT B (Flan“/path/to/emp-dir”) , #RA]PUBIBHA- -bind"#
TEA) mount(8) , A EHEE—EREFEELTHKWE S (Flan“‘work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.6.16 %A overlay #&; (overlay-mounting) 5—{EH$%KIEFEH ] BFETHE

MRIRER— @ﬁj‘%lﬂﬁﬁéqﬂﬁ—fﬁﬁﬁﬂ =fH ($I40 ,“/path/to/empty’#1*/path/to/work”) , #RA]ATER I —
BB U HEIRFETHNOIMEEMNE S (65120 ,*/path/to/old") , Eigkif , MRBEZMH Linux 3.18 fRAZ/ER
EHhRAS (¥ € Debian Stetch 9.0 B E#HhRAS) ¥ OverlayFsS,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/old-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty’#1“/path/to/work’EZ AT :E RN EIFE , RMEEFAE N /path/to/old”,

9.6.17 {FRFRIEAIRTE ] Mi#FTH

( ) EFE
Eg—{@aﬁﬁﬁmmz FUE ISR T gL B SR BEA G 1IER Tk, BB E A LS ATRA HE”
'f«(

ﬁﬂ%{fﬂggﬁfgﬁ%ﬁﬁ@ﬁ EE T AEHE B (Flan°/path/to/emp-dir”) , {RETUMEMR n(8) BILH
(EESRHEES

)
$ sudo mv work-dir old-dir

$ sudo mkdir -p /path/to/emp-dir

$ sudo 1ln -sf /path/to/emp-dir work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir



https://en.wikipedia.org/wiki/OverlayFS
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ﬁﬂ“_fﬂ:

'J““TEE RGEENBS% (Blan/opt”) EAEARIRSE, BRNBAEAGIHRSTRERES.

9.7 HAIEM&

HEE TR B IIRIE.

9.7.1 RERIHERRISIESR

The disk image file, "disk.img”, of an unmounted device, e.g., the second SCSI or serial ATA drive "/dev/sdb”,
can be made by one of the following.

# dd if=/dev/sdb of=disk.img; sync
# cp /dev/sdb disk.img ; sync
# cat /dev/sdb > disk.img ; sync

{%g: PC # {4 IDE @ —BERNIESIECEE (MBR) (BREN 9.6.2) HHMEMEATLAER dd(1) BB TFA
REL,

# dd if=/dev/sda of=mbr.img bs=512 count=1
# dd if=/dev/sda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/sda of=mbr-part.img skip=446 bs=1 count=66

« “‘mbr.img”: FHHEFERK MBR
» “mbr-nopart.img’: NESEREREK MBR
» “mbr-part.img”: {€ MBR {9 EfER

IRFEZ N ISR R — ERB R BB | (REREM"/dev/sdal’FHN"/dev/sda’,

9.7.2 HIEkBARK

The disk image file, "disk.img” can be written to an unmounted device, e.g., the second SCSI drive "/dev/sdb”
with matching size, by one of the following.

# dd if=disk.img of=/dev/sdb ; sync
# cp disk.img /dev/sdb ; sync
# cat disk.img >/dev/sdb ; sync

AR |, IEEE D BB R AER partition. img AT UEB FIIA K BARIILAL K/ NR K ERE (5120 , S5 Z1E
SCSI HERF—ENEIHE /dev/sdb1)),

# dd if=partition.img of=/dev/sdbl ; sync
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9.7.3 HIERIERGIER
AT {55 R P B 1 T 5 SRR T A BB ) BRI AR AR & “par tition . img’,

# losetup --show -f partition.img
/dev/1loop0

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
...hack...hack. . .hack

# umount /dev/1loop0

# losetup -d /dev/loop@

ATRAR A0 T P8R,

# mkdir -p /mnt/loop®
# mount -t auto -o loop partition.img /mnt/loop®
...hack...hack. . .hack
# umount partition.img

AAER BERE HEAE S E ) BERKMIRIRE disk . ing KIEE D BIE,

# losetup --show -f -P disk.img

/dev/loop0®

# 1s -1 /dev/loop0*

brw-rw---- 1 root disk 7, O Apr 2 22:51 /dev/loop®
brw-rw---- 1 root disk 259, 12 Apr 2 22:51 /dev/loopOpl
brw-rw---- 1 root disk 259, 13 Apr 2 22:51 /dev/loopOpl4
brw-rw---- 1 root disk 259, 14 Apr 2 22:51 /dev/loopOpl5

# fdisk -1 /dev/1loop0®

Disk /dev/loopO: 2 GiB, 2147483648 bytes, 4194304 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: gpt

Disk identifier: 6A1D9E28-C48C-2144-91F7-968B3CBCY9BD1

Device Start End Sectors Size Type

/dev/1loopOpl 262144 4192255 3930112 1.9G Linux root (x86-64)
/dev/loop0Opl4 2048 8191 6144 3M BIOS boot
/dev/1loop0Opl5 8192 262143 253952 124M EFI System

Partition table entries are not in disk order.

mkdir -p /mnt/loop@pl

mkdir -p /mnt/loop@pl5

mount -t auto /dev/loopOpl /mnt/loopOpl

mount -t auto /dev/loop@pl5 /mnt/loopOpl5

mount |grep loop

/dev/1loopOpl on /mnt/loopOpl type extd (rw,relatime)

/dev/1loopOpl5 on /mnt/loopOpl5 type vfat (rw,relatime, fmask=0002, dmask=0002,allow_utime <«
=0020, codepage=437, iocharset=ascii, shortname=mixed, utf8, errors=remount-ro)

...hack. . .hack...hack

# umount /dev/loopOpl

# umount /dev/loopO@pl5

# losetup -d /dev/loop0

H H O Kk H

B, RATRAMER kpartx SESETFH kpar tx(8) AL KEWMIKERIEZIMRIBR.

# kpartx -a -v disk.img

add map loopOpl (253:0): 0 3930112 linear 7:0 262144
add map loopOpl4 (253:1): O 6144 linear 7:0 2048

add map loopOpl5 (253:2): O 253952 linear 7:0 8192

# fdisk -1 /dev/loop®
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Disk /dev/loopO: 2 GiB, 2147483648 bytes, 4194304 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: gpt

Disk identifier: 6A1D9E28-C48C-2144-91F7-968B3CBCY9BD1

Device Start End Sectors Size Type

/dev/1loopOpl 262144 4192255 3930112 1.9G Linux root (x86-64)
/dev/loop0Opl4 2048 8191 6144 3M BIOS boot
/dev/1loop0Opl5 8192 262143 253952 124M EFI System

Partition table entries are not in disk order.
# 1s -1 /dev/mapper/

total 0

Crw------- 1 root root 10, 236 Apr 2 22:45 control

lrwxrwxrwx 1 root root 7 Apr 2 23:19 loop@Opl -> ../dm-0

lrwxrwxrwx 1 root root 7 Apr 2 23:19 loopOpl4 -> ../dm-1
lrwxrwxrwx 1 root root 7 Apr 2 23:19 loopOpl5 -> ../dm-2

# mkdir -p /mnt/loopOpl

# mkdir -p /mnt/loopOpl5

# mount -t auto /dev/mapper/loopOpl /mnt/loopOpl

# mount -t auto /dev/mapper/loopOpl5 /mnt/loopOpl5

# mount |grep loop

/dev/1loopOpl on /mnt/loopOpl type extd (rw,relatime)

/dev/1loopOpl5 on /mnt/loopOpl5 type vfat (rw,relatime, fmask=0002, dmask=0002,allow_utime <«
=0020, codepage=437, iocharset=ascii, shortname=mixed, utf8, errors=remount-ro)

...hack...hack. . .hack

# umount /dev/mapper/loopOpl

# umount /dev/mapper/loop@pl5

# kpartx -d disk.img

9.7.4 EIRRSRERRRIES
FRATENAR, —EEERGERdisk.ing” BEFBIRETB S EMBRNER , A —EEIF 0/ Gk

%’new.img”,

umount new.img
umount disk.img

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

#

#

MR disk.img b ext2, ext3 2k extd , RILFTRAG T EAMR{EH zerofree BiEAF K zerofree(8),

# losetup --show -f disk.img
/dev/loop0®

# zerofree /dev/loop®

# cp --sparse=always disk.img new.img
# losetup -d /dev/loop@

9.7.5 RUETHIMIREIGIESR
R TFEMAER dd1) | TTRAEME—EA/NE 5GIB HZSHIREMEAEER,
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$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

B fallocate(8) JATEEHEMAER , AABAMEAM dd(),
RTENANERIRERE |, (RAEATEEERERRIRG disk . img” L2 ext4 HRRAMR.

# losetup --show -f disk.img
/dev/1loop0®

# mkfs.ext4 /dev/loop®
...hack...hack. . .hack

# losetup -d /dev/loop@

$ du --apparent-size -h disk.img
5.0G disk.img

$ du -h disk.img

83M disk.img

%fqﬁ”disk .img”, ERIERK/NE 5.0 GIB , e BEFHIR(EA{E(22 83MiB. BEZEIEAAEEHIN ext4 EEATHR
ESS

N
MG R B R &R BRI R TEM,

EIRAE Bk e B RE EEREMNIRGE LR ERE 9.7.3 ##4Z, /RAESEMA parted(8) 2% fdisk(8)
HISEHRRE disk. ing” EITHEME , BESA(ER mkfs. ext4(8), mkswap(8) £ LHZIMIERARF.

9.7.6 H{E1S09660 ML Z:IER

2N
Both genisoimage(1) provided by cdrkit and xorrisofs(1) provided by Libburnia share the same command
syntax except for the command name.

" RB SR THE ST LURIB AN T AT/ cdrkit 32448 genisoimage(1) 54 K RE 1SO9660 M &R |, "cd. is0”,

# genisoimage -r -J -T -V volume_id -o cd.iso source_directory

BN , A5 &/ 1S09660 M FEZR |, "cdboot . iso”, BEFA{Y debian-installer 38l E $%k4 source_directory”
®E , AR,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory

E#EH 1solinux boot loader (2R & 3.1.2) 2B EEIN.
RTAENAR , R ABE R R EETE mdSsum & |, WHR{E 1ISO9660 %,

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso
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FUFRESER | RIAZE/IVOEESR Linux 1ISO9600 4838 R4 TEE bug.,

9.7.7 HIEE )\IEZXZ%| CDIDVD-R/IRW

TN

DVD is only a large CD to wodim(1) provided by cdrkit and xorrecord(1) provided by Libburnia. These commands
share the same command syntax except for the command name.

# wodim

REESIIEBIN T VRIS STREI] REE.

--devices

EERSAE)/dev/sda” KE,

# wodim -v -eject dev=/dev/sda cd.iso

SR1E1$ 250 CD-R 4l CD BRENRIL BAE 1S09660 MRRFES |, "cd. iso” WAFIRES , 6120 A0 T FT7RHK wodim(1)

NRA CD-RW K% CD-R , F#N N ARIKIFES R EN.

# wodim -v -eject blank=fast dev=/dev/sda cd.iso

N

MR EEASKBEMHE CDs , £/ wodim(l) Z BifEAin#EE A sudo umount /dev/sda” f§
9.7.8 Hi# 1S09660 M5 tER

BRI

E.

MR"cd. iso” BE—E 1S09660 M, THKITESF L HEIEEMESREI"/ cdrom”.
# mount -t is09660 -o ro, loop cd.iso /cdrom
TN

AR ERAAES B B R 15 E)

e

9.8

, A% 1S09660 =1L CD(ZREF 10.1.7).

ERHIER

B, BT E IR R

N

N E R EAIHIER
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L) TE AN | EREA

coreutils V:892,1:999 | 18457 | ErE#kBEA , B od(1) KELFEER (HEX, ASCII, OCTAL, )
bsdmainutils V4, 1:152 17 TE&PER , F hd(1) KEEFESR (HEX, ASCII, OCTAL, )
hexedit V1,18 70 —EHRIE M wEEay (HEX, ASCII)

bless V0, I'1 924 2IREN TN ERH4REE 2 (GNOME)

okteta Vi1, 1112 1590 | £Ihgef TN hl4weE ey (KDE4)

ncurses-hexedit | ., .4 130 | AR F4RE S (HEX, ASCII, EBCDIC)

beav V.0, 1.0 137 T ER RS MAmEE 78 (HEX, ASCII, EBCDIC, OCTAL, ...)

Table 9.21: #HRFMEH A ERIKERIE RT3

9.8.1 H&RRANAmEE —E{HE R

RERISH A FIERNAIEREM 0d -t x1" 154,

E1 N

HEX 2+ Nz hexadecimal & FEHfERE 57 , H 24 radix & 16, OCTAL 2 /\E{zh& L octal B FEF4EREE |,
FE radixE 8. ASCIl 2B &M HRFZAEFETAE American Standard Code for Information Interchange B33
MR, NEEMIGEFFEME, EBCDIC 27t — (i H4whS1E (%32 #4% Extended Binary Coded Decimal
Interchange Code IR 4E% , 1 IBM KIEUHE EERZ LEA.

9.8.2 NEHEHIIREER

BTAFUFER A HEHIROER TERER

L/ EL) ATE K| FRER
mtools V:7, .54 400 AHI R MSDOS fEXTHE
hfsutils V0, I3 178 A SEER HFS #1 HFS+ 8 T H

Table 9.22: N IRERERNERERTIR

9.8.3 EHHMILEE

Linux A% O BTR (LA RAIDERBE AR Az DB R R B R LR K BIR Sk PO A St
BEEAENRIEMER USRRER 2K HRFTEERNTA.

S AT AN | R

par2 V10, 11119 | 298 A BRERIE R B , M RBMBERR
dvdisaster V0, I:11 1422 CD/DVD BEEEFHEREIG/ZLRNIRE

dvbackup V0, 1.0 413 {FFH MiniDV {TEIRBGENER LE GRE rsbep(D)

Table 9.23: [MIERFILER BN TRSIR
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L AT N
testdisk V:2,1:26 1495 | HEREF R RERNERTER
: o BEIBERLIE magic TTAARKEREN TR (%L : 55 man
magicrescue V0, I:12 257 file 36 T HR41%%)
scalpel V0, 1:2 89 2. S pEfE I
myrescue V0, 1:2 83 RERIEIER PR ER
extundelete V0, I:7 152 REMIR ext3/4 FERAZ ERERMNERTER
ext4magic V0, I:3 235 WEMR ext3/4 FER AR ERERNE A
ext3grep V0, I:2 299 | HBRE ext3 IRE A% LMFRAERATE
scrounge-ntfs V0, I'1 49 NTFS IEE AL ERRERER
gzrt V0, 1.0 33 gzip RETEA
sleuthkit V2, 1:23 1729 | ZEim LA (Sleuthkit)
autopsy Vo, I:1 1026 | SleuthKit KB HE
foremost V0, 114 102 | B BRI EIFE
guymager V:0, I:0 1047 | ER Qt BRI H
dcfldd V0, 1.2 113 | &R dd , AREZENEZE

Table 9.24: ERFERKEAMZRINATEREBSIE

9.8.4 ERHERWKEMZRINHT

AARERERREMZRIAHN A,

ST YN
1£ e2fsprogs EiEMEH debugfs(8) @54 , FHLIELSEM list_deleted_inodes 1 undel 64 , {RRE
SR ext2 1ER A% EMIBRATESR.

9.8.5 IEAERDMESE/IMER

E—EERKKMABERRRR | RIEZEBH ZATLIEE 8 AL [E/NR 2000MiB H/MER | FEEBICEL/N
RGO RYIANER.

$ split -b 2000m large_file
$ cat x* >large_file

ZTHIHERER , FEHERIZEET X FISARER.

9.8.6 ETIHERXENS

&7 EGE N ERER BERNNE , AR rm(1) 160 EMBERARBIHNTIER , RAEEERTREE
FESPITHHIMIEERER. UTBIBRERANBNEREFTE.

$ :>file_to_be_cleared
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9.8.7 #RkFXH

TEKTES AT XTI,

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

RAGEEIR T334

« "5kb.file” £ 5KB &,
s "7mb.file” & 7MB FEreEus .

- vzero .i;ile" W E—{8 0 FHMXL. MBEEIHMBEE  BIEH ntine EWER , MENNANRE
RIS,

» "alwayszero.file” — 218 0 FEI M. MREEHZHIEE , BEM mtine W EH , MENABT U
SESE
B,

9.8.8 E[REIRIFME

There are several ways to completely erase data from an entire hard disk like device, e.g., USB flash drive at
"/dev/sda”.

( ) EE
Check your USB flash drive location with mount(8) first before executing commands here. The device
pointed by "/dev/sda” may be SCSI hard disk or serial-ATA hard disk where your entire system resides.

MTFAREBBERE 0 NANKERERE _ETE &R,
# dd if=/dev/zero of=/dev/sda

T AEME R E B A R ERTE SR,
# dd if=/dev/urandom of=/dev/sda

T R AR AR E RN A AR SRR TE B

# shred -v -n 1 /dev/sda

{REx B AT AEA badblocks(8) ML -t random EIA,

R % dd(1) F647E:5 2 7] 31 8/ Linux CDs (5140 Debian &5 ¢HE) L shell IRIZE T ABE ] B |, FREEFATER B R4
KRERE L | 520" /dev/sda”, "/dev/sda” FHEE FHITEBRIES KT LBHROATRMN AL,

9.8.9 ERIEHE KT FAME

Unused area on an hard disk (or USB flash drive), e.g. "/dev/sdb1” may still contain erased data themselves since
they are only unlinked from the filesystem. These can be cleaned by overwriting them.
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# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to “junk': No space left on device
# sync

# umount /dev/sdbl

< : ) g
= H
This is usually good enough for your USB flash drive. But this is not perfect. Most parts of erased filenames
and their attributes may be hidden and remain in the filesystem.

9.8.10 k1B AR BRI BIRIAIIESR

RMERANIVOBIRR T FEER [, RESEERMAE —LEARERXMER GEER) , WEHERETREK.
ERTII5IF

$ echo foo > bar

$ less bar

$ ps aux | grep ' less[ ]'
bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar

$ rm bar

$ 1s -1 /proc/4775/fd | grep bar

lr-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

BEfRTET 1sof RIBBMEHE , £ BIM—EFRBITM THES.

$ 1s -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ ls -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.8.11 E A ELL

BIEBAENER , fBER"1s - 11" R

$ 1s -1i
total @
2738405 -rw-r--r-- 1 root root O 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo
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"baz” F1"foo” KIEALH 22" (>1) , FoRBPIGREEL,. I inode SREFZ"2738404". 15 RN EFIE RIFKANAE EAL
FEER. MRAAARBAMTIRIRE BAEER |, ARTRUEIR inode SEREE . PLana, IR TEMARNEA"2738404" ,

# find /path/to/mount/point -xdev -inum 2738404

9.8.12 An] RukTHIIEAE

FTABARBIRE S MIBRE , (DARTEFERERR SR | REMPIRBES S BN du(l) TR R. ELBMIBRREEMMBIIR
KN, ATIANER TEHMARIIL .

# 1lsof -s -X / |grep deleted

9.9 EKRNERIN

R DR BUER) PC BT T |, (R AHBR] ASE SIS root 57 A] 48 , FEVER) PC ERIFTHARER (RE 4.6.4).
EERFEBEANBBRRELN PC S ARSI AREREECRANBRBENN TS, BOABEERMEBMRER.
#%E GNU [ZATHE (REF 10.3) \TAHIERETINE , BEFE—LERHEmNTIE,

Dm-crypt B JRAER] Linux 2/ 0MR4R | (£F device-mapper , ATRDEIMERERFRIRAM BB ERIE.

B TATE NNE L
cryptsetup V330, 1:80 465 A AN INERIR R BN E 2. (dm-crypt / 3LUKS)
. TR INERRE R EEEZRIER FRENSRGR T RNERTE
cryptmount V2, 1.2 231 2 (dm-crypt/ LUKS)
fscrypt V0, I'1 6471 | ATRARINEREREZGNE RATE (fscrypt)
Tibpam-fscrypt | Vi0, I:0 5589 | Al AIMRINEFEZR A ME FAFE (fscrypt)

Table 9.25: ERIMEB T A¥%K

EE
BERMERIEFE CPU KMZFEIR , MRENERER , MENEN SR REENE. SR,

E
J&)@ debian-installer (lenny L8 HhR) , #{E Debian R#&AEFA1E T E— RN B £ , £ 5 dm-crypt/LUKS

0 initramfs.

ERIN
BSRE 103 FAETHMEERFER : GNU Privacy Guard,

9.9.1 {#F dm-crypt/LUKS Nz Enfish

You can encrypt contents of removable mass devices, e.g. USB flash drive on "/dev/sdx”, using dm-crypt/LUKS.
You simply format it as the following.



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
https://tracker.debian.org/pkg/cryptsetup
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
https://tracker.debian.org/pkg/cryptmount
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/fscrypt
http://qa.debian.org/popcon-graph.php?packages=fscrypt
https://tracker.debian.org/pkg/fscrypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
http://packages.debian.org/sid/libpam-fscrypt
http://qa.debian.org/popcon-graph.php?packages=libpam-fscrypt
https://tracker.debian.org/pkg/libpam-fscrypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
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# fdisk /dev/sdx

. llnll llpll ||1|| llreturnll llreturnll Ilwll
# cryptsetup luksFormat /dev/sdx1

# cryptsetup open /dev/sdxl secret

# 1ls -1 /dev/mapper/

total @
cCrw-rw---- 1 root root 10, 60 2021-10-04 18:44 control
lrwxrwxrwx 1 root root 7 2021-10-04 23:55 secret -> ../dm-0

# mkfs.vfat /dev/mapper/secret

# cryptsetup close secret

R1& , BT PAEE NEIRAREmIRE FMEA udisks2 #da |, #EZ)"/media/username/disk_label” , R
BESERGAEN (BRE 10.1.7), FEAKESANEREEMER. BHEEETUBEMERBLIR (2R
10.3.6),

RATRIEER WA MRS R RS , G120 mkfs.ext4 /dev/mapper/sdx1” JEEAR A extd, ARME
A btrfs , RAIFERE udisks2-btrfs &iga. WRBELERRS , TRtTRACEERNITBENTH.

9.9.2 {FF dm-crypt/ILUKS H&Ek N 2R fmiihE

B4@FF , A dm-crypt/LUKS 7£”/dev/sdc5” & NI AR AN T & E )" /mnt”

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdcb5: ****

$ sudo lvm

lvm> lvscan

inactive '/dev/ninja-vg/root' [13.52 GiB] inherit
inactive '/dev/ninja-vg/swap_1' [640.00 MiB] inherit
ACTIVE '/dev/goofy/root' [180.00 GiB] inherit
ACTIVE '/dev/goofy/swap' [9.70 GiB] inherit

lvm> lvchange -a y /dev/ninja-vg/root

lvm> exit
Exiting.

$ sudo mount /dev/ninja-vg/root /mnt

9.10 #%/»

HIATIE MRS |, Debian (F KIS BR D BRI Linux 20
WRRIEFERIEASCM | RATRERN R B4 A2 L

9.10.1 B

% Linux FRERT DU T ER A , BB 0S80,

« 28018 bootloader M)Atk (B REN 3.1.2)
o 188 sysfs TR LS8 , EHITIRFIAR sysct1(8) B (B REN 1.2.12)
o B—EEAR AR , 1838 modprobe(8) 2K EIHEAAZE. (BRE 9.7.3)

4AET2 R The Linux kernel user’s and administrator’s guide » The kernel's command-line parameters” ,



https://zh.wikipedia.org/wiki/Linux_kernel
https://www.kernel.org/doc/html/latest/admin-guide/index.html
https://www.kernel.org/doc/html/latest/admin-guide/kernel-parameters.html
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9.10.2 FWMEGEFER

KA LT BRERMERFAEEROIZEER , MRERERFERATCMRGE , EEQEH4mEF M. 7 Debian
A&t BERAWERSE libce-dev S #EE (A glibc RIBEAREL) IRH#A , ££7/usr/include/ linux”
F1”/usr/include/asm” #HIZTERER .,

*

BT A BE — L A% 0 AR BA A0 AR X, Bboan AR % Sh D IR 46 A8 AR R¥ B0 A% o0 A% AR A1 automounter
% =& 7 % (daemon) X (amd), R L ZEBH A M BN R OCBREHE XD K 8E, I
M”-I/usr/src/linux-particular-version/include/”, E[{RK 425,

9.10.3 #preiz O AABREIAEAR
Debian 5E &0 77 RS E4% O FABRIAEAR

LN AT L

build-essential [ 5, 17 | ST Debian SkBEALFT AAMBREE AL make, gec, -
bzip2 V:168, 1:972 | 114 bz2 1B BAEMAREAE LA

libncurses5-dev 1-40 6 ncurses BAEE BRI A

git V:382, 1:597 | 50172 | git : Linux #ZOMERARSEER AT TR S
fakeroot V:31, 1:507 | 225 2A3E root (FFZE BN B E BIRE—EEERK root IRIE

initramfs-tools V:479, 1:988 | 52 a7 initramfs (L E (Debian R48)

BNRER% (MEAHZIE dynamic kernel module support (DKMS) (&
)

module-assistanti .o 114 | 301 | SfEiSAREKELEANEENT A (Debian $145)

Debian Package maintainer Debian FlAEE & N B BITE MG
(Debian i #i)

dkms V:74, 1:146 235

devscripts V:5, 1:33 2770

Table 9.26: Debian R4tk IMaE SR T RN T RHIEAT IR

MR 3.1.2 A initrd, FE—ERJE initramfs-tools(8), update-initramfs(8), mkinitramfs(8)
initramfs.conf(5) ¥EHAERE L.

=
TEAREE Linux 7% 03BIARERs | S5 AREMBEMR"/usr/include/ linux” #1”/usr/inc lude/asm” Bl [R145E
1 (bban - "/usr/src/linux*”) ¥ B $NFSRELL, (— BRI SR RIERM.)

)

& 1£ Debian stable R 4m:EmHTHI Linux 3%/, TTREEE(F F—L4¢ Debian unstable iRFE backported [6]
BIAENRFTRAWIA.,

module-assistant(8) (BEHIEENR m-a) EEMERE , R —EXZEERNZL , BEREEMNREELRER
Bea.

dynamic kernel module support (DKMS) ENEM MEAR 1B B — BN EENEILAESS |, kAT AR AT E /K
M OREARFE RSO BB A DAB I TR 5 0] AR AEEAZ DR RS SMNT ROAEAR. EMERARAZ O , B
AmrEiRAR S IEE AR,



http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
https://tracker.debian.org/pkg/build-essential
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
https://tracker.debian.org/pkg/bzip2
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
https://tracker.debian.org/pkg/libncurses5-dev
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
https://tracker.debian.org/pkg/git
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
https://tracker.debian.org/pkg/fakeroot
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
https://tracker.debian.org/pkg/initramfs-tools
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
https://tracker.debian.org/pkg/dkms
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/module-assistant
http://qa.debian.org/popcon-graph.php?packages=module-assistant
https://tracker.debian.org/pkg/module-assistant
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
https://tracker.debian.org/pkg/devscripts
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
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9.10.4 #mreizIRIARS  Debian 3%/ OB H RS

7 Lkt ORISR EME LA O & B |, RIEEEABRE RN deb-pkg” M1,

sudo apt-get build-dep linux

cd /usr/src

wget https://mirrors.edge.kernel.org/pub/linux/kernel/v6.x/1linux-version.tar.xz
tar --xz -xvf linux-version.tar.xz

cd linux-version

cp /boot/config-version .config

make menuconfig

B BB BH BB PR

&

make deb-pkg

SN
linux-source-version BX3EA{F A" /usr/src/linux-version.tar .bz2” £{%t% Debian %7 B Linux %/ R4

s,

11t Debian A%/ IATEE RS A AR 245 B I A HIE, | {RIEE({F A debian/rules.gen” #{"binary-arch_architect
.

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

EFEERS R,
» Debian Wiki: KernelFAQ

» Debian Wiki: DebianKernel
+ Debian Linux # (>3 : https://kernel-handbook.debian.net

9.10.5 ERSERENFNZNES

IERSERENE BT AR AR EE CPU ERIFREES, KEBNEISERENRALRE B HE
gwAe B, WAE main (@I,

B
o
kg

, BB EEZIER Debian #%/(>

e

« GPU B&E)

- Intel GPU 8EE) (main)
- AMD/ATI GPU E&&j) (main) 1/
- NVIDIA GPU EREf (nouveau SRENFRAE main , MR B — A FISRE) , JRAE non-free.)

PRI IE B AR RGUEE FRAERAEZOAR (FLANER | CPU microcode, GPU B7HIE 2 AEa,, FPGA /
CPLD Ek}--) BB m R 1A S kb E , (R RS VL AMNEAERA BUABIER , “ SRR
AGEREREE, REELIESNENEN | BT ARIEERT.

« PIREERERIEA , @BBNIBRRESKMEFE TS LRER,
- firmware-linux-free (main)

- firmware-linux-nonfree (non-free-firmware)
- firmware-linux-* (non-free-firmware)



https://wiki.debian.org/KernelFAQ
https://wiki.debian.org/DebianKernel
https://kernel-team.pages.debian.net/kernel-handbook/
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
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- *firmware (non-free-firmware)

— intel-microcode (non-free-firmware)

- amd64-microcode (non-free-firmware)
- PIEEHAERNERA , EHEERREIESAMATSR LNER.

- fwupd (main) : #¢ Linux Vendor Firmware Service N2 ERINENEE FIE=T-EFEF (daemon),

- gnome-firmware (main): fwupd #) GTK Fijii

- plasma-discover-backend-fwupd (main): fwupd ) Qt Bij¥i
i EE , # Debian 12 Bookworm Bfss , £ AEERBEEARENEEEIRMHM non-free-firmware BESARER
HITEHENRIEEER. non-free-firmware [RIBAERN 2.1.5 FFEHR.

zEFE3 , fwupd £ Linux Vendor Firmware Service T i #) 5% &6 W BB EEBITH Linux %0 , TTRER
non-free,

9.11 ERLASR

BB EREREASR , KPREEE ARSI LRRBITZERS.

R
£ R, Debian wiki RS EH L.

9.11.1 [EHAIEHzs TR
HHE Bt R TATS,

o STTAR EABIEH SRS | tkaniEIB games-emulator ST RS AL ENEIEE

« KEB4Y CPU [Eff5sE |, in_E—2LE /O B |, than QEMU

« KEb4r CPU JEMEEREML, , N E—LE /O FeE#ESE | ban Kernel-based Virtual Machine (KVM)

o EERBRNBRERY , N EAZCRRIE |, Bban LXC (Linux Containers), Docker, systemd-nspawn(1), ...
o« EERGRRIERAGARERL , M EAERERBRE EARGETNY |, fkan chroot

s EERGRMER AGHRERL , N EEREE BB LM ARG EI | btban fakeroot

- VEEERS APIREERS , Phan Wine

o BRERBMERL , M LEERBITERMBITIFEZR , bban Python # virtualenv 1 venv
ARERVEPE 4.7.5, BE 7.7 NEREH.

EEE—LHREEERCARNEKISE.

2 /#E B Comparison of platform virtual machines FEF AR R E M FAARRTT RGHAALLEE.



https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Hardware_emulation
https://packages.debian.org/sid/games-emulator
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/LXC
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/
https://zh.wikipedia.org/wiki/Wine_(software)
https://virtualenv.pypa.io/
https://docs.python.org/3/library/venv.html
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
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EICH] AT XN |

coreutils V:892, 1:999 | 18457 | GNU #&/>LEA % chroot(8)

util-Tinux V:897,1:999 | 4384 | EfBAZL T EAE unshare(8)

systemd—contalnervﬁzy 1:76 2276 | systemd container/nspawn T Ef & systemd-nspawn(l)

schroot V5, 1.7 2627 | 1t chroot %\ fT Debian —EMFAREETE

sbuild Vi1, 14 157 | % Debian [R35#5#5E Debian —_EHBRTE

debootstrap V4, 1:46 330 EE—EEZAM Debian &% (A sh BM)

mmdebstrap V5, 1:10 574 F23E—{@ Debian A%t (FH Perl EX)

cdebootstrap V0, I11 114 #23E—{# Debian &%t (A C B8)

Cloud—lmage—utllsv:ol 114 66 Ephp BT A

cloud—guest—utllsv:4, 118 71 Ex ET A

virt-manager V:12, 1:49 2310 | Eftiss ey AN RN R mIER

tbvirt-clients |49 170 | 1155 | libvirt EERRSE

incus Vo, I:2 21 Incus : AR R A i as B I L ay

podman V:25, 1:29 81828 | podman : £ Pods #EHITENR OCI & g[=&

podman-docker V2, 1:2 275 7£ Pods HEBITER OClI M5 % -- docker ¥ Es%

docker.io V:44, 1:47 95958 | docker: Linux B aso\{THF

games-emulator | 1.0 21 games-emulator: Debian f#Ei &R 25

bochs V:0, I:.0 8180 | Bochs: IA-32 PC f&ftsS

gemu-system 122 80 QEMU: £TBE A% NEit _ERH

gemu-user V5, 1.9 464225 QEMU: {F &R ER _ ERLH

gemu-utils V:14, 1:1109 12157 | QEMU: TE&

aemu-system-x80 | y.s3 193 | 67511 | KVM: x86 154 L4 BB ENER L2 B

virtualbox V:3, 14 151525 VirtualBox:i386 1 amd64 | x86 MG R AR A =

gnome-boxes V1, 1:6 6847 | Boxes : FINAIFIEfi%ax A2 GNOME JEFAFEN

xen-tools V0, I:11 719 FARETE debian XEN ER{ARARLE

wine V:14, 1:57 204 | Wine: Windows JEFIfER Az Raknl 1 I B IR (IREEF)
L DOSBox: & Tandy/Herc/CGA/EGANGA/SVGA Bk, Bl

dosbox V1, 1113 2697 DOS 1] x86 il 58

1xc V9, 1112 1626 | Linux Bsx{FRHERILE

python3-venv V:8, 1:1136 6 venv Z3 T python IRIE (RAE)

python3—v1rtua1en\//:8, l:41 417 virtualenv 337 [@RERIEEEE python IRIR

pipx V7, 1:43 3613 | pipx EfRRERIRIEF LR python FERFEL

Table 9.27: E#tt T AR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
https://tracker.debian.org/pkg/util-linux
http://packages.debian.org/sid/systemd-container
http://qa.debian.org/popcon-graph.php?packages=systemd-container
https://tracker.debian.org/pkg/systemd-container
http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
https://tracker.debian.org/pkg/schroot
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
https://tracker.debian.org/pkg/sbuild
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
https://tracker.debian.org/pkg/debootstrap
http://packages.debian.org/sid/mmdebstrap
http://qa.debian.org/popcon-graph.php?packages=mmdebstrap
https://tracker.debian.org/pkg/mmdebstrap
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
https://tracker.debian.org/pkg/cdebootstrap
http://packages.debian.org/sid/cloud-image-utils
http://qa.debian.org/popcon-graph.php?packages=cloud-image-utils
https://tracker.debian.org/pkg/cloud-image-utils
http://packages.debian.org/sid/cloud-guest-utils
http://qa.debian.org/popcon-graph.php?packages=cloud-guest-utils
https://tracker.debian.org/pkg/cloud-guest-utils
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
https://tracker.debian.org/pkg/virt-manager
https://zh.wikipedia.org/wiki/Virt-manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
https://tracker.debian.org/pkg/libvirt-clients
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/incus
http://qa.debian.org/popcon-graph.php?packages=incus
https://tracker.debian.org/pkg/incus
https://wiki.debian.org/Incus
http://packages.debian.org/sid/podman
http://qa.debian.org/popcon-graph.php?packages=podman
https://tracker.debian.org/pkg/podman
https://podman.io/
http://packages.debian.org/sid/podman-docker
http://qa.debian.org/popcon-graph.php?packages=podman-docker
https://tracker.debian.org/pkg/podman-docker
http://packages.debian.org/sid/docker.io
http://qa.debian.org/popcon-graph.php?packages=docker.io
https://tracker.debian.org/pkg/docker.io
https://zh.wikipedia.org/wiki/Docker_(software)
http://packages.debian.org/sid/games-emulator
http://qa.debian.org/popcon-graph.php?packages=games-emulator
https://tracker.debian.org/pkg/games-emulator
https://packages.debian.org/sid/games-emulator
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
https://tracker.debian.org/pkg/bochs
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
https://tracker.debian.org/pkg/qemu-system
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
https://tracker.debian.org/pkg/qemu-user
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
https://tracker.debian.org/pkg/qemu-utils
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system-x86
http://qa.debian.org/popcon-graph.php?packages=qemu-system-x86
https://tracker.debian.org/pkg/qemu-system-x86
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
https://tracker.debian.org/pkg/virtualbox
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/gnome-boxes
http://qa.debian.org/popcon-graph.php?packages=gnome-boxes
https://tracker.debian.org/pkg/gnome-boxes
https://wiki.gnome.org/Apps/Boxes
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
https://tracker.debian.org/pkg/xen-tools
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
https://tracker.debian.org/pkg/wine
https://zh.wikipedia.org/wiki/Wine_(software)
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
https://tracker.debian.org/pkg/dosbox
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
https://tracker.debian.org/pkg/lxc
https://zh.wikipedia.org/wiki/LXC
http://packages.debian.org/sid/python3-venv
http://qa.debian.org/popcon-graph.php?packages=python3-venv
https://tracker.debian.org/pkg/python3-venv
https://docs.python.org/3/library/venv.html
http://packages.debian.org/sid/python3-virtualenv
http://qa.debian.org/popcon-graph.php?packages=python3-virtualenv
https://tracker.debian.org/pkg/python3-virtualenv
https://virtualenv.pypa.io/
http://packages.debian.org/sid/pipx
http://qa.debian.org/popcon-graph.php?packages=pipx
https://tracker.debian.org/pkg/pipx
https://pipx.pypa.io/
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9.11.2 EHHIER

pad
Bt lenny Z1% , FE:&H) Debian #% Ot EXIE KVM K,

HAVQEE A TR R LT % B8R

o BIUTHERAS (B SssiiiiRug).
- BéETURIA mkdir -p /path/to/chroot” #37.
- FUAHBERRIRGAE SR AESAME A dd(1) 3L (BRE 9.7.1 M& 9.7.5).
- gemu-img(1) REFARESIANER L, QEMU STIR R IR RS S
- Fiafig = VMDK FERAEE, sesafE A ER 4 TR A8 A

* {£F mount(8) HIRHLAFIRGEIER AL (1K),

- W RIAHREMUSIER, ICE/EARIREE s BN R EHE. B8R 9.7.3).
- H7A QEMU TIE ML, IEEFIEA network block device 4B E RIS (B RET 9.11.3).

. EEIERERG LNEBENRG AR,

- {#F debootstrap #1 cdebootstrap Z AKX K IZBEIREMEBIE (BRE 9.11.4).
- ELTRERGIERIE T E AR AR R IR
o EERURE THIT—ERER.
- chroot IZHEARREHRWIRIE, EREIEE EAR =, BUTIREHEIER, BiiTE =2 daemon.
- QEMU 1=/ CPU #5fiEzs.
- QEMU #1 KVM @i hardware-assisted virtualization FF & Bh &5 1V BIZ (At L ThEE ARG L.

— VirtualBox T PAFE i386 F1 amd64 L, {F FAakEA{E A hardware-assisted virtualization FEi2E BN EE1E (v K I2 (it &
ThEE ARG AE R,

9.11.3 HEERIEMRGIER

WA FRARIRIR GRS, 2R 9.7

HWNET R RAE SR, /RE%9 B B network block device A9IEIRAEE 255 gemu-nbd(8) FREE 4Py, Y {E
FAR%CE4H nbd BB T M.

gemu-nbd(8) 1 QEMU AT IBMIREREA& TN raw, gcow2, gcow, vmdk, vdi, bochs, cow (user-mode Linux copy-on-
write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) FIEH4EEE.

%ﬁﬁ%g‘@fﬁﬁ RES MR E B — M AR TIENEE (B RE 9.7.3). REEFR T EAARHE disk. img” HE—
Bl EIAE.

# modprobe nbd max_part=16
# gemu-nbd -v -c /dev/nbd@ disk.img

# mkdir /mnt/parti
# mount /dev/nbdOpl /mnt/partl

N
#RATA%S gemu-nbd(8) fEf"-P 1" EIAREEH "disk . img” KB —{EEHE.
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https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
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9.11.4 Chroot #%;

WNRARFBRAAIRITHNEER —EHH Debian IRIE , FHEBIRER chroot, E{FEREESPIT unstable A testing
RiEt2ERRER , A2 BEENMEERR WA RFESR. chroot(8) BmERNAIL.

RS
=

THERYFEERABIEZRLH chroot A&EEPEZ 4RI amd64 CPU 494%.

HEARPRAESNT T2/ debootstrap(l) BEIL—1E chroot(8) IRi% , EEKIHEM TIE,

sbuild # 88 B¢ JR 144518 2 — {8 Debian #8384, £ A schroot ¥ A8 A EE K chroot IRIE. EMEBNTE LS
sbuild-createchroot(l) —#2. EHKFHRAM T RKARBITE , KEGERERT/EN.

$ sudo mkdir -p /srv/chroot
$ sudo sbuild-createchroot -v --include=eatmydata,ccache unstable /srv/chroot/unstable- <«
amd64-sbuild http://deb.debian.org/debian

{REEFAE R debootstrap(8) EHN{A#E"/srv/chroot/unstable-amd64-sbuild” FEE unstable IRIZM A
HERL AR —ER/ NS E R

{RETAfEFE schroot(l) KRB AFEEIRIE.

$ sudo schroot -v -c¢ chroot:unstable-amd64-sbuild

YRATABRE—{EBITIE unstable BRIFM AL shell RIMAEILA),

P
"/usr/sbin/policy-rc.d” #£ R4 2 101 B4 , fH1E 7 Debian A% LB BMEIZE=THEREN. 2
R"/usr/share/doc/init-system-helpers/README.policy-rc.d.gz",

yEs

—L62F chroot THFER , EEHRILL L EARIRAL LM sbuild-createchroot AEFIRILIMAER 2 SMNRE Z 45
XA BEFNEIT. IR0, "/sys”, "/etc/passwd”, "/etc/group”, "/var/run/utmp”, ”/var/log/wtmp” F%. 41,
HFEZE(F A bind-mounted B515 &Y.

R

sbuild #x3EEE BN —1E chroot ARG KAEE —EEAEH , 7£ chroot N{EA schroot fEAEKEIR. ERE—
{EeEEEKE (build-dependencies) HIEAE R %, ELENZ R sbuild at Debian wiki #17£"Guide for Debian
Maintainers” ¥ sbuild BCE 1 .

N
systemd-nspawn(l) a4 chroot XN AR BIT—EH< , REBELTSNRIEXRAR. ©EER
K, RACEREBTHRTEERAERFS. BFHER. THE. 88, YTREEMEREENE. 2R

systemd-nspawn,



https://zh.wikipedia.org/wiki/Chroot
https://packages.debian.org/search?keywords=sbuild
https://packages.debian.org/search?keywords=schroot
https://wiki.debian.org/sbuild
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://wiki.debian.org/nspawn
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9.11.5 ZEHAL

MREFBZEAE—ERRRN— AN GUI KEIRIE , FHfE7E Debian THERAS EEM QEMUBEKVM |, 15
LR EAERAENTLNBITE RMAR. ERERIFBITEMKEER , A% Debian AIEERMAAR LR
HER , YRIRBERZMBENEE SR LKA , YEHATEER.

R&ELA4K QEMU TARIFFIEH , EEMAMRTIE KVM MR , EaE A RMNE.

ﬁ%ﬁ;#ﬁ%%%:@%% , A A virt-manager , ER—{EFEFNKNEIE KVM ERESM GUI (BREERENT) TR,
BrEY libvirt,

RTEMN %, sesaiE L — @ UARQEMU A &% Debian R#H EH MMM G virtdisk. qcow2” , 51
Debian Z&#&i{# i debian %it%: /N CDREE,
$ wget https://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso

$ gemu-img create -f gcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

N
TEEHLTET Ubuntu 1 Fedora Z 2AMEE GNU/Linux 34THR , B —ERSENEREHFARCETIMN AL, HER
BHYEE AL AT RIS B GNU/Linux B4 TR IFRET.

1£ Debian wiki: SystemVirtualization 2&® £33,



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virt-manager
https://zh.wikipedia.org/wiki/Libvirt
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
https://zh.wikipedia.org/wiki/Virtualization
https://www.ubuntu.com/
https://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
https://wiki.debian.org/SystemVirtualization
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Chapter 10

ke

AT 2RI E Debian 4% EEIE TSI FERN TR R HARRR K.

10.1 H=Z , EEMEFHE

B
AERBFOR  FEEHEEE RS EIER | SMRFETRGHNERE. T8 lock()
{0 HERBE MBI AR BT

BERNREMERNZEXZH T EESE.
© TPHERESRINERNL

o RIRRH#FFER

- BR

o IRHHEBUESE

c REENHEZ

o PR AEE R

IR HEIERER

BT BB AT ASRER.

s FHEMBGE TR

- RRMNRNPIA

« BENMEFEN

4 shell

« RETEA

« IRAAEHI ARG A

s FRIERIENMNE TR



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 7HEMBAE T AR
AT 2 Debian 2% L0 AEERN B4 TAKTEE,

S TR KN | BIREA e T
tar I\_/é%%g’ 3085 | .tar tar(1) EREREE TR (FARR)
. V:404, : . Unix System V B ERfEay B
cpio 1:998 1201 | .cpio cpio(1) Find(1) —i2{EFB
binutils |V613%4 1119 | .ar ar(1) BFFREEMERIE LA
fastjar V1, 1:10 183 .jar fastjar(l)| Java Bt LE (&1L zip)
= - ) POSIX ERfE LR , 774 tar Al
pax V35, 1:110 167 . pax pax(1) cpio >
. V:885, gzip(1), N
gz1p 1:999 256 | .9z scat(1) - | GNULZ77 BT A ()
bzip2(1) Burrows-Wheeler block-sorting J&
bzip2 V:168, 14 | .bz2 bzcat(l) | ARLAAFEL gzip(l) BsRMEE
1:972 ' ©| (R gzip BEMUMEEIAERELE
18)
o LZMA B LEBELE 9zip(l) B
1zma V0, I:111 349 . lzma 1zma(1) R (HERS) N
— Xz(0), XZ AR T AR ELE bzip2(l) EEH
xz-utils 1080 1475 | .xz xzdec(l), | BRARZE (BR4REEBIA gzip BELL
: bzip2 #; LZMA B4 T AMERMR)
V265 zstd(1),
zstd 777 2313 | .zstd zstdcat(1),| Zstandard REEILERE TR
- . 7zr(1), BEESBMERN 7-zip RRFfae
p7zip V:8, 1:.237 8 .7z p7zip(1) (LZMA ,—%.
. : ] 7z(1), g2
p7zip-full V:27,1:259 | 12 .7z 7za(l) (LZMA J_fiﬁﬂﬁﬁiﬂ,
LZOJ M LARE 9zip(l) E5
lzop V12, 11137 | 164 .1zo 1zop(1) RIBRAEF R R ER S (IR gzip B
MINRFEABRAER L EAR)
zip V50, 1:367 | 627 .zip zip(1) InfoZip : DOS Hts ax FHBR A L
unzip I\_/:715196’ 387 .zip unzip(l) InfoZIP : DOS fitg 23 FfEER 4 TR

Table 10.1: 7ZfEfE4E T AH%3%

, BRI

NEERTESTAPE” &8, EaW% tar(l) M1TA.

gzipped tar(1) SFtERANREIER . tgz" BE". tar. gz" MItEE.

xz-compressed tar (1) &R ERER R, txz” E". tar . xz2” KIER.

FOSS TH , #i40 tar(1) , FREIRBAE A AR T FRIBFS: gzip - bzip2 - xz
. cpio(1l) TEREA&ER&EN.

cp(1),scp(1) A tar(1) TR RAEINIE AR —EAFRRER

cpio(l) B#iEkaT A find(1) MEETES

SRS

—iefEm

EERBMERTESIBIIER |

Rt | F5SRHA0E IR IRER



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://qa.debian.org/popcon-graph.php?packages=tar
https://tracker.debian.org/pkg/tar
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
https://tracker.debian.org/pkg/cpio
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
https://tracker.debian.org/pkg/binutils
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
https://tracker.debian.org/pkg/fastjar
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
https://tracker.debian.org/pkg/pax
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
https://tracker.debian.org/pkg/gzip
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
https://tracker.debian.org/pkg/bzip2
https://zh.wikipedia.org/wiki/Burrows-Wheeler_transform
https://zh.wikipedia.org/wiki/Burrows-Wheeler_transform
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
https://tracker.debian.org/pkg/lzma
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
https://tracker.debian.org/pkg/xz-utils
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
https://tracker.debian.org/pkg/zstd
https://zh.wikipedia.org/wiki/Zstandard
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
https://tracker.debian.org/pkg/p7zip
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
https://tracker.debian.org/pkg/p7zip-full
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
https://tracker.debian.org/pkg/lzop
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
https://tracker.debian.org/pkg/zip
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
https://tracker.debian.org/pkg/unzip
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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« Libreoffice ERHERMNERLEER". Jar’ 15X , BT AER unzip TAKERK.

« EELBEVEERIFNFEHELIAR zip, R zip -rXARIFMITIESRARERN. MREKERKN
FEEMAEZEEE , ERIECE" - s RIAE .

10.1.2 #HRMELLA

PATF 2 Debian Z#t_EiA] R BERERAER TR,

e AT XN [ ITE ZhiE
coreutils pSve 18457 | GNUcp | MMAIERES (-0’ SHEILEE)
. |J \:I—_LIJ.I*IH? L K] "_ ” _%_ K i
openssh-client \_/'898’ 5133 | scp ?E%E% ERANES (RP , -r" SHERE
1:096 )
openssh-server Y870i5 3502 | sshd ERREIGERMB % (RInARES)
rsync v 814 B RS
unison V:3,1:13 14 B RigE S MER

Table 10.2: #&M[ELTHEYIFE

ERRIERNEHME , rsync(8) (bEMT ERAHT EL ML,

s ENEEEEER 5% FIAERD FENBER Z MNERTS

- RBBBEREIE (FARR) @ERAKR/NKERENE SRR HFEUAER

e "--exclude” #1"- -exclude-from” BEIBEA tar(l)

« 1EIRB $%PRTE R ARSI ARES R SoAE B IR SR RIS RASMO B §54R 7.

N

FERAE 10.14 FHIRRAIZHIRLR (VCS) ATAMRR AR ZHIERMEALLTA.

10.1.3 ERtE:EE

UF 2 AR TR BAERER4EEEME" . /source” BETHINE.
GNU tar(1):

$ tar -cvJf archive.tar.xz ./source
$ tar -xvJf archive.tar.xz

BE , AR,

$ find ./source -xdev -print®@ | tar -cvJf archive.tar.xz --null -T -

cpio(l):

$ find ./source -xdev -print® | cpio -ov --null > archive.cpio; xz archive.cpio
$ zcat archive.cpio.xz | cpio -1i



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
https://tracker.debian.org/pkg/rsync
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
https://tracker.debian.org/pkg/unison
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10.1.4 HREEEL
MTEBRARINKITEEREME". /source” BEFFHFHNEA.

o AHBIERI: 7. /source” B - "/dest” Bk
o JRVRIER AR FEY”. /source" B3% - "user@host.dom” FHE F/dest” Bk

rsync(8):

# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

REEFRIFE R IR B S LR RFHRREIE,

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

& , WTHR.

# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . /dest
# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . user@host.dom:/dest

GNU cp(1) %1 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom '(cd /dest && tar xvfp - )'
cpio(l):

# cd ./source; find . -print@ | cpio -pvdm --null --sparse /dest

REESIEFTEBE".” NBIFIER foo” BR.” , EBEMATRAL". /source/foo” B#kERIERE]"/dest/foo” Bé%.
ERERE” . NIIFE |, VREEs{E MR E IK1E"/path/to/source/foo” RAE".” , EHkATAEKIF cd ./source;”.
MTFA7R , BEERSRBETAEMNARE , EEIARME.

« "/dest/foo" rsync(8), GNU cp(1), 1 scp(1)

« "/dest/path/to/source/foo” GNU tar(1), 1 cpio(1)

1R
rsync(8) 1 GNU cp(1) ATBAFR"- u" BIAR R S E EHWHE,

10.1.5 FEAERMEEIX

find(1) SRR EBIETHRIERMBREE RIES (B RE 10.1.3%E 10.1.4) 8EMR xargs(1) (BRE 9.4.9).
BB find K543 B RRESE HINRESRIMIE,

AR find(1) EAREERMEAS.
« find B BNEFRUEZRLERA.
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- — B EHEH , IEEEMEFIE.
. :ﬁiﬁ OR” (H&HZHER"-0" 2BIEEH) BEIAFER” #iE AND” (H’-a” SEIsEERMH 2 FRE(EM]
).

o &S NOT” (FRI&HFRTEM " 1558) BALIEF Sk “#EE AND’,

 "-prune” 422 [0{F&%E TRUE I BINREFEBREGFAN , K EIESHREREB SRLSMIER,

. "-néame" RIFILACA A shell ERAFIC (B2 REN 1.5.6) RfER{EHM LA LA F172” JTTFICH .7, (FTH) POSIX
M)

 "-regex” ILACEEERIKIE , TARRIRA emacs E&H BRE (2R & 1.6.2).

o "-size” RIBHER K/NKRILEDL (EESE+" SKILACE KMHER |, ERTAESA"-" LA E/MIFER)

« "-newer” ZFILACLL B H AL PIECHEREETNNIER.

o "-printe” 24AE EHEEE TRUE W 4E5CE1E4 (null terminated) FIEDFEAES T |,

TR find(1) sEIAEME.

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ".*\.cpio|.*~" -prune -o \
-type d -regex ".*/\.git" -prune -o \
-type f -size +99M -prune -0 \
-type f -newer /path/to/timestamp -print@

ELFES BT T EME.

. B /path/to” THIFTBEIESR

. RELIFBMEARIER R4 BFEAKE ERE (2RE 1.6.2)

. BIBEIERBENARAHFRILE . *\ . cpio” 8. *~" IEMR R ERMER

CBBEIE RN A RHBRIUAD . */\ . git” IERFERNE %

BB E L EIR T HEREL 99MB (1048576 i TTAREE JT) BAKUER

CBEIRES | RE SRS AL /path/to/timestamp” FHEFESRE

o o A W N P

BB EFIFRER-prune -o” HIEIERMEIBRAE.

s
#749F Debian Z Unix-like R4t , FLBHATRERA Find(1) S HTHR. HISRIHRT , BB EREBILATT
R -print” HA-printe”, {RATRERIEFER R HtARBIKTES .

10.1.6 EREELEAE

AERNERGESR FTRE R, REOIEEMIRRERME. B NUKEAERHEY , EKERREATINK CD-R
71 DVD-R AR EMAERIR, EiR. BRI, (FEN—RERUESFENE)

)as
%ﬁk%ééﬁﬁ%&%ﬁiﬁﬁﬁm , REBRTEH SR FEN TR PLARZE . FRAEE KR EAS AR LI
N R,



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/wiki/Safe
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AL (ERERFRHEREN) TTRURR N ERRKERSS.

* K 100 4F : FASSKAEERRAK

« 100 4F : }¢HEf£77 (CD/IDVD , CD/DVD-R)

* 30 4F : HiARRAE (B  BOR)

* 20 4F : HRESLIREFTF (CD-RW)
ENEIERR AR EBHRIRESEE.

ML (EERRRHERER) TRRREENBERRRNRIXE.
« K74 250,000 & : TEREERENAS

* K74 10,000 ¥k : HREGRCIERS

« 1,000 )X : CD/DVD-RW

+ 1k : CD/IDVD-R, #%

( ) EE
E}gﬂﬁﬁg%ﬁﬂ%7&%19@%‘*4*%3%&%9&7)&%&@%%%ﬁﬁé%ﬂﬂ‘]ﬁ%ﬁﬁﬁ , AR B RIS R R AT
R EE AR B

SN
K # CD/DVD-R FMARABER—IX , EFERA LB T AABREBERESIER. EEMEE, !

N
ZIEIifﬁi?%ﬁ%ﬁ%ﬁ‘]ﬁﬁkﬁﬂﬁﬁ , FRERIE A S AN AR A IR v A _ERIE IR AR EIR B | FTRERME—T]
1TRIFTIE.

N
MRFEEA—ETEERRANNBEIEARKERNE | ERASHERFERRBK brfs 85 zfs iBRAK , FE—@
FEE.

10.1.7 "BEMHEFRE
AR BN R E R AL R U T M — .

* USB tREGRCIERS R
o TERREREN S

o NERERENS

o BREARHE

« BRI RES

BT RUER LT A A TIELR



https://zh.wikipedia.org/wiki/Btrfs
https://zh.wikipedia.org/wiki/ZFS
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
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« USB
* |EEE 1394 / FireWire
« PCF

1% GNOME #1 KDE EHkAIR R HIRITAESTE"/etc/Fstab” 1RRFIR A ILERE KRHE , BENIEIE LA ENE

* udisks2 BRH T TREFRFAMERMKE AR HBMERREKELERKE.
« D-bus B EMHRAEH B BRI,
* PolicyKit $2f4t T BT R A,

N
umount(8) £ E EHEKERNEHRETREEHH "uhe lper=" 8%,

o

=]
€ 7N

.'j_'_.
REEELNBINKERAT/etc/fstab FERFIIHEF , SEIRE T4 &BEHMEL.

IR SIS TR e R A" /media/username/disk_label” , BRI LABAN T TR E &Y.,

« FAT BRRXAFER R {E A mlabel(1) ¥54
* 1SO9660 HER AL FHEH"-V" EIAN genisoimage(l) F54
. ext2/ext3/ext4 FER ARG ERFHE"-L" EIBK tune2fs(l) 64

LN
R REF R e AtmiSIEIE (2RE 8.1.3).

R
EBEEANEEE FRFRERAS , "JaEeBRTREREREHILFIN"/dev/sdc”, MEFEERBEHREENE ,
RIERZAEFE A IHRIRF IC L A\ umount(8) 154 5K fig % ®y,

10.1.8 REEFERARNZFERMERRSR

ERBBITHRBHFRERIMARS ZTERNER , REZLICERAAAEMBIEXRREENERK HX
2. THEEERGRNIIR.

*
"Hard disk like device” means storage devices such as HDD / SSD / USB flash drive / ... . Their device names
have several variants; /dev/sda, /dev/nvme0, /dev/mmcb1ko, ... .

2N
RARED 9.9. 1S RIIAME AR ERMEN B FENERLZMNER,



https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
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ERAGERE FAT 1ER

BERGS HAE R

FAT12 #;E (<32MiB) EETFENERAZ

FAT16 H/METE (<2GiB) EINEF=RERSZ

FAT32 FEARERE (<8TB , ¥ MS Windows95 OSR2 I EREERABR AT X 1E) THETEHRE
K=

oxFAT EREEAEE FET=AZ &R (<512TiB , # WindowsXP, Mac OS X Snow
Leopard 10.6.5 #01 Linux #%(» 5.4 lRAA_EBRIVEE R FTXIE)

NTES FEREERRE FRNEFEREZER (E MS Windows NT AIEFRAREZIR ; #
Linux _E , i@i8{F A FUSE ¥ NTFS-3G X3E. )

ISO9660 % CD-R %[1 DVD+/-R _EREF=RFFREERN =

UDF CD-R #1 DVD+/-R () FREEERBA

MINIX B FE TSRS RER unix FERERHEE

ext2 AEBEE linux A REE FRERN =

ext3 EREEEE inux ARG ERERS =

ext4 FEEERBUMH] linux %%E‘]ﬁ%ﬁ%iﬂﬁaﬂﬁ 2

btrfs 'fiﬁﬁ/ =Y ,\6\ = Eh J:?F—-?Liéz*—l

Table 10.3: #8UF ISR F B ENMEERE T RIBNERASRIIR
FAT ERAG B ASHRNIRAREERGTE | CHRER TR ETHRERNHREIEE RN,

AENBEFEENLZNBERER , NTEZERIGHEE,

. FH fdlsk(8) cfdisk(8) 2% parted(8) 154 (2RH 9.6.2) LEMRAUAEFNENTHEALELEHAT

TFI

- 1ZZ0/NA 2GB R FAT BB A6,
- FEELE K FAT32 REATITC.
o NTA/RER mkfs.vfat(8) FESME A ENEIRER.

- ERREELTE , #lt0"/dev/sdal” it FAT16 EH
- BRI ENEE L |, Fla0-F 32 /dev/sdal” Fijd FAT32 £E

E{EFl FAT 8% 1S09660 &&=

AENFENE  TEFTREENRESIA,

« A tar(1) , 8 cpio(l) IESBMEIER , BMIR AT REES  IREL | FUAKIERIT T HMIER A & &R
* A split(1) FEHIEBARIER MR AE T/ NI 2GIB B/ MER | EH BRI K/NRS.
 MEBEMEERREHRNET LR REIRERFIN.

)as
R2& FAT R AGRERET , RARERK/NA (27032 - 1) bytes = (4GiB -1 byte), HA—LEEEH 32

VRS LNERERAMS

BRERMIE

, BARIEREANEZF/N (2731 -1) bytes = (26iB -1 byte),. Debian 2 &

*
W ARAG W AN ERIERIB 200MB B EERSNS_LER FAT, I Overview of FAT, HPFS, and NTFS
File Systems t%ﬁ[ﬁﬁﬂj%ﬁﬂ'ﬂ*ﬁ)&?%ﬂ‘]ﬁ% BIAMRMHER =AM, AT , BA7E Linux R LIER

FESZAE A extd FE3E

R

BRERARAEFEHER

RN EL AN , 5522 Filesystems HOWTO”,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/ExFAT
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
https://support.microsoft.com/kb/100108/
https://support.microsoft.com/kb/100108/
https://tldp.org/HOWTO/Filesystems-HOWTO.html
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10.1.9 MK LIHWERHOHZE

EERERES ZERNER , RIEZERERNRSE. EEF LR,

A% AR T ARG Ay itk

1838 “Microsoft Windows 4B HZEfEx , 2K smb.conf(5)
SMBICIFS F§ Samba #4BMIER AL ‘B 77 Samba 3.x.x 18 EMBEFM (The Official Samba 3.x.x
HOWTO and Reference Guide) =} samba-doc #XiE4

JWTO an: 10e Suide, .

NFS FA Linux i U BRI R R FUPLARILInux S255" SR . 85 exports(s) Hl Linux

FTTP 1R 7 web FIRE/E P2 A SHE

HTTPS i ERMERREEER (SSU) B R E0HE (105) FARF AR
g BIRFRFATE

FTP M 7 FTP AN/ PR R SR

Table 10.4: SR 5= T A RN RS 3R

BEHRERDZRS , BBARHEERARNEHEREREAEN , BETEERREK. EfNMEMmERL
JAIBIBINT PR 2M.

* F§ SSL/TLS &

« N SSH#E

3 VPN @&

. Wik MHREEREM XS

W

2 HEY 6.5 FE 6.6,

10.2 {BEHAIRIR

HAERAA BB EHAE |, SHEBARABKSSEXERARNERER. HHMRKERRMER SRR EEFTIE
FERN—HS. TREA—XANERNE LA,

N
RIFHRNEHG AR BIRL LR BMRNRR , BRHERURRBNEG T IEN A CERERNZ .

10.2.1 {BHFRIE REE

A 3 ERIENERIRE EERAHHAIRIE R

1. MEEHEOIMRETE,
s RECRBIMERHESR : 787~/ THER
o YRiERRERTERESLNERRER « £/ var/" THRER (& T /var/cache/” , ”/var/run/"¥"/var/tmp/”)
« RIRAARERER « 127/ etc/"THIER
o AAHIFET : 7£”/usr/local/” Z"/opt/” THIER
« RIEREEN  BREER (HBIE,...) WA FETE
 BEREERIAER | BB BRI IR VER TR STAE



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://tldp.org/HOWTO/NFS-HOWTO/index.html
https://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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- FRAEREFM Cron TE, 28R /var/spool/cron/crontabs” Hé%x, WHER cron(8), 2R &
9.4.14%15R47A cron(8) ¥ crontab(l) W&

- {FRHEFEFH Systemd 5HAF2S T1E : #ERE~/. config/systemd/user"Eﬁogﬁ, systemd. timer(5)
1 systemd.service(5),

- FREREFNEEENLE : #5X#"~/.config/autostart” B$%. 2 R Desktop Application Autostart
Specification,

2. FEEREHBHIIRE.

« REMERHRTF | REHRRESNARGLE
- KEREG - BB G

o TURRMED © BRRG

o« WINENRIE - BEMEIESER

3. A& R KBS R
« ERERE
- %‘ﬂ@/'\EEH’ZET ﬂaﬁﬁﬁﬁ%ﬁ%ﬁfﬁi IR ERNRREREFM S L, RASERE AR BENIRR, B
« ERERETRIRERR
- BUBHE &R, tkan”/etc/ssh/ssh_host_*_key”,”~/.gnupg/*”,"~/.ssh/*","~/ . local/share/keyr
"/etc/passwd”,”/etc/shadow”, "popularity-contest.conf”,”/etc/ppp/pap-secrets”’, and”/etc/e
EEERmEESR. 2(BRE 9.9, )
- BMEEEENRG L, WAREE M AR BN BB E MR TR IR AEE., (2R 1036, )
- BRERNARRHE TR
- IR (FRIRERE) mEiEER
- HERAKTREGIRE  EEMNERITRERERK
- HERZLDMMES | BinRERRENEESEET
- SSMERSIRIERES RIS RR ABfi%
- PRSI HE AR AR T AR AR AR
< BRTENEIR : AN, 1888, &g

- {&H cron {E#E#E systemd FHSMEB K BEMULHIAR B TE

SN
1 gE#m F"debconf-set-selections debconf-selections” #541% 1€ debconf FAELE R , 7T LAH "dpkg
-set-selection <dpkg-selections. list” #§4k1E dpkg &5 & &R,

[SHH/J\%IJJEQE}{HE‘]FE'HJ’E , BRIRZEHH /proc, /sys, /tmp, M /run BETHRBERAS (B2RE 1.2.12/
1 1.2.13), EMREXEERKEL.

*
EHRNERNIE , R eR EELE—LEARANE REXMIMm MTA (2RE 6.24),



https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
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LG ATIE NG

bacula-common V6, 1.7 2501 | Bacula: A8 SFMED , WEMZE-F AN B R

bacula-client V0, I:2 199 Bacula: 8% EFMER , WEMKE-& FipcEkie

bacula-console | V0, I:2 112 Bacula: 8k SFEHR , MENREXFE IR

bacula-server [0 199 Bacula: 49k EXMER , EMIZE (R ik=5in TTE RS

amanda-common V0, I:2 9851 | Amanda: EERAEENSIEE IR UGIERIEsy ()
) - B § (79 Er e

amanda-client VO, 12 1099 %n;anda. EEMAERENSEE IR as (B2

B = [EE Ep o=t =]
amanda-server V0, 1:0 1093 %rgﬁ??da. EEMAERENSEEEERUIRRE (AR
=] =R = = A5 2E

backuppc Vil 11 3088 E;EKECDPC AR ER PCBER (ERHIE) NSBEERNLZE

duplicity V36, I:50 2649 | (=ip) EEHR

deja-dup V:30, 1:45 5031 | duplicity 8 GUI (BIE[ERE/H) Bilvn

borgbackup V12, 1:28 3478 | (Bim) XEEH

borgmatic V:3, 114 946 borgbackup B# ek e HIERENER e

rdiff-backup V2, 1.7 1207 | (O=wm) E=HEH

restic V5, .10 24708 | (1&ip) IB=HH

backupninja V2, 1.2 360 | ¥E , "[IREM meta-backup F&

slbackup V0, 1.0 147 (Bim) EEHH

backup-manager | V:0, 1.0 573 B MEHhLIE

backup2l V.0, I.0 110 TR/ (B AR BRI E TR

Table 10.5: BERHHIEAEMHFIR

10.2.2 ERHEHEHNH

AT Debian &%t LEFEEMNERBHREREHRIIR.
HHTRAEENERANAE.

» Mondo Rescue E—fE{## A% , EEEFAAERN 1 CD/IDVD FREPRRRERMBMALE , MAFTELBERK
AP REIBTE,

» Bacula , Amanda 1 BackupPC 2 £IhEENEHREREY , TERMNBHENEHES.
« Duplicity 1 Borg ;& BB MK T A R AR T ¢Euh,

10.2.3 BT

HR—EEALEY , HARSREGTRLTEEREGLRUTARREGEN. HtER , EAKAR IR
HHTAFE—EARE.

EEAESITRBHRENES  AFEREMR/ N TE. BEITIRHEE #HH TA—RER.
HRIERB A | FRIRPURREAFEREN4AE S % penguin , B —EHHFIRIBTESHEBIF"/usr/local/bin/bkss.

#!/bin/sh -e
SRC="$1" # source data path
DSTFS="$2" # backup destination filesystem path
DSTSV="$3" # backup destination subvolume name
DSTSS="${DSTFS}/${DSTSV}-snapshot" # snapshot destination path
if [ "$(stat -f -c %T "SDSTFS")" != "btrfs" ]; then

echo "E: $DESTFS needs to be formatted to btrfs" >&2 ; exit 1

1—ARBER— KIS | Bl20 CD/DVD-R , BERTLLEEEMR, (2 RE 9.8 [EARTE shell @4 INENRFEN . GNOME £HBIHRFEATLGE
FRESEZIERIRE v E — CD/DVD Bu% K EBIRENBRIE. )
2ELZRR L | R R B RGN\ RN T RREHEM.



http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
https://tracker.debian.org/pkg/bacula-common
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
https://tracker.debian.org/pkg/bacula-client
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
https://tracker.debian.org/pkg/bacula-console
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
https://tracker.debian.org/pkg/bacula-server
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
https://tracker.debian.org/pkg/amanda-common
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
https://tracker.debian.org/pkg/amanda-client
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
https://tracker.debian.org/pkg/amanda-server
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
https://tracker.debian.org/pkg/backuppc
https://zh.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
https://tracker.debian.org/pkg/duplicity
http://packages.debian.org/sid/deja-dup
http://qa.debian.org/popcon-graph.php?packages=deja-dup
https://tracker.debian.org/pkg/deja-dup
http://packages.debian.org/sid/borgbackup
http://qa.debian.org/popcon-graph.php?packages=borgbackup
https://tracker.debian.org/pkg/borgbackup
http://packages.debian.org/sid/borgmatic
http://qa.debian.org/popcon-graph.php?packages=borgmatic
https://tracker.debian.org/pkg/borgmatic
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
https://tracker.debian.org/pkg/rdiff-backup
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
https://tracker.debian.org/pkg/restic
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
https://tracker.debian.org/pkg/backupninja
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
https://tracker.debian.org/pkg/slbackup
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
https://tracker.debian.org/pkg/backup-manager
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
https://tracker.debian.org/pkg/backup2l
https://zh.wikipedia.org/wiki/Mondo_Rescue
https://zh.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://zh.wikipedia.org/wiki/Backuppc
https://zh.wikipedia.org/wiki/Duplicity_(software)
https://zh.wikipedia.org/wiki/Borg_(backup_software)
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fi
MSGID=$(notify-send -p "bkup.sh $DSTSV" "in progress ...")
if [ ! -d "$DSTFS/$DSTSV" ]; then
btrfs subvolume create "$DSTFS/$DSTSV"
mkdir -p "$DSTSS"
fi
rsync -aHxS --delete --mkpath "${SRC}/" "${DSTFS}/${DSTSV}"
btrfs subvolume snapshot -r "${DSTFS}/${DSTSV}" ${DSTSS}/$(date -u --iso=min)
notify-send -r "$MSGID" "bkup.sh $DSTSV" "finished!"

B, REREATA rsync(l) REBES , METHMER Birfs KSBFIA.

R
j;/T EEEEEMR TES_EERME T KU shell 35418 bss: Btrfs Subvolume Snapshot Utility”,

10.2.3.1 GUI (BIEERENTE) HH
EHEE—ERMEE GUI (BIRERENTE) BREHIBIT.

« #E{E—{E USB R RERREH.
- 11 USB RGFEREA—ENERE , £/ bifs R RS , H1EL A'BKUP”, &8 U Btbatsama 2R &6
9.9.1).
- IEEEBEARNAS. SEAGHE AT E)"/media/penguin/BKUP”,
- B{T’sudo chown penguin:penguin /media/penguin/BKUP” , :EEfMHFEHRER.
o BTANTFH~/ . local/share/applications/BKUP.desktop” #§% , #RMBET 9.4.10 BERTHT :

[Desktop Entry]

Name=bkss

Comment=Backup and snapshot of ~/Documents

Exec=/usr/local/bin/bkss.sh /home/penguin/Documents /media/penguin/BKUP Documents
Type=Application

HNE—REREE , {RIERHE~/Documents” H#HE] USB 7 RE , WHENL T —ERFERR

10.2.3.2 HESHHERNESD

i

HE—(ERHEE RN B BMERET.

« REN 10.2.3.1 FAREH—E USB 7 E RiMED.
o B —{AIN T systemd PRIGE TTHER"~/ .config/systemd/user/back-BKUP.service” :

[Unit]

Description=USB Disk backup
Requires=media-%u-BKUP.mount
After=media-%u-BKUP.mount

[Service]

ExecStart=/usr/local/bin/bkss.sh %h/Documents /media/%u/BKUP Documents
StandardOutput=append:%h/.cache/systemd-snap. log
StandardError=append:%h/.cache/systemd-snap. log

[Install]
WantedBy=media-%u-BKUP.mount



https://zh.wikipedia.org/wiki/Btrfs
https://github.com/osamuaoki/bss
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« AT ERA RIS systemd BEITACE :

$ systemctl --user enable bkup-BKUP.service

WG HEEH |, RIER~/Document s” (H#HEI USB #FRE |, WHESL T —ERFERR

B, B8 systemd 7EFCIERE K systemd HEEITH LT , FRHEFE A systemctl --user list-units
- -type=mount” I fRFEIR S K E A,

10.2.3.3 HSHEISEAHABREAEH

EHEE —ERHE RN B BMER BT

« RET 10.2.3.1 WAREHR—E USB RFEEAREH.
o BN —EINTH systemd B LiEXR"~/ . config/systemd/user/snap-Documents. timer” :

[Unit]
Description=Run btrfs subvolume snapshot on timer
Documentation=man:btrfs(1)

[Timer]
OnStartupSec=30
OnUnitInactiveSec=900

[Install]
WantedBy=timers.target

o BT —{EIN T systemd FRIEE TTHEER"~/ . config/systemd/user/snap-Documents.service” :

[Unit]
Description=Run btrfs subvolume snapshot
Documentation=man:btrfs(1)

[Service]

Type=oneshot

Nice=15

ExecStart=/usr/local/bin/bkss.sh %h/Documents /media/%u/BKUP Documents
I0SchedulingClass=idle

CPUSchedulingPolicy=idle
StandardOutput=append:%h/.cache/systemd-snap. log
StandardError=append:%h/.cache/systemd-snap. log

s ATERNAREAERE systemd BETALE -

$ systemctl --user enable snap-Documents.timer

HWEG—REMEH , ROERR~/Documents” H#HE] USB #FRE |, WHESL T —ERFERR

542 , B8 systemd #EACBHEF K systemd {FFHERFHETHNELF , FH systemctl --user list-units
--type=timer” RIFIY fRFEIRIF K EHA.

i‘fﬁ’ﬁ&i‘]i@%ﬁﬁ , JE1E systemd 73 , PLiZ{E4ER) Unix at(l). cron(8) 3k anacron A= , AEFHR L ERAN
ABR AR,

10.3 ERlTeHR

ENTeARREREERME  AAERENZE TRNES
SR8 9.9 1y dm-crypt # fscrypt , EFIEIB Linux #%MRAAEIR T BENERNELAE.



https://zh.wikipedia.org/wiki/Dm-crypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
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S ATE NN 54 A

gnupg V36T, a8 | gpg() | GNU FERLIE - OpenPGP MEHIZA LA
apgv g 559 | gpgv(l) | GNU FERL#E - OpenPGP ZAMA T A
sq V0, .17 22408 | sq(1) Sequoia-PGP - OpenPGP &Mz & LR
sqv Y430264 1813 | sqv(1) Sequoia-PGP - OpenPGP %455 T A
paperkey V1, 1:13 58 paperkey(1) & OpenPGP #.i&¥m , EEEEFLEEN
cryptsetup V:30, 1:80 465 ?ryptsetup(@m_crypt MEEBEMEZIE LUKS TR
coreutils I\_/:QZ%Z' 18457 | md5sum(l) | HEEAMER MD5 SREHE

coreutils ?_/5%%2’ 18457 | shalsum(l) | tEEUES SHAL FRERE

openssl |V9%354 2503 | openssl(1ssif# B openssl dgst” (OpenSSL) GTE ENHE
libsecret-tools V:0, 1:9 49 secret - tod YZYEFMER 5] 2555 (CLI)

seahorse V:81,1:273 | 7971 | seahorse(l) &€& LA (GNOME)

10.3.1 GnuPG &ia%s1H

Table 10.6: kL EM T AR

T2 GNU [BRE T EAN&ERaS.

iy

At

gpg --gen-key

ER—RIFRERY

gpg --gen-revoke my_user_ID

% my_user_ID f— e =

gpg --edit-key user_ID

B AT 3R, WA help” REFEBE

gpg -o file --export

EFARAEERMEERESR

gpg -o file
--export-secret-keys

BN E SREmLEIER

gpg --import file

RIERENER

gpg --send-keys user_ID

153X user_ID A BEI AR A RES

gpg --recv-keys user_ID

AR MRAT N3k user_ID ARER

gpg --list-keys user_ID

St user_ID IFTE &8

gpg --list-sigs user_ID

FE user_ID IRF

gpg --check-sigs user_ID

183 user_ID &85 T

gpg --fingerprint user_ID

f&2& user_ID FITEAX

gpg --refresh-keys

EHAHER

Table 10.7: GNU [BRETEMEBEIFELMIIxK

EEEE .

N4 IR\ 8"9563FC29932C409F1A77F9C1AB8A1522D8234C6A" |,

$ gpg --gen-key

gpg (GnuPG) 2.4.7; Copyright (C) 2024 g10 Code GmbH

GnuPG needs to construct a user ID to identify your key.

Real name: Osamu Aoki
Email address: osamu@debian.org



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
https://tracker.debian.org/pkg/gnupg
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
https://tracker.debian.org/pkg/gpgv
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/sq
http://qa.debian.org/popcon-graph.php?packages=sq
https://tracker.debian.org/pkg/sq
https://sequoia-pgp.org/
http://packages.debian.org/sid/sqv
http://qa.debian.org/popcon-graph.php?packages=sqv
http://qa.debian.org/popcon-graph.php?packages=sqv
https://tracker.debian.org/pkg/sqv
https://sequoia-pgp.org/
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
https://tracker.debian.org/pkg/paperkey
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
https://tracker.debian.org/pkg/cryptsetup
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
http://packages.debian.org/sid/libsecret-tools
http://qa.debian.org/popcon-graph.php?packages=libsecret-tools
https://tracker.debian.org/pkg/libsecret-tools
http://packages.debian.org/sid/seahorse
http://qa.debian.org/popcon-graph.php?packages=seahorse
https://tracker.debian.org/pkg/seahorse
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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FEAS EEER
RENAEEERAIREE
EETEXE
BAEANENARGTH
RANEEEMERE
RIKREREE

Tef5E

RR{EE

C|—h3S|Q|d|!

Table 10.8: {5{EEE K

You selected this USER-ID:
"Osamu Aoki <osamu@debian.org>"

Change (N)ame, (E)mail, or (0O)kay/(Q)uit? o
public and secret key created and signed.

pub  ed25519 2026-02-14 [SC] [expires: 2029-02-13]
9563FC29932C409F1A77F9C1AB8A1522D8234C6A

uid Osamu Aoki <osamu@debian.org>

sub  cv25519 2026-02-14 [E] [expires: 2029-02-13]

INTHE4 L {EFKA"9563FC29932C409F1A77FICIAB8A1522D8234C6A" N4RZIE RN A 8ABRES"hkp: //keys . gnupg
$ gpg --keyserver hkp://keys.gnupg.net --send-keys 9563FC29932C409F1A77F9C1AB8A1522D8234C6A

TR RIFHILSMAMRESE "~/ . gnupg/gpg . conf” (B EFE"~/ . gnupg/options”) HRFERE , WHERAET

AT &,

keyserver hkp://keys.gnupg.net

AR RS E AR,

$ gpg --list-sigs --with-colons | grep 'Asig.*\[User ID not found\]' |\
cut -d ':' -f 5| sort | uniq | xargs gpg --recv-keys

B —{ESERTE OpenPGP N @{A RS (SCRTAIARZ 0.9.6) , EigsEhkrA 2 B ERNF4. #M gnupg (>1.2.1-2) &
B mAELA R TRIE Lerh i T4, 2R gpg(1) TH- -repair-pks-subkey-bug” #IE.

5/ SHA-L ERJERIRFIACEM. RE openPGP (K RSA £T SHA-1 fEAMIRIER L , WTRUMER FixKey-
WithShal%&1&.

N
The sqg(1) and sqv(1) commands are an alternative set of openPGP commands. See sq user documentation and
A Practical Introduction to using sq, Sequoia PGP’s CLI.

10.3.2 7EAEXR_L{FF GnuPG

EEE—LERER LE A GNU FEFMETL FE41061F.

10.3.3 7£ Mutt F{FfH GnuPG

EMTEARBEN~/ .muttre” , EEERENT , BH—EIEH GnuPG , FERS|IREPIR'S RAFFCEA.



https://sourceforge.net/projects/pks/
https://wiki.debian.org/FixKeyWithSha1
https://wiki.debian.org/FixKeyWithSha1
https://book.sequoia-pgp.org/
https://archive.fosdem.org/2025/events/attachments/fosdem-2025-6297-a-practical-introduction-to-using-sq-sequoia-pgp-s-cli/slides/237970/presentat_pvYEqR5.pdf
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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164 Bl

gpg -a -s file ASCII HERZZ1E% file.asc
gpg --armor --sign file FE

gpg --clearsign file ERIAXETFER

gpg --clearsign file|mail YNBSS
foo@example.org {EE— AN ZEFE foo@example.org
gpg --clearsign AR~ 2 . ot
--not-dash-escaped patchfile PR AW TR

gpg --verify file BieE SRR

gpg -0 file.sig -b file EF—RORERNETF

gpg -o file.sig --detach-sign AL

file

gpg --verify file.sig file

fEF file.sig BRastase

gpg -o crypt_file.gpg -r name
-e file

NEINE , REREEESLT , AR TEMHIK crypt_file.gpg

gpg -o crypt_file.gpg
--recipient name --encrypt file

@)L

gpg -o crypt_file.asc -a -r
name -e file

NN |, RIERPEBRT , A/ ASCI HEHK crypt_file.asc

gpg -o crypt_file.gpg -c file

BrEREEIEE] crypt_file.gpg

gpg -o crypt_file.gpg
--symmetric file

AL

gpg -o crypt_file.asc -a -c
file

HWREIME | SR EF) ASCI £ crypt_file.asc

gpg -o file -d crypt_file.gpg
-r name

fig e

gpg -o file --decrypt
crypt_file.gpg

At

Table 10.9: 7EFEZE _L{E M) GNU [BRMELHTE4F&



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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macro index S ":toggle pgp_verify_sig\n"
set pgp_verify_sig=no

10.3.4 £ vim F{#H GnuPG

gnupg SMERT DGR ARE BIRE S A7 . gpg”, ". asc”, 1. pgp” KAERA[SEMBIT GnuPG, 3

$ sudo aptitude install vim-scripts
$ echo "packadd! gnupg" >> ~/.vim/vimrc

10.3.5 MD5 #ZE&FN

md5sum(l) 2T BIEMERERN—ELA, BFER rfc1321 WA NRERERE.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffe0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

*
MD5 AR CPU st HGRE R P GNU Privacy Guard (GnuPG) ME#HR£B/DK. EEEERL T, ABTERNRE
ERA TEMER A KRG TR

10.3.6 FIEEIBIR

7£ GNOME &% , GUI(BEE A&/ ) LA seahorse(l) BIE®E , L2MEEIBIR ~/ . local/share/keyrings/*
HH#HEEM.

secret-tool(1) BEFIE B S I A FEREESRRLIR .
FEFRAP#TE LUKS/dm-crypt NSRRGSR BRI 305

$ secret-tool store --label='LUKS passphrase for disk.img' LUKS my_disk.img
Password: ***xxxxx

BN BRI PEI AR EIHE R, bk cryptsetup(8).
$ secret-tool lookup LUKS my_disk.img | \

cryptsetup open disk.img disk_img --type luks --keyring -
$ sudo mount /dev/mapper/disk_img /mnt

2N
MR, RREE—EWAEMEIZ RSN | £/ secret-tool KR EIBREHIE MmISEI WAL,



https://datatracker.ietf.org/doc/rfc1321/
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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EREY TE NANEES #iEH

patch V:97,1:712 | 242 patch(1) PYESIE B

vim V:86, :346 | 4089 | vimdiff(l) | £ vim I HILE MEfE S

imediff V0, 1.0 348 imediff(1) | £ FEEBWN/— K& LE

meld V5, 1125 3546 | meld(1) PLECFNFBIERER (GTK)

wiggle V0, 1.0 175 wiggle(l) | JER#IEZAEROH T

diffutils }_/52785' 1768 | diff(1) BATH AR E

diffutils Yé%? 1768 | diff3(l) | BATHEMAL = EHE

quilt Vi1, 1:18 880 | quilt(D) BERIET

wdiff V6, 1:42 651 wdiff(1) EXFRERT |, BRE ARG

diffstat V:10, I:1104 | 79 diffstat(l) BB diff &£ K—{ES ke

patchutils V:13,1:103 | 242 combinedifif{ENEIEE T @2 —Efa 2fm ]

patchutils V:13,1:103 | 242 dehtmldiffi(FE—E HTML EmmicEE —1F diff

patchutils V:13,1:103 | 242 filterdiffi(f—1E diff FEREMITIEEHHE diff fEX

patchutils V:13,1:103 | 242 fixcvsdiffi(AB7&E M CVS patch(l) (&2 LW diff FE3

patchutils V:13, 1:103 | 242 flipdiff(1) ZHmE ] RIERF

patchutils V:13,1:103 | 242 grepdiff(1) Za/~HPEerER ERULECIE R R EXNHN ] BW
- . - . BENEMBEG— & diff B (ERR—EREER

patchutils V:13, 1:1103 242 interdiff(L) ERR diff F2E) > EER

patchutils V:13,1:103 | 242 Tsdiff(l) | BERWEEFER AW ] B%

patchutils V:13,1:103 | 242 | recountdififERtEEAAR diff i2X B EMN w5

patchutils Vi13,1:103 | 242 [ rediff(l) [ BEFILiwkE diff HEANEBENHS

patchutils V:13,1:103 | 242 splitdiff(LfeRERIBEFHT

patchutils V:13,1:103 | 242 unwrapdiffi(FRAICAEH e |

dirdiff V0, I'1 167 dirdiff(1) | BonB 2 MR R BN

docdiff V0, 1.0 554 docdiff(l) | B FHILE MIEfE SR

makepatch V:0, I:0 99 makepatch(LYEIEE | 1=

makepatch V:0, I.0 99 applypatch(EEREREW ] 15

Table 10.10: [RisWEE BT AR



http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
https://tracker.debian.org/pkg/patch
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
https://tracker.debian.org/pkg/vim
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
https://tracker.debian.org/pkg/imediff
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
https://tracker.debian.org/pkg/meld
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
https://tracker.debian.org/pkg/wiggle
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
https://tracker.debian.org/pkg/diffutils
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
https://tracker.debian.org/pkg/diffutils
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
https://tracker.debian.org/pkg/quilt
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
https://tracker.debian.org/pkg/wdiff
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
https://tracker.debian.org/pkg/diffstat
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
https://tracker.debian.org/pkg/dirdiff
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
https://tracker.debian.org/pkg/docdiff
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
https://tracker.debian.org/pkg/makepatch
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
https://tracker.debian.org/pkg/makepatch
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10.4 [RIHEEHIA

EEAFZRIAEA G TR, WTHERBEEMTA.

10.4.1 {RIAIEHERIEH ZR

THERERE , B REREENARR , YREERNGE |, BB diff #53file. patcho” Z’file.patchl”.

$ diff -u file.old file.new > file.patcho
$ diff -u old/file new/file > file.patchl

10.4.2 [RIARSHESRFEFEEH
%ﬁ *i"f; (BE HU/E patch T AER) , ANERX—EREXES. BETAMNAR , FEREIRES , EREEEHE
'E' AR o

$ patch -po file < file.patcho
$ patch -p1 file < file.patchi

10.4.3 FHEX44E

WR—ERIAES , REMERA , fRA] UEB TEM , /A inediff(1) BATMATEENRBAE.

$ imediff -o file.merged file.old file.new

R—ERIAHS , RE=ERA , RATIEB TEMAN , £/ inediff(1) BITEBIN =744,

$ imediff -o file.merged file.yours file.base file.theirs

10.5 Git

Git RIELERIEFEN A RAIEHIZR AR version control system (VCS) THE , B4 Git BEFaRIRFAEAM AR it [R 4475
B L, IHTEE.

@B Debian Salsa service , Debian BESA3Z it 6 B2 M Git BRFS. 7E http://wiki.debian.org/Salsa BEHREIE HIERBASC 4.
THEZ L Git {ERIEIE A,

10.5.1 FAAC Git & Fig

TRAJAE"~/ . gitconfig” RENER(E Git T RBRERNL [ , PLAER IR A FAEFE¢Hit.

$ git config --global user.name "Name Surname"
$ git config --global user.email yourname@example.com

PR AT AR T AR E R Git IITERR 1T 4.
SMRARER"~/ . vimre” &~/ .vim/vimre” , FEEITA AR,



https://zh.wikipedia.org/wiki/Revision_control
https://salsa.debian.org/
https://wiki.debian.org/Salsa
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i TR WNIE S Bili;

git e 50172 | git(7) Git thif | AT, SHRAARA RS
gitk V:4, 1:29 2003 | gitk(1) BRETRERN Git B AE S Sy
git-gui V1, 1:18 2508 | git-gqui(l) | Git BERm (EFSINEE)
git-email V:0, I:10 1187 | git-send-emBE Gl & A X EEE IR T
git-buildpackage Vi, 17 2030 | git-buildpafk&ietF)&{E Debian £

dgit V0, I'1 724 | dgit(d) Debian fERER git B EIEE
imediff V:0, 1.0 348 git-ime(1) | EENXMNFH git IRATAERENI TR
stgit V:0, 1.0 604 | stg(l) HEER git (Python)

git-doc 11 14238 | N/A Git B A XIS

gitmagic -0 721 | N/A "Git BAT , BITERFR Git T

Table 10.11: git ABEABFITEL TR

$ git config --global init.defaultBranch main
$ git config --global pull.rebase true
$ git config --global push.default current

WMRARENEEA CVS 8% Subversion 154 , RtEFrHER BN T4 EES .

$ git config --global alias.ci "commit -a"
$ git config --global alias.co checkout

REEFMIEIB AN T A AR B RAVEEBGAARE,
$ git config --global --list

10.5.2 EHAHK Git 554
Git JE R LE SR,

- TR BRI mmEAERER | R IELERBBE.

- FREWROHABE , WATHNHERETEHFRIRS. ER git add # git rmd4.
« FERIFEFER.

- EETRIERZA , SRR A A E. EERE git commit 64,
« AMA ERFDARITNER.

- Git A8 T ERHEAE I 50 WA A AR S © PHE 2 9 SCAR .
- AHAEREIB git push GSEFEXERTREIHEE.
- AHAEREZEIB git fetch # git pull SRS ERBOSE.
* git pull 4p47E git fetch #£¥\4T git merge 5k git rebase 44,
x 42, git merge BARMEB HXMFERAERD—E2, (FERAEHMN git pull , EERERN , R
B EMEEBRE A XERFZ AR, LEIFH)
x 542 , git rebase B —ARGNAXHFINIELNE/OX , IREAMASZ. (ERTH pull.rebase
true KR , HIRMHBKAEREA.)
o RIGEERFOAARTHIER.
- PRI AERER , FRREMNIERGR , bl SSH 8 HTTPS,



http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://qa.debian.org/popcon-graph.php?packages=git
https://tracker.debian.org/pkg/git
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
https://tracker.debian.org/pkg/gitk
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
https://tracker.debian.org/pkg/git-gui
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
https://tracker.debian.org/pkg/git-email
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
https://tracker.debian.org/pkg/git-buildpackage
http://packages.debian.org/sid/dgit
http://qa.debian.org/popcon-graph.php?packages=dgit
https://tracker.debian.org/pkg/dgit
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
https://tracker.debian.org/pkg/imediff
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
https://tracker.debian.org/pkg/stgit
http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
https://tracker.debian.org/pkg/git-doc
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
https://tracker.debian.org/pkg/gitmagic
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TR .git/ BEZSMNORER. £ .git/ BHEEEMER , AFRS|. AtAEERN—L it IRERFHE
E

EERETEN Git i SHE,

Git 154 INRE
git init BN (FH) RFE
git clone URL SUE R A7 ) AL A TE L {E B $%ie
git pull origin main BRERIHEE origin EHAHM main X
git add . BT IR R EEATA LG ERNRSIER
git add -A . EnTEEEmR T aEREIRs] (BIEEAMIRKR)
git rm filename RITERFIZRS I FRIFRER
git commit RXER TR R TR EE
. . BN B AR EF IR LR EMEIAEE (FiE
git commit -a +487F)
git push -u origin branch_name {EAZAHM branch_name Y X EFNEimEE origin (¥IEEH)
git push origin branch_name {FFAM branch_name HX E =i A& origin (FEEIEIY)
git diff treeishl treeish2 REJN treeishl IEAHN treeish2 IR IAE]
gitk VCS REFENXFELERETEN MR

Table 10.12: =EH] Git 54

10.5.3 Git 15

TERE—L Git 877,

Tt
REGABSHIOBETS, BE—LTA , W gitk(l) AVHKMEMT  BRIMELE git 154,

( ) EE
WR—EAMY X —ECKBRAERFERNEE  HEEENIXARRK , YEK --force #
g, BEEFH main PR AKR , (BHR—EBIES) main HTATREFEN T , B UEZH,

RIELIEB git -xyz” HIEIFIY git FHELMAI , {t 2006 FRUBHIARKEUH.

7R
MRH—ETHITHER git-foo FEMRSIRIZEE SPATH 120, ESI M NIRETEIARK git foo” , RIHEIEIY
git-foo. 52 git H4SM—EHHE.

10.5.4 Git 2%

A Tm.
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Git 5431 ThRE
itk --all SETTEM Git BEFIRME , [LIEE HEAD 2B —{EIRAZ.
J PREW T RIABEAS T
git stash FE—EFR LIS , FeRKER
git remote -v IR IRIMAYAE
git branch -vv B 7 SR AE
git status B L 1ERIRRE
git config -1 FE git ;€

git reset --hard HEAD; git
clean -x -d -f

R TS Y e 2B EE M

git rm --cached filename

K git add filename EREF£Z 5]

git reflog

ERZEHw (HENGRRAYITHRERZER)

git branch new_branch_name

HEAD@{6}

1t reflog Bl —EFHD

git remote add new_remote URL

HEIN—{EE URL FEM R Ris S E new_remote

git remote
upstream

rename origin

IR A ERNA TR origin EHd&E) upstream

git branch -u
upstream/branch_name

ARERIpER 2 IR in B upstream MIERN X B
branch_name,

git remote set-url origin
https://foo/bar.git

% origin 9 URL

git remote set-url --push
upstream DISABLED

)P HEEE| upstream (4R .git/config REHEA)

git remote update upstream &L upstream SEF B Rin7 X Bl
git fetch upstream BAM (FTRERINALA) upstream-foo X , fE&

foo:upstream-foo

upstream BE4 foo HXH—EER

git
git

checkout -b topic_branch ;
push -u topic_branch origin

RUE—BF topic_branch AIBEHEEE origin

git branch -m oldname newname

I B A

git push -d origin
branch_to_be_removed

Mk EmSY ST (A

git push origin
:branch_to_be_removed

MiEREiRD> (BRAN)

git checkout --orphan
unconnected

B —{EEHH unconnected X

git rebase -i origin/main

;’éérigin/main EHEF. Wik, BRiRE—Es FH O X
i

git reset HEADA; git commit
- -amend

BipmEmERI A —E

git checkout topic_branch ; git
merge --squash topic_branch

[ER45%4E topic_branch F|—{EE3F

git fetch --unshallow
--update-head-ok origin
'+refs/heads/*:refs/heads/*'

RE—ERTER—EME NN T B R E

git ime

SRR ERRE—RIEEEF—RERA/NMIRZ. (BK
imediff)

git repack -a -d; git prune

T ESEHITEE—EERNET (5] RERBIEMIERD
HREERENFHRE)

Table 10.13: Git 175
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» man = : git(1) (/usr/share/doc/git-doc/git.html)

Git {FHEFM (/usr/share/doc/git-doc/user-manual.html)
o git N8 (/usr/share/doc/git-doc/gittutorial.html)

o git NABHE : 55 ”EF (/usr/share/doc/git-doc/gittutorial-2.html)

GIT &—X 20 {HAH/I44 (/usr/share/doc/git-doc/giteveryday.html)

Git BE#7 (/usr/share/doc/gitmagic/html/index.htm1)

10.5.5 HEMMmAIEHI RS

IRASIEBIZRAE (VCS ) AlFHREARERIITHARL (RCS), 3iE RHieAcE B (SCM),
i5#2/2 Debian A& &L MHEIF Git i) VCS 548,

ERL) AT X/ [ ITH VCS Al [ @Rk
i = R
mercurial V:3, 1:26 2579 | Mercurial SEE micu\”g' E%EFH Python Riia
_nﬁ'ﬁ'.l = C 15%54]
darcs V0, 1:3 38784 | Darcs HEE EEERBFHTH DVCS (FB)
_ GNU N % tla g2 HEM Python BF
bzr I-4 28 Bazaar L EN DVCS (fE5h)
tla V-0, 1:0 1022 | GNU arch | 4yt E £ Tom Lord %) DVCS (ks
ik d:)!
” w s i
subversion V:10, I:59 4849 | Subversion | 1Eim :HS C\;S RERSE", =t VCS (R
£ (FEsR)
CcVs V:3,1:26 4835 | CVS E i TR RS VCS 12 (FFe)
. s VCS (CVS,Subversion,RCS) {#FE
tkcvs V0, I:0 34 CVS, 1RV B TS RN
rcs V:1, 1:9 578 RCS Hh "Bk Unix SCCS 8% (FF5)
cssc V0, I:0 2044 | CSSC Z~Hh, Unix SCCS [ (FEs)

Table 10.14: HERAEHI ARG T ASIE



https://mirrors.edge.kernel.org/pub/software/scm/git/docs/git.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/user-manual.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/gittutorial.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/giteveryday.html
https://github.com/blynn/gitmagic
https://zh.wikipedia.org/wiki/Revision_control
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
https://tracker.debian.org/pkg/mercurial
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
https://tracker.debian.org/pkg/darcs
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
https://tracker.debian.org/pkg/bzr
https://zh.wikipedia.org/wiki/GNU_Bazaar
https://zh.wikipedia.org/wiki/GNU_Bazaar
https://wiki.ubuntu.com/UbuntuDevelopment/MigratingFromBzrToGit
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
https://tracker.debian.org/pkg/tla
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
https://tracker.debian.org/pkg/subversion
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
https://tracker.debian.org/pkg/cvs
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
https://tracker.debian.org/pkg/tkcvs
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
https://tracker.debian.org/pkg/rcs
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
https://tracker.debian.org/pkg/cssc
https://www.gnu.org/software/cssc/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
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Chapter 11
BRI

TEZRH Debian R4 _E 7] BrERE T AREABHTROAEN.
HEPMERNTA , RIERIFAN  EENEERRERAIR.

11.1 XFEREHmTA

WFENTANSRTA,

EH TATE AN AR :
. V:922, —— fEH iconv(l) IAFRRESIRIR (locale) Z
Libcé 1:999 5370 *Ei S CEEkt) F
. FE + ] | FERESIRE (locale) Z R FAmiEiSiRss
recode b R (Z20hE , BERIETURE)

KEEE=1=)E S PR RO, 24 g
konwert Vi1, 1:43 137 FTE %%%?Iﬂiﬁ (locale) Z BRI FARISISIRzS
nkf V0, 1:8 359 FTE HiEFo &R
tcs V0, 1.0 518 FiE FILERE
unaccent V0, 1.0 34 Fii&k RE %;f—fc , EFHﬂEWEJ?I‘ff_?QﬂqilEiﬁa FIT

. . 4= T:I_: DOS # Unix ZFEﬁE‘]j?— T %3}%
tofrodos V:0, 1:112 50 1T fromdos(1) & todos(1)
. o L £ Macintosh 0 Unix Z B FA& ESR:
macutils V:0, I:0 319 1T frommac(1) ¥ tomac(l)

Table 11.1: XF&EREL T ASFR

11.1.1 [ iconv 154 REBHR T FIER

R
iconv(l) & libc6 BESMAM—HER I H'E T RATERR Unix BIARAR LEHAF TTAARS,

{REEFNBIB AN T AIFES A 1conv(l) FREHRST FHE R AI4RAS.

$ iconv -f encodingl -t encoding2 input.txt >output.txt



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
https://tracker.debian.org/pkg/libc6
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
https://tracker.debian.org/pkg/recode
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
https://tracker.debian.org/pkg/konwert
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
https://tracker.debian.org/pkg/nkf
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
https://tracker.debian.org/pkg/tcs
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
https://tracker.debian.org/pkg/unaccent
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
https://tracker.debian.org/pkg/tofrodos
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
https://tracker.debian.org/pkg/macutils
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PR ik

ASCII ER BN RIZEFERAS | 7 AT AS N e i 1 3

UTF-8 AR BRRIEERARN S E S 2L

ISO-8859-1 ERAEGESIZRE , ASCIl + B2 159k

ISO-8859-2 ERREGESIZAE , ASCIl + B2 59%

ISO-8859-15 ERERAROTIFERNAEGES /2% (1SO-8859-1)

R code page 850 , AR PIERGE & A1 %i)k DOS KB EIERNFIT
1SO-8859-1 El‘(]ﬁ

CP932 code page 932, HzE Microsoft Windows (] Shift-JIS &

CP936 code page 936 , RS FAREAR CRIHER SRR RO GB2312 ,
GBK % GB18030 fsas

CP949 COde page 949 ’ %ﬁéﬁ%gﬁm1ﬂ%§A1 E%/ﬁ\l%]ﬁl}%m EUC'KR E‘Z%
Unified Hangul Code [)44&

CP950 code page 950 , A RS
FLL

CP1251 code page 1251 , A PA¥EER 7 REAOMRER FE2E A% AR A Amhts

CP1252 code page 1252, FIRAERGE = B EE R A EAR R
1SO-8859-15 Eﬂ@ﬁ%

KOI8-R AR T R ERRE UNIX 1ZZE

ISO-2022-JP HCEMFRE A mhS | R{ER 7 fufocal

eucJP ZMRIHE3C UNIX 122/ 8 fifzJtél , A1 Shift-JIS T2 A

Shift-JIS H3Z JIS X 0208 [fi$% 1 127 (2R CP932)

Table 11.2: 4gAS{EFFAILHIS 3R

HRASER /NS SEY , BE7ELAck 2R -"F1" ", ATAMER iconv - USSR E SR MRS,

*

— LS SR BRI |, ERRMERESIRIENE (B 8.1).

& ASCII 1 1SO-8859 EfxE AN EMITTAANF ITE | FusmiSNF TE L T ER—HE1E.

HRZFIUMFILE | bbansh AR ESH JIS X 0213, &FHﬁAETyF)Tﬁ.m =¥ Universal Character Set (UCS,

Unicode, 1ISO-10646-1) , ﬁy@ﬁﬁﬁ%ﬁqfﬂ(rﬁlﬂt bﬁ'ﬂlﬂ‘]ﬂ:mf‘ﬂ,aﬂ

« A3 EUC F0 ISO/IEC 2022 (th 3784 JIS X 0202)
« Unicode ] UTF-8, UTF-16/UCS-2 1 UTF-32/UCS-4 4%

B BB, FITEMT Tamih 2 A ZEREMIER.

HELITEMBAKMS | code page R 1EAF TTARISRNRIZRFARER.

7

ar LS, KER IS R A F ASCI K 7 {u 7 ST K RIARARAS , (B —LL35h, MRIRUEIBHE FTaRE shift-
JIS #wiEE3\ , EAERHEX C sE5 NN URL BH , B UTF-8 #83\, IRFR(EM CP932;1’E%§FM-%% KA

Frshift-JIS” KIEEHAEKAER : 0x5C - "\" M OxX7E - "~". KA,

SEEd LT R T

N

recode(1) AT AEH{F A H ~{2{2 2 iconv(l) , fromdos(1l) , todos(l) , frommac(l) #1 tomac(l) ThEEMI4E

&, BEEEELEN, 558K info recode’,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/Character_encoding
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page
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11.1.2 M iconv iEEREARRE UTF-8 4xhE

REEFIEIB AN T 54 A iconv(l) KRB —ELFHERE RN EM UTF-8 4RiSH,
$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo "non-UTF-8 found"

7N
£ EAERBIFRER"- -verbose” BEKIKE|E—1E non-UTF-8 T,

11.1.3 {#F iconv &g 4

BEEE—ERGIWS  EE—B&T  MIEEREERR ARG NELIE S MmNS , BIRAIRA UTF-8.
#!/bin/sh

ENCDN=1is0-8859-1

for x in *;

do

mv "$x" "$(echo "$x" | iconv -f $ENCDN -t utf-8)"

done

"SENCDN” BAHER T EEHWERAR T, HBERNIRGHmS , RERMNE 11.2.

HREMEEANER , BEREENMSERA mount(8) KIEIE (B RE 8.1.3) XKHEAEBERERNIERAKL
(Peanaft , HiRE LA — @ E0E) |, EAcp -2 IELRERENBBERNEE HI—EER UTF-8 #HIEREREAS L.

11.1.4 BATRIER

NFERME  FRIRITE (TR MtS , BRI,

- = Tl N N
e BT | 2T | Pl | 16
Debian (unix) LF N 10 0A
\'\//IViSnI?i(o)v?S*u CR-LF AMAJ | 1310 0D 0A
FASE A Macintosh CR AM 13 0D

Table 11.3: NEIFE=RHBRITRERITFR

BT ERFER, fromdos(l), todos(1), frommac(l), ¥ tomac(l), BHEH1{E. recode(l) 2% K.

E
1f Debian &%t Fi—L0%%} |, 40 python-moinmoin #X84MMK wiki EEE¥} , @8 MSDOS Ak CR-LF 6%
PATR4wES. AT, EEANRAEEE —E@EBRA.

yzs
KERS 4mER 2R (bban @ vim, emacs, gedit, ) BE#iBRREIE MSDOS AR TITIEE.

RN
gh‘i’éiﬁ':é MSDOS #0 Unix ARHIFER , #—ZFI MSDOS 4T =4% , {#H"sed -e '/\r$/!s/$/\r/"" KE
todos(1) tkERLF. (Fian , FE{E A diff3(1) BBiam{E MSDOS RARMIER%.) E2E A todos 44 FTAHIITIEM
CR.
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11.1.5 TAB &%

B LR TAB RS EET A,

gk bsdmainutils coreutils
ERRFRERT "col -x" expand
NEERIBERREERT "col -h” unexpand

Table 11.4: bsdmainutils 1 coreutils B9 AREH TAB RiFEd ¥k

indent B indent(1) 15LRESEFAZAMN C BAPHT

20 vim K1 emacs EARAREREREE , TAMFRIER TAB, #ME vim K58 , /REEFIRIEFE#AN": set expandtab”
F":%retab” T KIER TAB, R ATRURIERFE# A :%set noexpandtab” F1”:%retab” $¥§4KER.

11.1.6 FHBEEEBRINEENREEZS
1% vim BRI S e s ekt AR S IRAA R B A sk IR T T 4hS RS A RAT(THE RS2, RIESZAEX4E UTF-8
ARSI EINE X 7E UTF-8 TRHE T FH IS Lot 2 R FE 1S RATIAR A,

P latinl (is0-8859-1) #mhSfAFAETEGES M) Unix LFHER “u-file. txt”, BERIBZI T A/RA vim E S M4
8,

$ vim u-file.txt

ERFTRENE A vim KRS B MRS SR EIER 2 UTF-8 4% , IRKMT , AMBEEEE latinl 4%H%.
M latin2 (is0-8859-2) #mhS{#TFHIESIKBIRERN) Unix SLFHESR “pu-file. txt”, REEBAN T HT/RAA vim 4wid.

$ vim '+e ++enc=latin2 pu-file.txt'

A eucIP 4 E HRE) Unix SUFHESR |, "ju-file. txt”, BEEBMN T H/RIA vim 4t .

$ vim '+e ++enc=eucJP ju-file.txt'

e

PABTEREA shift-JIS 4t (BREVIFARIERE : CP932) 7N EEHEE MS-Windows XFHER |, "jw-file. txt”, AEIB
IR ETZREA vim 4t .

$ vim '+e ++enc=CP932 ++ff=dos jw-file.txt'

E—EERA vim BIRKBHESF ++enc” F"++F 7 EIA |, £ Vim 545N\ w” 150 @ UER N FFERT B &
BEFER, FMATRIE Vim $54 5\ FE #1782 R HAMR , #I70 , 7:w ++enc=utf8 new.txt”,
AR vim 48 _EEBIFHK mbyte.txt , ” SAITTAA TR MR 11.25K &5 ++enc” {F A HER SN,

emacs KikHFERBEREIR FEHRTIEE,
11.1.7 RE&NF
M TAREEN web BEIIETEBUABRLEIER. SH Web Fr3% IR E 21E web HAEF FERLEN grep(l) A

B Unix XF T AR, PIT1E42FE A MM,

$ w3m -dump https://www.remote-site.com/help-info.html >textfile

[tk , #RATAME AT FT7Ri TR H g SR EAE S F A K




Debian 2% 213/ 247

EJGELD) TATE KN | EHEERR IhaE
”, _ n I:.A ST
w3nm V11, 11145 | 2853 | html text ?; w3m -dump” FESIE HTML B0 SRR
html2text V:3, 1171 298 html-text | SFEHK HTML 2 Fia R iEkes (1SO8859-1)
” _ n FE A A
lynx V29, 1:457 | 1972 | html - text Egéynx dump” §5<3E HTML BLA 35109
" O _ ” l:,/(\ 5 T—1
elinks V:2, 116 1791 | htmi- text g}gg”ks dump” $5<4E HTML 8028307
~
N = n FE 5 =1
links V2, 1:21 2321 | himl-text Egélnks -dump” F§IE HTML #4305 498
~
N - n FE =
links2 V.0, I:110 5466 | html- text g}égksz -dump” #5438 HTML S5 376
catdoc V:17,1:176 | 682 MSWord — text@#eX MSWord 1232403 ek TeX gk
antiword V0, I:6 587 MSWord - textiggt, MSWord &2 F 5% ps FER
unhtmt V0, 1.0 40 htmi-text | 7&—1E HTML 12 =& mmiRiEs cre s
odt2txt Vi1, 1:25 60 odt - text REIBCL R E L R AN E S

Table 11.5: A REAI FERWTASIR

N AT N B
A":source

vim-runtime V:16, 1:365 | 38132 | = $VIMRUNTIME/syntax/html.vim’ Vim E&+5
S IR HTML

cxref V0, I:0 1191 | c-html 1% C 72XF latex #l HTML &EiRzs (C:E25)

src2tex V:0, I:0 1799 | &= HIRT % RIAnEE] TeX (Ciem)

: . R R IAREE R =Rl e HTML, XHTML,

source-highlight ., .3 2131 | B LaTeX, Texinfo, ANSI BE#53% %A1 DocBook
FE3E (C++)

: : a e BT Z FIATRET A = =RRE HTML,
highlight V0,13 4L &% XHTML, RTF, LaTeX, TeX or XSL-FO #4&, (C++)
gre vors | 208 | P8 B | miEmR T EmBELRE (Pyhon)
pandoc V10, I:47 201787 text—any 1AL ey (Haskell)
python3-docutils . 5 .5, 2009 | text-any | EMIFICHE] XML (Python)
mar kdown V0, 1:6 56 text—html | Markdown 3CF3CHFZE] (X)HTML (Perl)
asciidoctor V.0, I:5 101 text - any AsciiDoc XX FEIHEILE] XML/HTML (Ruby)
python3-sphinx | Vi7,1:27 2996 | text-any | EXHREL RS (Python) EREF
hugo V:0, I'5 61651 | text—html | Eid Markdown FRIEFRELEEEZE R % (Go)

Table 11.6: =X FERK T ASIFK



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
https://tracker.debian.org/pkg/html2text
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
https://tracker.debian.org/pkg/lynx
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
https://tracker.debian.org/pkg/elinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
https://tracker.debian.org/pkg/links
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
https://tracker.debian.org/pkg/links2
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
https://tracker.debian.org/pkg/catdoc
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
https://tracker.debian.org/pkg/antiword
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
https://tracker.debian.org/pkg/unhtml
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
https://tracker.debian.org/pkg/odt2txt
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
https://tracker.debian.org/pkg/vim-runtime
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
https://tracker.debian.org/pkg/cxref
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
https://tracker.debian.org/pkg/src2tex
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
https://tracker.debian.org/pkg/source-highlight
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
https://tracker.debian.org/pkg/highlight
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
https://tracker.debian.org/pkg/grc
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
https://tracker.debian.org/pkg/pandoc
http://packages.debian.org/sid/python3-docutils
http://qa.debian.org/popcon-graph.php?packages=python3-docutils
https://tracker.debian.org/pkg/python3-docutils
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
https://tracker.debian.org/pkg/markdown
http://packages.debian.org/sid/asciidoctor
http://qa.debian.org/popcon-graph.php?packages=asciidoctor
https://tracker.debian.org/pkg/asciidoctor
http://packages.debian.org/sid/python3-sphinx
http://qa.debian.org/popcon-graph.php?packages=python3-sphinx
https://tracker.debian.org/pkg/python3-sphinx
http://packages.debian.org/sid/hugo
http://qa.debian.org/popcon-graph.php?packages=hugo
https://tracker.debian.org/pkg/hugo
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11.1.8 WA FER
{RET BB BN T R S SRR AL T Bk

11.2 XML &x}

1ERIZ5CEE S Extensible Markup Language (XML) & —fE1ZRCiE S , AN S B4 SIS,
7 XML.COM 143 /M 4R &R

« TR XML

o " {tEER XSLT?”

o "{tEERE XSL-FO?”

- " HHEER XLink?"

11.2.1 XML HEFRRR

XML XFE LKA LG HTML. ERESABEIRMAEE —EX AL ERN. —EMER XML R%R docbook-xs1 #&
128, EIEHEER.

F—{8 XML {ZRF A T ERIEE XML E5B3A.

<?xml version="1.0" encoding="UTF-8"?>

XML JTTRMEAEEZ IR THR AR,

<name attribute="value">content</name>

NAEZTH XML Tt , A TEREERR

<name attribute="value" />

AEFIFFattribute="value"” EAEH,
XML #2EHEERERRSY | 2% T EK =SS

<l-- comment -->

AEMIBIMEED , XML EDESRERFAE REIRENNE REBA TIIF T

FAERENG [T ESH
&quot; HEEE
&apos; TR
&lt; < /NRER
&gt; > KINER
&amp; &: &K

Table 11.7: XML JAE&HEILF)%

“<"BY“&’NRETEEBME (attributes) EXITZE (elements) {FA.



https://zh.wikipedia.org/wiki/XML
https://www.xml.com/
https://www.xml.com/pub/a/98/10/guide0.html
https://www.xml.com/pub/a/2000/08/holman/index.html
https://www.xml.com/pub/a/2002/03/20/xsl-fo.html
https://www.xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML

Debian 2% 215/ 247

7
& SGML R REAETRENR , Lalssome-tag;”, WEANKFR , E—ETEREBEZHEN.
fE’<!ENTITY some-tag "entity value">" ##3F&RIR.

pui}
i
i
P

7
AZE XML LR —BERE 8L EE (—LEHMEARNASZUEM(E) | £/ Extensible Stylesheet Language
Transformations (XSLT) ZKEHRE| B4 —1E XML , B—EHAR S ERIER.

11.2.2 XML ¥

BHFZTATAREIE XML #52 , bbanzh : 7TiEREERKEES Extensible Stylesheet Language (XSL).
—BRES T — BTN XML 18R |, AR LERE | RATMER TTiE AR NRAE S 4% Extensible Stylesheet
Language Transformations (XSLT) , 4§H#f pi(E A& =,

BRI AT IR Fe AN RAES Extensible Stylesheet Language for Formatting Objects (XSL-FO) 2 AR /EAE D
WHRERAR. fop B3EMLL Debian main FEREEH , AABKHE Java FBXGES. LaTeX BBAEEE 21 XML {#
FB XSLT 45§ , LaTe BRI R FAFEESL DVI, PostScript 1 PDF 1538 A] FIENHHESR.

LN AT AN | BESERR ER
docbook-xml [:424 2126 | xml DocBook ] XML X &EEIRxEZ (DTD)

] ] {#F XSLT # DocBook XML 2} E
dochook-xs1l V:16, 11151 14823 | xml/xslt B9 XSL KR

ZA oo R 2‘ -

xsltproc V:16,1:75 | 83 | xslt %sgg TR FEE (XML - XML, HTML, #6305,
xmlto V0, 1:9 124 xml/xslt {FF XSLT #& XML BREHEE AR NSRS
fop V0, I:8 281 xml/xsl-fo # Docbook XML f§ZZ21] PDF

L {# F XSLT % Dochook f&Z#Eiaz DVI,
dblatex V1, 1:6 4636 | xml/xslt PostScript, PDF ST
dbtoepub V0, I:0 37 xml/xslt DocBook XML ZI.epub iR

Table 11.8: XML T E %13k

A XML 2 127418 FIfZ505E S Standard Generalized Markup Language (SGML)—{EF4, B EIE SGML K&
LA , haesaRIE XML , bbanak e sGE S F13R 85 S Document Style Semantics and Specification Language
(DSSSL).

EGELD) AT NN FEsERR AR
1996 7 R (W
openjade Vi, 1:22 1066 | dsssl I;])O/IEC 10179:1996 £ DSSSL hatids (=
o # A DSSSL &7 DocBook XML FI & f&fh hig o

dochook-dsssl V0, I:8 2594 | xml/dsssl &) DSSSL Kt

DocBook fax=M LT EA, , BiE{FF DSSSL =
docbook-utils V:0, 1:6 287 xml/dsssl BB EH TR (HTML, RTF, PS, man, PDF) [

docbook2* $£4

Table 11.9: DSSSL T A3%I|%

R
GNOME [ yelp 13 11AE8A 77 (A EHEER DocBook XML 1R , BRRAE UK X EIFEERIER.



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/zh-tw/Java
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
https://tracker.debian.org/pkg/docbook-xml
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
https://tracker.debian.org/pkg/docbook-xsl
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
https://tracker.debian.org/pkg/xsltproc
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
https://tracker.debian.org/pkg/xmlto
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
https://tracker.debian.org/pkg/fop
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
https://tracker.debian.org/pkg/dblatex
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
https://tracker.debian.org/pkg/dbtoepub
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
https://tracker.debian.org/pkg/openjade
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
https://tracker.debian.org/pkg/docbook-dsssl
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
https://tracker.debian.org/pkg/docbook-utils
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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11.2.3 XML ZEHZH

FRATENAE , REESIREERIZI HTML 3 XML &XL,

#HHS ATE XN | BAsEER #AA

man2html V0, I:1 142 | MAN TR | on FMES) HTML gsiRs (B Col)
T - html

doclifter V:0, I:0 473 troff — xml troff ] DocBook XML &gy

texi2html V0, I:3 1847 | texi— html 1% Texinfo ] HTML EiRazs

info2www Vi1 11 74 info = html 7% GNU info 2] HTML iERsy L& CGI)

W V0. 2 733 MSWord - | &%@# Word 323X ZI] HTML, LaTeX, ZRRHFEER
T {HAAR RS,

unrtf V0, I:3 159 rtf — html 1% RTF 2] HTML ZER&Ehes

Wp2x 10 200 WordPerfect . WordPerfect 5.0 #1 5.1 f§2Z£21] TeX, LaTeX, troff,
' EERERA GML 1 HTML

11.2.4 XML SRR

HHAE XML B HTML 55 |, 1R&E

Table 11.10: XML BRHEE T A%I&

$EEIRE P9 % XHTML , XHTML B —{EHEE ALK XML BITH, XHTML BEFaHE XML

TARHE.
XML #ERHEEAFEE MR RITHN URL MTTEM | ESABIRE.
D T SONEL i1
: - - xml1int(1) E]*] XML FBSITH GEiERE ,
libxml2-utils V:64, 1:216 205 xmbhtmbxh@ﬁm_tk BaE -
tidy V0, 117 79 xml « html o XhtdiIML ;E/HAEﬂE%ﬁmit{t
weblint-perl V0, 1.0 32 BE R HTML R/ NSRRE AR S 25
Tinklint V:0, 1.0 343 EiERE REFAAEE T AR AT s

—BEER XML £5% , EMECHRREE

11.3  HHhR

Table 11.11: XML EWFIENTA¥FK

, {REEZ{E B XSLT SATHEEUE KL,

Unix E#4 troff IR A2 AT&T AR , AT BMEEHHR. RAEFAREILFHEA.

Donald Knuth 28] Tex ZIEFE M KKHR TA W2 B LHIZRE, R¥)Z Leslie Lamport FAZ$H) LaTex {F154F
FE T AE 277 FHF A Tex KR KINEE

EICH] AT KN | BARER Bili;
texlive 1:29 57 (La)TeX FRHBR, TABAFENK Te BEEARE
groff Vi1, 1:25 20577 | troff GNU troff IITFRRRERL

Table 11.12: HEAR T A K513



http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
https://tracker.debian.org/pkg/man2html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
https://tracker.debian.org/pkg/doclifter
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
https://tracker.debian.org/pkg/texi2html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
https://tracker.debian.org/pkg/info2www
http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
https://tracker.debian.org/pkg/wv
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
https://tracker.debian.org/pkg/unrtf
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
https://tracker.debian.org/pkg/wp2x
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
https://tracker.debian.org/pkg/libxml2-utils
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
https://tracker.debian.org/pkg/tidy
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
https://tracker.debian.org/pkg/weblint-perl
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
https://tracker.debian.org/pkg/linklint
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
https://tracker.debian.org/pkg/texlive
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
https://tracker.debian.org/pkg/groff
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11.3.1 roff HEhR

BHmERL , roff & Unix EFBERIXFRIEFARS. 287 roff(7), groff(7), groff(l), grotty(l), troff(1),
groff_mdoc(7), groff_man(7), groff_ms(7), groff_me(7), groff_mm(7) #1"info groff”,

THEIT grof f EEEALUE |, MREIN"-me” EETESMBERR— MR EERTESEFM , ERMLER"/usr/share/doc/groff/

STV
"groff -Tascii -me -"#H7EH ANSI EERBERAI T, MRIRAEE manpage Kt HFFEZH F1"_" , 7
P {E FiE{XTE4"GROFF_NO_SGR=1 groff -Tascii -me -7,

N
RABEFIR grof f AERMSCFERFH"H 17", Ef"col -b -x" KBEE.

11.3.2 TeX/LaTeX

Tex Live 8RIEIR T 2EBM Te B AE. texlive TTERRE TeX Live F—F4 , BRE BHMEMBE (T,
EEBZ A TeX M LaTeX IZZ &K,

e The teTeX HOWTO: The Linux-teTeX Local Guide

e tex(1)

latex(1)

texdoc(l)

texdoctk(l)

» "The TeXbook”, {3 Donald E. Knuth, (Addison-Wesley)

 "LaTeX - A Document Preparation System”, {3 Leslie Lamport, (Addison-Wesley)

» "The LaTeX Companion”, {£#& Goossens, Mittelbach, Samarin, (Addison-Wesley)

ERREANHRIRE. 7% SCML EIERILEEARBETRIET A, lyx BRSEIZMHM Lyx M texmacs KigH,

IR{HLH) GNU TeXmacs #524 LaTeX 124t 7 AEH A EE00FT R B FT 1S ARERIRIR | SAMRFZ AfEA Emacs # Vim 4
HIFAnSAmEE 2 .

BHFEREEIREFE,

e TEXLive Guide - TEX Live 2007 ("/usr/share/doc/texlive-doc-base/english/texlive-en/1live.html”)
(texlive-doc-base f)

» Latex/Lyx HK—{E S EE$53|
o {7 LaTeX BITXERIE

EXHEMEE AR TeX BiFe s, RINATE/etc/texmf/texmf. cnf” 380 pool A/ (BREVIREREE 2 4R
#:2"/etc/texmf/texmf.d/95NonPath” I E#4T update - texmf(8)) KEHEILRE,

)

"The TeXbook” i) TeX FIARERTPA{E texbook.tex f] www.ctan.org tex-archive ¥5 25 F T &, HIERBETHRAZ
BMENARTES . REERICSCHFIZE 7 2055 10 TR T HFE \input manmac \proofmodefalse”, i
ATRAR tex(1) ZREEIHM L. FeaZ R EIBEIEAE (BF Donald E. Knuth B ME) A RE AR LR
{B243 AP FRIAIEHE R 2E Tex M ARIFHIFIF !



https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
https://zh.wikipedia.org/wiki/轉義序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
https://tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
https://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
https://www.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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11.3.3 ZXHPENFHE

TREESA AN TMEE —EFE S EENRM_ LIRSS IED T B

$ man -Tps some_manpage | lpr

11.3.4 EVFME

HE AL roff AR FME (manpage) BFAEN , EHE 6 — LA ERARELFREA.

EIGRL ) TE KN | EESEER AR EH

docbook-to-man | V0. 16 189 SGML - man| & DocBook SGML ZI roff Ff B E &S HiEHh
B FHE 75

help2man V-0, 1:6 542 t;%tﬂ_ma” BB —help 2HEBERFHENTA

info2man V20, 1:0 134 ig%_ﬁman ##54% GNU info 31 POD S EM B fisin s

txt2man V:0, I:0 112 t;)%égman JCAERER) ASCI JLFE AFMERR

Table 11.13: By FMERNTASIF

11.4 WJENRIKER

7£ Debian &t , AJSIENAIERLE PostScript /8, %HIE PostScript ENZR# , 18 Unix SIED AL (CUPS) £ A
Ghostscript {EAHZ =Y RIEFE.

FERILM) Debian R&F , ATENRIKER , LATRAR PDF #3aR7R.

PDF t£R8E%E A GUI (BEERENTE) KR LRER , ENHBRIEE M ABIETE) GUI (BEFERE M)
R ILHE |, bkan Evince #1 Okular (2 R &6 7.4); ARIRAZIEERS | bban Chromium,

PDF &R aE5{F A Lo & T B 4wEE |, bban LibreOffice, Scribus # Inkscape (2 R.&1 11.6).

N
RAESIF GIMP BEE PDF #5838 , WAESMSHR 300 dpi ERMMRATE |, 1§ PDF #A PNG 183, EREATAES
LibreOffice 5 RE i , AREERRIEER—EIIERNERSIENE L.

11.4.1 Ghostscript

BRI ATENRIB ERHKAZ M2 Ghostscript PostScript Hi2% , Easfat i %.

I
"gs -h" BEFAREZR Ghostscript KIFRELE.



https://zh.wikipedia.org/wiki/Troff
http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
https://tracker.debian.org/pkg/docbook-to-man
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
https://tracker.debian.org/pkg/help2man
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
https://tracker.debian.org/pkg/info2man
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
https://tracker.debian.org/pkg/txt2man
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Evince
https://zh.wikipedia.org/wiki/Okular
https://zh.wikipedia.org/wiki/Chromium
https://zh.wikipedia.org/wiki/LibreOffice
https://zh.wikipedia.org/wiki/Scribus
https://zh.wikipedia.org/wiki/Inkscape
https://zh.wikipedia.org/wiki/GIMP
https://zh.wikipedia.org/wiki/PNG
https://zh.wikipedia.org/wiki/LibreOffice
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
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L MTE NIEL
ghostscript V:156, 1:579 | 183 GPL Ghostscript PostScript/PDF Eazas
ghostscript-x 117 88 GPL Ghostscript PostScript/PDF HiZgs-X BB/ 15

Tibpoppleri47 V:109, 1:278 | 4891 | PDF jEZ3:E (xpdf PDF BI& 259 X)
Libpoppler-glib8tlas, |73 | 550 | pDEIZRE (Hit Glib HAZE)
poppler-data V:171,1:600 | 13086 | Fi#t PDF B4R CMaps (CIK Xi& : Adobe-*)

Table 11.14: Ghostscript PostScript HiEa8¥13&

11.4.2 &1#m{E PS = PDF t&%

L

E#h{# A3 Ghostscript F ¥ gs(1) KA 3t {E PostScript(PS) B A2 IE L H&, (PDF) FEZ.

S -q -dNOPAUSE -dBATCH -sDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo02.ps
S -q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

)
PDF EABRENEBEFEAENRERER , EAH ERTH —LESMFMARTBAE T 1 PS #53.

IR
KR5S 5K , psmerge(l) # psutils B HHEATES7ERIE PostScript XHRFRRA A, pdftk BFH
pdftk(l) 7EIE PDF 4RBHREIRERIFRAN.

11.4.3 RIHAJENRIERAK TR
T REEENRIERK T ARSI,

11.4.4 FJ CUPS %IE[]

Unix BFASIEDARZE (CUPS) i 1p(1) A 1pr(1) 154-#0RME T B E BRI IENERIHEIE,
RATLAE R T IIFE SR —ERIIED 3 B %ET BRSHHER.

$ 1p -n 3 -0 Collate=True filename
$ 1lpr -#3 -0 Collate=True filename

{REEFIEI@”-0 number-up=2",”-0 page-set=even”,”-o page-set=odd”’,”-o0 scaling=200",”-0 natural-sca

FEENRMETARE — D ERENRMIRME | FHARSHZ RI54 33 ENFIIEIE,

11.5 EjfFERER

YRR B R RS BT T IRAGERER.

N
ANREBE R P n] UECEE A IMAPA mRR:S , A5 ABMAR SRR RAS 4 IMAP4) {7 fRa% 7] AR BACER 1L 2R
BEMH ARG AEEBLH K.



http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
https://tracker.debian.org/pkg/ghostscript
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
https://tracker.debian.org/pkg/ghostscript-x
http://packages.debian.org/sid/libpoppler147
http://qa.debian.org/popcon-graph.php?packages=libpoppler147
https://tracker.debian.org/pkg/libpoppler147
http://packages.debian.org/sid/libpoppler-glib8t64
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8t64
https://tracker.debian.org/pkg/libpoppler-glib8t64
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
https://tracker.debian.org/pkg/poppler-data
https://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/PostScript
https://en.wikipedia.org/wiki/PDF
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
http://localhost:631/help/options.html
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
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HESH TR AN | BEgEEA) At
e V:135, pdf - ps,text,| PDF LK : pdftops, pdfinfo, pdfimages,
poppler-utils | g9 760 1L pdftotext, pdffonts
psutils V:3, 1:53 34 ps — ps PostScript fEXeER T R
poster V0, I:1 58 ps - ps FH PostScript ER{EXEEHR
. L text - ps, &1}, ASCII ZFZ1] PostScript, HTML, RTF 2%
enscript V0, 111 2138 html, rtf Pretty-Print
0 "{EXF 2] PostScript’ fiska51 H L EHEAR
azps V.0, I:7 4083 | text-ps SHEFENFE
pdftk 1:25 28 pdf - pdf PDF & HT H : pdftk
htm12ps V0, I11 256 html - ps & HTML Z1] PostScript FEazs
gnuhtml2latex V0, .0 26 html - latex | £ html 21 latex &Rz
o IR LaTeX X F2BE#K Microsoft Word BB K
latex2rtf V.0, I:2 495 latex - rtf RTF A& ZCHS 1
7k ] -
ps2eps Vi1, 1:34 95 0s_eps g%éig?;tg’sﬁcnpt ZJ EPS (Encapsulated PostScript)
e2ps V:0, 1:0 104 | text—ps 8 H X Amhs 18 3721 PostScript #iRzy
impose+ V0, 111 118 ps - ps PostScript TR
- a1 EERPETFZ BT, (C, C++, Java, Pascal,
trueprint V0. 10 148 | text-ps Perl, Pike, Sh, # Verilog) %] PostScript, (C:&&
pdf2svg V0, 1:3 33 pdf—svg PDF Ze] FHR A E B TEAR RS R 25
pdftoipe V:0, I:0 74 pdf - ipe & PDF ZI] IPE's XML Ry
Table 11.15: FFIEAJENRIERIK T ASI*R
N AT AN | BEsERA) B
i - shar(1), unshar(l), uuencode(l),
sharutils V:2, 1:30 1436 | #ifF uudecode(1)
mpack V0, 1:8 109 MIME 4mhEANfERS MIME &A1 mpack(l) #1 munpack(l)
iz MIME [FEELR"application/ms-tnef” , 4%
tnef V0, 1:4 103 -tnef i
ne ' me-ne R A
- . T IR AmiRS < AfEASES . uuencode,
uudeview V0, 111 105 EpfF xxencode, BASE64, quoted printable 1 BinHex

Table 11.16: BN B EREHRE IS RS &



http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
https://tracker.debian.org/pkg/poppler-utils
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
https://tracker.debian.org/pkg/psutils
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
https://tracker.debian.org/pkg/poster
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
https://tracker.debian.org/pkg/enscript
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
https://tracker.debian.org/pkg/a2ps
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
https://tracker.debian.org/pkg/pdftk
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
https://tracker.debian.org/pkg/html2ps
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
https://tracker.debian.org/pkg/gnuhtml2latex
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
https://tracker.debian.org/pkg/latex2rtf
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
https://tracker.debian.org/pkg/ps2eps
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
https://tracker.debian.org/pkg/e2ps
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
https://tracker.debian.org/pkg/impose+
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
https://tracker.debian.org/pkg/trueprint
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
https://tracker.debian.org/pkg/pdf2svg
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
https://tracker.debian.org/pkg/pdftoipe
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
https://tracker.debian.org/pkg/sharutils
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
https://tracker.debian.org/pkg/mpack
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
https://tracker.debian.org/pkg/tnef
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
https://tracker.debian.org/pkg/uudeview
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
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11.5.1 BEpHERIER

B (SMTP) BRI FEEWIRT A 7 L EKRF, —EQHIERM 8 X FEKHER Multipurpose Internet Mail
Extensions (MIME) 4848 £ G E MR E M MRRNF TEMIER) 7 g, (BRFRK 11.2),

PREEREPHA ISR mbox , B2 K{E RFC2822 (F§ RFC822 & 3#T) K&\, 2R mbox(5) (A mutt BESEIR{L).

HRENEES, BRIRE{HE 8 i1t , "Content-Transfer-Encoding: quoted-printable” jil ISO-8859-1
FIUEIRE W AR EME . ANREMN L F B AmiS24 UTF-8, Bt T2 8 7 &k} , M Content-Transfer-Encoding:
quoted-printable” th2&EM.

HitAEE , 4K Content-Type: text/plain; charset=IS0-2022-JP" B AR ENME IR SCFIE 7 0.

IBEZ MM AR EAE SR T Shit-JIS REREE, MBEAEXTRM UTF-8 %k, BRAHH S 8
RifER | {85 Basesd AT, HETHES RFIMSTE.

)
INRARAFE Unix BB E R T RUEIB — (B B IMAP4A fR#5@ERAAAE Debian & Fima/if , /R UE B BT IR
IMAP4 JRF S ASEB(HE RS .

)
MRAFERHCEHRETERR , F—HIEEFIFEENE] mbox FBINPLELF. % mutt(l) EHRS IEEME FipfEa] L
fEFRMTT RIS ARIRIE.

YRATAE A procmail(l) 1 formail(l) IEERASN D BIRLE — B4
S—HEERESE AR A mpack EIEEM munpack(l) 64 (BHEHEKNTE) XKEE MIME 4RiSNE.

11.6 BEERLA

HER1% gimp(l) BB ENEREREEE RN , B4 imagemagick(l) EMTELSII T AERTESEREN{LE
BE LR REHAN.

B ENBREMESNRE R BT TR RIEREN(EXIF) , EREERNEE JPEGC EREREN LE—L& T ERHE
#. TR EENBR. RRIAMEEE R EM.

The Lempel-Ziv-Welch (LZW) 418 &R BRAEZEF S4BT . /A LZW B4 AR BELEME (GIF) TAEIRE
] PA7E Debian A% FEHRFERAT .

N
{RATHE AT ENGLER A E NS AE M BT 23 AR AT AFE Linux EIBI8 USB 77 EEES K TAE , AT EEAMEE
RAGGHRRY B FAT R A% , %46 10.1.7,

11.6.1 BEEERITA (Jrikiga)

TITERE AR R aptitude(8) RSEAEN TARN—EIFARS. “Debian F4G T AMEBF SIS BT sesE
A RS —EF RS,

EFZIN
f£ aptitude(8) (£2#£% 2.2.6) FHERKER~Gworks-with: :image” KEAEZ RS LA,



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
https://datatracker.ietf.org/doc/rfc2822/
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://qa.debian.org/developer.php?email=pkg-phototools-devel@lists.alioth.debian.org
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wme [ AT K| s A
education-graphigg, st | 39 PR | minp g e AT TR,
open-font-design —I:té)olklt 9 ttf, ps, PR B AL ST

Table 11.17: EEER TASIFR (TTEEER)
L) AT KN | BEsEER A

=2 (2
gimp V:35, 1:229 | 31748 fb % | onu B EEFRER
ETE (ZhfE 7% SANE 1% GTK MvwE | CRETF
Vi10, 11135 | 1512 | 0 © S e g
xsane &) IR AR T)
scribus Vi1, 1113 32052 | PSIPASVG! | gvinus DTP gtesg
libreoffice-drav \ g8 437 | 11003 | BF& (W& | LibreOffice AL H-BE
inkscape V:13,1:85 113183 B (A=) | SVG (A F M EETE)MmEEzs
dia Vi1, 1118 3812 | BE (A=) | BimiEs (Gtk)
xfig V.0, 1:9 7951 | B (ME) | EBENAE ~ , EORNERCREEAHE
gocr V0, 1:4 549 image - text | % OCR {2
eog V:32,1:166 | 10310 | &% (Exif) Eye of GNOME &R BIE 21\
gthumb Vi3, 1112 5162 | 3% (Exif) | 25815 s (GNOME)
geeqie V:3, 1111 2982 | & (Exif) EX GTK REZREER
shotwell V:15,1:258 | 6334 | 2% (Exif) | BUGHA BiFss (GNOME)
gwenview V:41, 11119 | 6001 | 52 (Exif) FElEss (KDE)
kamera 11118 982 %% (Exify | KDE ERZIEBHSAER EREGE
digikam V1, 1.9 302 ¥% (Exif) | FIX KDE R ERERE TR RS ER
darktabTe Vi3, 1:12 35895 | & (Exif) | WA ROERIE =G 55
hugin V0, I:6 6489 | & (Exil | ExB R & ke
librecad Vi1, 114 9100 | DXF , -+ 2D CAD EX4mER s
freecad V:0, 1:20 110 DXF , ++++et 3D CAD &EXjimtEzs
blender V:2, 1:23 92911 f’/lgr,\'/ﬂi T_',_FF’ FAAENER 3D 4tE s
mm3d V:0, 1:0 4123 ;nxs;sg',. oDl 354 OpenGL # 3D HEIgER R
fontforge V:0, I'5 4058 | ttf, ps, - A3 PS , TrueType # OpenType RIFE 4nEE 25
A -—‘—uﬂ:u N T o 7F=
xgridfit V0, 1:0 878 | tif Eg;g”ewpe FI R AR R
2

Table 11.18: EEERTH (GUI BIEFEREN M) FIk



http://packages.debian.org/sid/education-graphics
http://qa.debian.org/popcon-graph.php?packages=education-graphics
https://tracker.debian.org/pkg/education-graphics
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
https://tracker.debian.org/pkg/open-font-design-toolkit
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
https://tracker.debian.org/pkg/xsane
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
https://tracker.debian.org/pkg/scribus
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
https://tracker.debian.org/pkg/libreoffice-draw
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
https://tracker.debian.org/pkg/inkscape
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
https://tracker.debian.org/pkg/dia
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
https://tracker.debian.org/pkg/xfig
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
https://tracker.debian.org/pkg/gocr
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
https://tracker.debian.org/pkg/eog
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
https://tracker.debian.org/pkg/gthumb
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
https://tracker.debian.org/pkg/geeqie
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
https://tracker.debian.org/pkg/shotwell
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
https://tracker.debian.org/pkg/gwenview
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
https://tracker.debian.org/pkg/kamera
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
https://tracker.debian.org/pkg/digikam
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
https://tracker.debian.org/pkg/darktable
http://packages.debian.org/sid/hugin
http://qa.debian.org/popcon-graph.php?packages=hugin
https://tracker.debian.org/pkg/hugin
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
https://tracker.debian.org/pkg/librecad
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
https://tracker.debian.org/pkg/freecad
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
https://tracker.debian.org/pkg/blender
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
https://tracker.debian.org/pkg/mm3d
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
https://tracker.debian.org/pkg/fontforge
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
https://tracker.debian.org/pkg/xgridfit
https://zh.wikipedia.org/wiki/Hinting
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11.6.2

31 GUI

11.6.3

BEEK LA (CLI 45431)

BEERTHE (GUIBEFERENM)
(BRERENE) REEENSR, MHENEET ARSI BmE T RAIREK.

TFICLI (f543) MBRERER, MmiEfEHE TRARISEME T KRB,

HESE TR AN | BEgERA) At
=T (2 .
imagemagick 1:290 77 J)L (Rl B EIEFE
&7 (B N
graphicsmagick | V:1,1:9 5816 i)i (Rl T2 RIPFREN (imagemagick JRAEH FRA)
& T (2
netpbm V:28, 1:300 | 8435 ?’ (Rl BN AR T A
libheif-exampleg |, . .. L . rﬁ%ﬁ? SWBEBIERMRIC (HEIF) ] JPEG. PNG
V.0, I:3 439 heif . jpeg(bit 854 aM 482t | BB heif-convert(l) &4
- - a1 e 1 MS Windows FREREMIF RS A PNG 23\ , 2k&
icoutils V4, 1:35 221 png - ico(bitm PNG A& ik, A ZHEES =, (favicon.ico)
. L ps/pdf— image@@stScript 71 PDF 1% 3= 21 7] A (6] &= B JE S
pstoedit V:1, 1:40 1076 %) | I (SVG)
libwmf-bin V:5, 1:90 151 g)”dowy MA0GHdows Tt (BERER) HHRTA
fig2sxd V:0, I:0 151 fjig; sxd(i #it XFig #53 % OpenOffice.org 48482
unpaper V:2,1:16 417 image — imagefZ&IF OCR it BEEMLE
tesseract-ocr V:7,1:32 2243 | image - text | EREZTHEHZE OCR 3/ ZH & E OCR #Kig
- - el . Sy = - =5
tesseract-ocr-er g\/:7’ 133 4032 | image — text g(;§£|$g*+ . ARSI K tesseract-ocr 52
=N
ocrad V0, 1:2 604 image - text | & OCR ##2
exif V3, 1:53 335 | % (Exif) | BK JPEG fERFH) EXIF ErlHFaSFITH
exiv2 Vi1, 121 432 % (Exify | EXIFIPTC TEHEELE
exiftran V0, 1112 81 ¥% (Exif) | S BERIANER jpeg RIEL
P o e f R A=
exiftags V0, I:3 309 | ¥% (Exif) ﬁ%ﬁﬁ*ﬁﬁ%m JPEG fasRa it Exif EREH R L
exifprobe V0, I:2 502 | ®& (Exi) | WBHEE A FADUT AR
H L
deraw N T
findimagedupes | V0, [:1 76 image - fingergiA MM EE N TZ R
ale Vi0, I:0 818 image - imade & PP R KIBMRE EakE AR ELEE R
imageindex V0, I:11 143 image(Exif) - MBI FEF ZILFFRE HTML 1H5&
outguess Vo, I:11 230 jpeg,png BRI/ Steganographic TH
jpegoptim V0, 16 59 ipeg BE JPEG IBX
optipng V2, .42 187 | png {EWN PNG 12X , BX AR
pngquant Vi1, 1:10 62 png EW PNG 18X , RERM

11.7 AEFEENERESKRT R

Table 11.19: BEEX T A (CLI ©54%1) 3K

EHEEHZHMARERERMTI A, £ aptitude®) (2%H 2.2.6) #EAEMRKENX~Guse: :converting"”

RE AN RS



http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
https://tracker.debian.org/pkg/imagemagick
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
https://tracker.debian.org/pkg/graphicsmagick
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
https://tracker.debian.org/pkg/netpbm
http://packages.debian.org/sid/libheif-examples
http://qa.debian.org/popcon-graph.php?packages=libheif-examples
https://tracker.debian.org/pkg/libheif-examples
https://zh.wikipedia.org/wiki/High_Efficiency_Image_File_Format
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
https://tracker.debian.org/pkg/icoutils
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
https://tracker.debian.org/pkg/pstoedit
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
https://tracker.debian.org/pkg/libwmf-bin
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
https://tracker.debian.org/pkg/fig2sxd
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
https://tracker.debian.org/pkg/unpaper
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
https://tracker.debian.org/pkg/tesseract-ocr
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
https://tracker.debian.org/pkg/tesseract-ocr-eng
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
https://tracker.debian.org/pkg/ocrad
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
https://tracker.debian.org/pkg/exif
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
https://tracker.debian.org/pkg/exiv2
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
https://tracker.debian.org/pkg/exiftran
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
https://tracker.debian.org/pkg/exiftags
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
https://tracker.debian.org/pkg/exifprobe
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
https://tracker.debian.org/pkg/dcraw
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
https://tracker.debian.org/pkg/findimagedupes
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
https://tracker.debian.org/pkg/ale
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
https://tracker.debian.org/pkg/imageindex
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
https://tracker.debian.org/pkg/outguess
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/jpegoptim
http://qa.debian.org/popcon-graph.php?packages=jpegoptim
https://tracker.debian.org/pkg/jpegoptim
https://zh.wikipedia.org/wiki/JPEG
http://packages.debian.org/sid/optipng
http://qa.debian.org/popcon-graph.php?packages=optipng
https://tracker.debian.org/pkg/optipng
https://zh.wikipedia.org/wiki/PNG
http://packages.debian.org/sid/pngquant
http://qa.debian.org/popcon-graph.php?packages=pngquant
https://tracker.debian.org/pkg/pngquant
https://zh.wikipedia.org/wiki/PNG
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;e E AT KN e =HA
alien V1, 1:13 150 rpm/tgz — deld FESFKEIERFE SR A Debian #is
N =g =g SH\ 4= =
freepwing V:0, I:0 447 | EB- EPW|N(3$§E€E(EPTV”(\EE\1/?§%L£Z$§) RE—H) JIS X 4081
calibre V:8, 1:26 65584 | any - EPUB | B F 2B sy tlE BiE

Table 11.20: NEFEFAM SRR T A3k

REEFMIEB AN FATEL1E RPM BB IREVEH.

$ rpm2cpio file.src.rpm | cpio --extract



http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
https://tracker.debian.org/pkg/alien
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
https://tracker.debian.org/pkg/freepwing
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
https://tracker.debian.org/pkg/calibre
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Chapter 12

ATy

BT —L Debian ZGFREN , EEE PRGN AIRE TR ESRE, THEESEENEEafidy
HER ST

Zi# manpages # manpages-dev Bz , AfPUAIRETman £ EEFMEFHSEEN. KT GNULTH
AR ERZ 1 , TTRUBBIETInfo FEFLTMEES X2 HE, KL GFDL Baff gkl DFSG X A3%A , Fild
YRAJREZELE main AEFHEE contrib #l non-free A8 FEAL LR EM.

a5 BIERRAEHIR S TR, 8R4 105,

A

REftest tEE T HTIAE AL T , B shell RNEA test 154,

RS
==

RAT DB IR RS 2 AR FF B4R E " /usr/ loca 'Sk /opt’ B % , EHR AT LU S SR AR ARFE i,

N
“HRER 99 R HARERBI ] AR RIR I B IR R FERE S TS A,

12.1 Shell }4<

Shell {17 216838 FTEAEMATHITHRICA HF.

#1/bin/sh
. command lines

SFE—1TTEUARER I B TIE (S AH shell fi#FE2R.

21 shell F5SIEMBITIIAR SIBARAT UNIX RERAUTIAEM). SE1BA—L shell BRI ULR. BH Shell 5
i%" (https:/iwww.greenend.org.uk/rjk/2001/04/shell.ntml) , AR EERH Y,

A% shell TERK (2RE 1.5 6 1.6) , shell WASSARERSH. HAFBEIRS.



https://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
https://www.greenend.org.uk/rjk/2001/04/shell.html
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12.1.1 POSIX shell 35 M

AP TS 5SS ABIBER POSIX shell (2RF&HE 1.13) RHIT.

o TERRAYAEE BN POSIX shell "/usr/bin/sh” & —{@#E@Z /usr/bin/dash fIFFSRELL | WHETS RGFEVE .
o AR E BN POSIX shell & /usr/bin/bash,

¥ h4smEs EA bashisms (bash 1k,) 543 zshisms (zsh t) :EIAH shell T8 , FERTESISTERNTHE POSIX shell
ZEEBBtEM. KROTUER checkbashisms(l) HHEITIRE.

1784 : POSIX JEZZ8 % : bashism

if [ "$foo" = "$bar" ] ; then --- | if [ "$foo" == "$bar" ] ; then --
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar, baz}

funcname() { -} function funcname() { ---}
JUEBRHIRE - "\377” T7OERHREEN - \xFf”

Table 12.1: %Y bashism :&i%%I|3R

fEf"echo” IESNRHR FELEUTRERE , AAMRIBNZE shell MSMTESHAE , ENERBEER.

o BERAERRR - 0" UM S EIE,
« BRETHRPERASRFS , AAIIRE shell RE , sHEEZERAERBA—K.

)z
BB -n"EIAY AR POSIX 35k , (BEECHRIZIER.

N
MRFAERAEME TP RABERFS , A'printf” 154 "echo” 154,

12.1.2 Shell 2%

$E5E Y shell 28 7E shell WAE @ A,

shell 2 =l

30 shell 2 shell TE&H5K) & T
$1 E—1@ shell 2%k

$9 9 & shell 2%

$# NEZEBHE

||$~k|| ||$1 $2 $3 $4 L

II$@II ||$1Il II$2|I II$3II Il$4ll eee
$? I —XFES BB & AREERS
$$ 118 shell F§4-HEH) PID

$1 RIIFRIARE =T PID

Table 12.2: shell 2#%I%&

WT IR BRLIENESNZBIRE.
PA IS Lt B L ERR AR,



https://zh.wikipedia.org/wiki/POSIX
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BHFRRIAEN NE var BHERCEHEER | R var BBRBWREHEES
${var:-string} "$var” "string”

${var:+string} "string” "null”

${var:=string} "$var” "string” AHIT var=string”’)
${var:?string} "$var” 7£ stderr FEA/R"string” (HEEE M)

Table 12.3: shell 28 BEII3R

o B FRIEK var BEFEERES
« BB ERRK var EREFEN , TAAST

SEHBREX HEFR

${var%suffix} MIERLR var 4R/ suffix Fz/NLECARTN
${varwksuffix} MIERGLR var 2R/ suffix R AULECART
${var#prefix} IR var BHEER prefix &/ NLAE
${var##prefix} MRS var BHSAR) prefix ZR RULECAETC

Table 12.4: EE shell 2EE#3F

12.1.3 Shell {&#5E%)

FETE AP GRS BERRE |, BT ABURMARE L.

o ATH : 0 ("True”)
« 5B : 9E 0 ("False”)

7
0" 7£ shell ¢HEAP MR True" , ATT"0" 4 C HEEEAAIT 1S # A False’,

*
[ IR test FESRFEN , BIHEE]” Z MRS EARES—EFRFRRI.

WMTATRE BRCIRNER HRIFETA.

e "command && if_success_run_this_command_too || true”
e "command || if_not_success_run_this_command_too || true”
« MTRRE LTI

if [ conditional_expression ]; then
1f_success_run_this_command

else
if_not_success_run_this_command
fi

EEREN || true’RFBEM , EFTUMRFIEE shell 15 SEER/IVIMER T - e BIAM R IFIY R & FEZATES
HBIRH .

BWEBNBRERATORATF A& -eq", "-ne”, "-1t", "-le”, "-gt” FI"-ge”,
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R Bl {EE s B T IR
-e file file 71&
-d file file Y HE—HH %
-f file file ZHY HE—EZSEEE
-w file file FEYH R
-x file file Z4EX H o[ 9T
filel -nt filez2 filel Z&EL file2 F
filel -ot file2 filel E&TL file2 &
filel -ef file2 file1 F1 file2 MRS & _EI HBEMBEK inode 4%
Table 12.5: fE&HFRRAP EITIER LR
RN [Bl{EE s B AT AR
-z str str A REAT
-n str str IREAAZ
strl = str2 str1 F0 str2 }5E
strl 1= str2 str1 0 str2 ~FAZ

strl < str2

strl HBFE str2 Z a1 (BURIARE 5 IR%)

strl > str2

str1 HATE str2 218 (BURIFESIRIR)

12.1.4 shell EFE

Table 12.6: fEMFRRAFEITFHRILE

BB AR POSIX shell KRB,

"while condition

"until condition

"for x in fool foo2 ---

4

4

; do command ;

; do command ;

; do command

"break” A AR T,
"continue” AL AAREHEAIA T —/XIEHE.

done”,

done”,

; done” , OB € fool foo2
&’condition” AEHF

& condition” A{REF

SEERHIT command”,

SEHRHIT command”,

R

CRESTRBEERARTLUA seq(l) EIREKAEM fool foo2 ...",

N
S RH 9.4.9,

12.1.5 Shell IBiE5t8)

HIE shell fp R F—LE RAIRIZEY , TTREAERINTESIENBITIRIZF R,

o HWHA"SUSER”, {#f"$(id -un)”
o HIA"SUID”, (FA"$(id -u)”
« ¥TA"$HOME” , £/ $(getent passwd "$(id -u)"|cut -d ":" -f 6)” (EEMIEL 4.5.2 TLE)

<" IR B IT command”,


https://zh.wikipedia.org/wiki/C_(programming_language)
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12.1.6 shell 543K EIR)EF
shell KB TFIRIER 3K IR —(BIE 4 HE.

* shell ZEE—1T.

s MRZATEEE"-" 3k ', shell HZITE I N EITH4AEA —(E1ZH (one token) (:Z:T : one token 2F5
shell R —Es5HEETT)

« shell @A FIAXHTHFREERADIRLE 478 (tokens),
- TEFI : THE tab BITH
-TFTi<> | ;& ()
« shell @i@EG—EARH """ 3 '..." H token P REFRABEMITA,
- RBZF : if then elif else fi for in while unless do done case esac
o shell BEAAAZRA """ B ' .. " P FIE.
« shell REIARALFS "+ 8L ... " P EIRAR.

-~ L EBRERENHKE %
- "~user” - user KRB %%

o shell AR ' .. " i SEEEATHKIE.
- %4 : "$SPARAMETER” 5{"${ PARAMETER}"
o shell BEAARAIR '..." FH 15,

- "$( command )” - "command” K&
- ”" command " - "command”
o shell AR "---" 8 '..." Ff glob ISR AILACHIES.
- * o EAFTT
- ? - —{EFT
- [] - 1R PERFT
« shell T3S A EER FELSAIT.
- RXEHR
- NEtE4
- “SPATH IR THESR
« shell FIfE F—1T , WIRIEEIEFRESERRETRIE.

P RES RERBIRAN.
1E shell T set -x"EfEA"-x"EIARE) shell FTRGE shell BE/RH FTAEBITINTES . EHIRERNREIFE FEX.




Debian 2% 230/ 247

LG ATIE X/ | EREA

dash V:906, 1:998 | 207 /NFITRA) POSIX #8% shell , A7 sh
coreutils V:892, 1:999 | 18457 | GNU #% L LE

grep V765, 1:999 | 1297 | GNU grep. egrep #1 fgrep

sed V:804, 1:999 | 987 GNU sed

mawk V:466, 1:997 | 296 /INFITRET awk

debianutils V:915, 1:996 | 225 FA7A Debian & fELE

bsdutils V:439, 1:1999 | 335 *} B 4.4BSD-Lite RER LE
bsdextrautils V728, 1:849 | 361 *} B8 4.4BSD-Lite RERSMNTE
moreutils V:16, 1:37 231 S Unix TE

Table 12.7: 8% i shell 54851/ N fE AFE e EE B

12.1.7 AR shell F54EH ERAFEN
A TR shell F72xX#E Debian A% _HETJREM BB ]#4EM | (RIEZRER HEREIEMTIZEH ERREL.

« "aptitude search ~E”, 3|4 HEREILHE,
» "dpkg -L package_name |grep '/man/man.*/'", %4 package_name EFEBFTIRAH man Fit.

N
&% moreutils AJREARFF1E Debian 24 , (BERAM T —LHBK/IER., REFIEN—ERZ sponge(®) , &
FRABEZFORNERE , E&IFEI1rA.

Z2RE 1.6 I+,

12.2 fRREMESPHRTELSSE

G TATE D ’E

dash V:906, 1:998 | 207 - /INFIERE) POSIX AR shell, FiiE sh

bash V:866, 1:999 | 7277 sh B bash-doc BIZEEK“Iinfo bash’

mawk V466, 1:997 | 296 AWK: /NFITRES awk

gawk V:251,1:310 | 3289 | AWK: FH gawk-doc BIZHH“info gawk”

perl V:672, 1:991 | 841 Perl: per 1(1) AKX per1-doc # per1-doc-html 2 EK
html 3244

tibterm-readline-giipRrt | 439 | GNU ReadLine/History g Perl #7554 : perlsh(l)

libreply-perl V0, I:0 171 Perl ) REPL : reply(1)

libdevel-repl-pery., |, 237 | Perl f§ REPL : re.pl(1)

python3 V:713, 11970 | 82 Zg/thon python3(1) DAK FE# python3-doc BIRER html 3L

tcl V:24,1:184 | 20 Tcl: tc1(3) IFER tel-doc BIRERE AN FMECH

tk V:18,1:178 | 20 Tk:tk3) AR EB tk-doc BIEHEME AT ESCH

ruby V:69, 1:166 32 Ruby: ruby(1), erb(1), irb(1), rdoc(1), ri(1)

Table 12.8: HiF<s HEIRIEEY3R
E{RFLTE Debian L BEMLBIT BT , REEESLERMEMESIEOMN. EEMEMESNERR !



http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
https://tracker.debian.org/pkg/dash
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/grep
http://qa.debian.org/popcon-graph.php?packages=grep
https://tracker.debian.org/pkg/grep
http://packages.debian.org/sid/sed
http://qa.debian.org/popcon-graph.php?packages=sed
https://tracker.debian.org/pkg/sed
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
https://tracker.debian.org/pkg/mawk
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon-graph.php?packages=debianutils
https://tracker.debian.org/pkg/debianutils
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
http://packages.debian.org/sid/bsdextrautils
http://qa.debian.org/popcon-graph.php?packages=bsdextrautils
https://tracker.debian.org/pkg/bsdextrautils
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon-graph.php?packages=moreutils
https://tracker.debian.org/pkg/moreutils
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
https://tracker.debian.org/pkg/dash
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
https://tracker.debian.org/pkg/bash
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
https://tracker.debian.org/pkg/mawk
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
https://tracker.debian.org/pkg/gawk
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
https://zh.wikipedia.org/wiki/Perl
http://packages.debian.org/sid/libterm-readline-gnu-perl
http://qa.debian.org/popcon-graph.php?packages=libterm-readline-gnu-perl
https://tracker.debian.org/pkg/libterm-readline-gnu-perl
http://packages.debian.org/sid/libreply-perl
http://qa.debian.org/popcon-graph.php?packages=libreply-perl
https://tracker.debian.org/pkg/libreply-perl
http://packages.debian.org/sid/libdevel-repl-perl
http://qa.debian.org/popcon-graph.php?packages=libdevel-repl-perl
https://tracker.debian.org/pkg/libdevel-repl-perl
http://packages.debian.org/sid/python3
http://qa.debian.org/popcon-graph.php?packages=python3
https://tracker.debian.org/pkg/python3
https://zh.wikipedia.org/wiki/Python_(programming_language)
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
https://tracker.debian.org/pkg/tcl
https://zh.wikipedia.org/wiki/Tcl
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
https://tracker.debian.org/pkg/tk
https://zh.wikipedia.org/wiki/Tk_(software)
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
https://tracker.debian.org/pkg/ruby
https://zh.wikipedia.org/wiki/Ruby_(programming_language)
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* £/ dash , REHEMER , (£ shell FZREHS CLI 55372,
* &/ python3 , REBAZBHER , (RIETHIBER.
* {£f perl, tcl, ruby--- , JNR7E Debian FHREBELESRIRERERE , FRATREBEITHE.

WRBAFEAENE , HRFPITRE | R URmFIE S ERERE Y | (EHREMESIFY.

12.2.1 [REEMEREMIESTENE
RERSY BB SR (R AR IRAR T A SR UL THAE.,

« “dash -n script.sh’- Shell JE4ME:E X0

« “dash -x script.sh’- IRt —1{& Shell 15445

« “python -m py_compile script.py’- Python 154 R&:E1X6E
« “python -mtrace --trace script.py’- IR¥¢—1{E Python F54-15
« “perl -1 ../libpath -c script.pl’- Perl 154 15:E1546E

« “perl -d:Trace script.p/’- IRHt—1E Perl 5415

AEL dash #2008 , B TE 9.1.4 , BT bash MK EEFRIRIE,

AT per LFERAE |, E3{T Perl ) REPLIRIE , © 4 Perl 124t T Python %8{Mf¥) REPL (=READ + EVAL + PRINT
+ LOOP) 1815,

12.2.2 {FF8 shell ¥4 551 GUI 25X

shell 5 1SaES4 SUE AR EE—EIR S| AM GUI (BIEEREN M) 23X, BT A—EMmEREERERAKBE
A echo #0 read G54 M= IXE &),

b TE N

x11-utils V:227,1:568 | 651 xmessage(l) : E— AR EFPEIR—ENEEEH (X)

whiptail V:298,1:996 | 61 & shell TESASFEIR(E A ZIFREEA R (newt)

dialog V9, 1:82 520 € shell FESEFRNE B R THEFE AR (ncurses)

zenity V67, 1:357 | 194 1€ shell TESEFEIRBIEHA AR (GTK)

ssft V-0, 10 . Shell T8 fim LA (zenity, kdialog, and 75 gettext i)
dialog £fi¥)

gettext V:53,1:229 | 7165 | “/usr/bin/gettext.sh” FEE&s,

Table 12.9: % (dialog ) f2:%3%

EEE—EARERK GUI F2NANBIF |, EFEHR—E shell F5SIEEZER S,
EEESISER zenity RIBEFE—(EER (FARR /etc/motd) WEIRE.
EEE SIS/ GUI BRENZSRESIIRET 9.4.10 AL,

#!/bin/sh -e
# Copyright (C) 2021 Osamu Aoki <osamu@debian.org>, Public Domain
# vim:set sw=2 sts=2 et:
DATA_FILE=$(zenity --file-selection --filename="/etc/motd" --title="Select a file to check <«
") TN
( echo "E: File selection error" >&2 ; exit 1 )
# Check size of archive



https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Read–eval–print_loop
https://zh.wikipedia.org/wiki/Read–eval–print_loop
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
https://tracker.debian.org/pkg/x11-utils
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon-graph.php?packages=whiptail
https://tracker.debian.org/pkg/whiptail
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon-graph.php?packages=dialog
https://tracker.debian.org/pkg/dialog
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon-graph.php?packages=zenity
https://tracker.debian.org/pkg/zenity
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
https://tracker.debian.org/pkg/ssft
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
https://tracker.debian.org/pkg/gettext
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if ( file -ib "$DATA_FILE" | grep -ge 'Atext/' ) ; then
zenity --info --title="Check file: $DATA_FILE" --width 640 --height 400 \
--text="$(head -n 20 "$DATA_FILE")"
else
zenity --info --title="Check file: $DATA_FILE" --width 640 --height 400 \
--text="The data is MIME=$(file -ib "$DATA_FILE")"
fi

IEFE(E A shell I54450) GUI BAARAHBERFNIGRAR. MREE—EHCEMERNER |, FEEERE
FRFELR.
1223 TR GUI (BRERENT) EXEESINITA

GUl (BREMRENT) EREESERENERL , sARMINEAEARREBEABEAEAPIT LT RITA,
EIBENAFERFESES |, EFAE AR E RIITIER RANIT A,

« %74 GNOME , £ K NautilusScriptsHowto,

« ¥4 KDE , 2 K Creating Dolphin Service Menus,

« ¥4 Xfce , 2R Thunar - Custom Actions F1 https://help.ubuntu.com/community/ThunarCustomActions,
« ¥4 LXDE , 2R, Custom Actions,

12.2.4 Perl 455154 WSHET

ATRIBER , sh FEERFIEFHIT cut, grep, sed %, B, /B —EH@E , per L ERFRIEELIBE
11, BRI, FTLA Debian _EHIEF L RaskETESME(E R perl,

RIRMEZETE—1T AWK 150 ERFIE 1E Perl RAE(EY).
awk '($2=="1957") { print $3 }' |

EFERTIIREE—1T.
perl -ne '@f=split; if ($f[1] eq "1957") { print "$f[2]\n"}' |

perl -ne 'if ((@f=split)[1] eq "1957") { print "$f[2]\n"}"' |
perl -ne '@f=split; print $f[2] if ( $f[1]==1957 )' |

perl -lane 'print $F[2] if $F[1] eq "1957"' |

perl -lane 'print$F[2]if$F[1]eq+1957" |

RE—EMEMRSER, EALT THESHMKIEL Perl RFFHE,

© AR TRIA.

. BRI B EBISR,

« BIBHAFIEIA : per Lrun(l) (K Perl BATHIS
o Perl 45248 : perlvar(l)

SRR Perl H3RTH, BLRIR | 8 AR S ANRBMERBLOFRERTE, BRGSO



https://help.ubuntu.com/community/NautilusScriptsHowto
https://develop.kde.org/docs/dolphin/service-menus/
https://docs.xfce.org/xfce/thunar/custom-actions
https://help.ubuntu.com/community/ThunarCustomActions
https://manual.lubuntu.me/stable/2/2.4/2.4.4/pcmanfm-qt.html#custom-actions
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L AT N

gcc V:151,1:561 | 36 GNU C #reay

1ibc6-dev V268, 11579 | 12694 | GNU C & : B FIEsAfE R

g+ V56, 5524 | 13 GNU C++ #ine an

Libstde++-14-deVl a1 1057 | 24527 | GNU 82 C++ ki 3 (BIEHEE)

cpp V335, I:725 | 18 GNU C TaEE

gettext V:53,1:229 | 7165 | GNU EHITHE

glade V0, I3 1613 | GTK ﬁ%% EEER

valac V0, I:3 532 {FF GObject A% B\ C# EES

flex V:6, 1:69 1247 | LEX tHEMK fast lexical analyzer generator
bison V6, .73 3122 | YACC MBH fEiTantE ilizs

susv2 I:0 16 EBE— UNIX#HE (RAE 2) "85 (HERER)
susv3 -0 16 WERE— UNIX R (hRAE 3) &5 (HEEXR)
susv4 1:0 16 BB E— UNIX 58 (R4 4) "BER (REEH)
golang 21 12 Go P GE = Ar an

rustc V5, 1:18 13748 | Rust A% e \aE 5

gfortran V:5, 1:52 15 GNU Fortran 95 #frzas

fpc 12 104 EH Pascal

12.3 #mrrllsh S A2 nnh

u@ BIETE 12.3.3 fI& 12.3.4,

Fll:ll:lo

1231 C

Table 12.10: 4m-2AHRIE IS @5 I%K

PR BRI ARV ERH C S MR . R B BMESMEHERE C

RATLUER Tl EIRR R w2 A C 2GS M mfEst.

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev #4846 , B} GNU C [ , 12t 7 C1REEE , EAAT C RBXGES I MR ZMESIFE.

SEENNT.

« “info libc” (C ERNE %)
» gcc(1) #1“info gcc”

e each_C_library_function_name(3)

+ Kernighan & Ritchie ,“C F8XG&G1:85 ", S _hR (Prentice Hall)

12.3.2 fHER C X (gece)

—E S E MBI F examp le . c"A] LB

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

BT AR Libm"E— iR 4w 2 T TN run_examp le”,



http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
https://tracker.debian.org/pkg/gcc
http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
https://tracker.debian.org/pkg/libc6-dev
http://packages.debian.org/sid/g++
http://qa.debian.org/popcon-graph.php?packages=g++
https://tracker.debian.org/pkg/g++
http://packages.debian.org/sid/libstdc++-14-dev
http://qa.debian.org/popcon-graph.php?packages=libstdc++-14-dev
https://tracker.debian.org/pkg/libstdc++-14-dev
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
https://tracker.debian.org/pkg/cpp
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
https://tracker.debian.org/pkg/gettext
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
https://tracker.debian.org/pkg/glade
http://packages.debian.org/sid/valac
http://qa.debian.org/popcon-graph.php?packages=valac
https://tracker.debian.org/pkg/valac
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
https://tracker.debian.org/pkg/flex
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
https://tracker.debian.org/pkg/bison
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/GNU_Bison
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
https://tracker.debian.org/pkg/susv2
https://unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
https://tracker.debian.org/pkg/susv3
https://unix.org/version3/
http://packages.debian.org/sid/susv4
http://qa.debian.org/popcon-graph.php?packages=susv4
https://tracker.debian.org/pkg/susv4
https://unix.org/version4/
http://packages.debian.org/sid/golang
http://qa.debian.org/popcon-graph.php?packages=golang
https://tracker.debian.org/pkg/golang
http://packages.debian.org/sid/rustc
http://qa.debian.org/popcon-graph.php?packages=rustc
https://tracker.debian.org/pkg/rustc
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
https://tracker.debian.org/pkg/gfortran
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
https://tracker.debian.org/pkg/fpc
https://zh.wikipedia.org/wiki/C_(programming_language)
https://zh.wikipedia.org/wiki/C_standard_library

Debian 2% 234 | 247

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\@'; /* fill to make sure string ends with '\@' */
printf("%5i, %5.3f, %10s, %10s\n", argc, x, y, argv[1]);
return 0;

Iy
EOF

$ gcc -Wall -g -o run_example example.c -1lm
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

ATAER sqrt(3) , WEFR - Im"ELERKE libc6 HIEMME/usr/1ib/libm. so”, BEREREZRAR/1ib/”,
FE4 A“1ibm.so0.6”, EEEM“1ibm-2.7. so"—{EiE4sE.

BE— T CTHRGE B, BEEE T %108, BIRERHT 10 EF5T.

FRIREE R BERIAESCIRIEIR/ER | than sprintf(3) # strepy(3), BAERER , B A IHREURIEZE
AR EEpS A EE. F5ER snprintf(3) A strncpy(3) KEA.

12.3.3 Flex —{E%F1F/K] Lex

Flex ZMA Lex FIRRFEIENITFENAERLES.
AT PUER“info flex" 1R flex(1) HZFE.
1RL B RHIFBESNTE/usr/share/doc/flex/examples/ " F&IH, 1

12.3.4 Bison —1{EE1FK Yacc

1£ Debian #f , HREHALEIRMH YaccH B RBIIEMER LR A#AT 3 LALR fRATHIAE A2S .

whe TTE NNEIEL:

bison V:6, 1173 3122 GNU LALR fi#MNTes 2 ey

byacc V0, I:3 263 {A%F] (Berkeley) LALR fi##T2sE flizs
btyacc V.0, 1.0 251 E byacc HIEHENTE Rias

Table 12.11: % Yacc [ LALR fig AT 234 pi 22 %13

A PUMER“info bison’#&fR bison(1) KIZHE,

REERMEREC M main ()" Myyerror ()" 8% , Flex EILf"main ()" Y yyparse()” , EXFFM T "yylex()".
AR R —{ERR L Y B AR T B AR BT

BRI example.y:

/* calculator source for bison */
%{

#include <stdio.h>

extern int yylex(void);

extern int yyerror(char *);

%}

VERNRST , ATIREMIE  BRH—L k.



https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Lexical_analysis
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
https://tracker.debian.org/pkg/bison
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon-graph.php?packages=byacc
https://tracker.debian.org/pkg/byacc
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
https://tracker.debian.org/pkg/btyacc
https://bugs.debian.org/1055082
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/* declare tokens */
%token NUMBER
%token OP_ADD OP_SUB OP_MUL OP_RGT OP_LFT OP_EQU

%%
calc:
| calc exp OP_EQU { printf("Y: RESULT = %d\n", $2); }

4

exp: factor

| exp OP_ADD factor { $$ = $1 + $3; }

| exp OP_SUB factor { $$ = $1 - $3; }
factor: term

| factor OP_MUL term { $$ = $1 * $3; }
term: NUMBER

| OP_LFT exp OP_RGT { $$ = $2; }

’
%%

int main(int argc, char **argv)
{

yyparse();
}

int yyerror(char *s)

fprintf(stderr, "error: '%s'\n", s);

}

;EFK{IEIL example. 1

/* calculator source for flex */

%{

#include "example.tab.h"

%3

%%

[0-9]+ printf("L: NUMBER = %s\n", yytext); yylval = atoi(yytext); return NUMBER; }

"yn printf("L: OP_ADD\n"); return OP_ADD; }
printf("L: OP_SUB\n"); return OP_SUB;
printf("L: OP_MUL\Nn"); return OP_MUL;

{
{
{
{
" { printf("L: OP_LFT\n"); return OP_LFT;
{
{
{
{

n_n

mxn

"y printf("L: OP_RGT\n"); return OP_RGT;
"= printf("L: OP_EQU\n"); return OP_EQU;
printf("L: exit\n"); return YYEOF; } /* YYEOF = 0 */
/* ignore all other */ }

(SO S U U]

"exit"

%%

TN ERAIERL shell I2RFHITHRERIEM :

bison -d example.y
flex example.l
gcc -1fl example.tab.c lex.yy.c -o example
./example
+2* (3+1) =
NUMBER = 1

[ e A - B A
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OP_ADD
NUMBER = 2
OP_MUL
OP_LFT
NUMBER = 3
OP_ADD
NUMBER = 1
OP_RGT
OP_EQU
RESULT = 9

<rrrrrrrrrrrr

exit
L: exit

12.4 FFREFEIENIT LR

R lint (T AResaE BEIT B EMY FFRERETRENAT,
X810 Indent T A AESA R BN EATREERIRE | BB —BHENEFR A LIRIAS,
%810 Ctags W T ARSI BN A EITREISRE , BB R REBPIIRNEFERRS (BRH) EE.

HeN

RLEREBRMmEE (emacs 8k vim) (£ AIER L lint 5| FSMIEHBMROFRRE[ME., FBLMNIBEBRES A
Language Server Protocol ({B2E , 84153FE K. FHEMAERERE , ERAEM LIENEIIERE Debian &
1R, BRI,

12.5 [RsH

gﬁ%ﬁiﬁﬂlﬂfﬁiﬁﬂﬂ—%ﬁﬁo FEERERMRATEN | BESRIRAA—(EIFH Debian £ %, AEFAME BE RN

12.5.1 EHAK gdb {FRHFES

Debian _tRI5HREEFEAR gdb(1), ERERIFAERRBITHIRRIGERE.
HEBAFIER N T ATRINTE S K d gdb RHAERARER.

# apt-get install gdb gdb-doc build-essential devscripts

4 gdb HAZREFAR IR

» “info gdb”
e 7£ /usr/share/doc/gdb-doc/htm1l/gdb/index.html i“Debugging with GDB”

 “tutorial on the web”

EER—EBENIITF , A gdb(1) 2" 230" WA - " BIAMmZRHMR IR AL IR A,



https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Indent_(Unix)
https://zh.wikipedia.org/wiki/Ctags
https://zh.wikipedia.org/wiki/Language_Server_Protocol
https://zh.wikipedia.org/wiki/Debugger
https://developers.redhat.com/blog/2021/04/30/the-gdb-developers-gnu-debugger-tutorial-part-1-getting-started-with-the-debugger
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] TIE XN | FREH
vim-ale I:0 2833 | A#L Vim 8 1 NeoVim BIFERIF Lint 5] 2
vim-syntastic [:2 1379 | vim :EEGTEF]EZE
elpa-flycheck V0, I:11 815 Emacs IRRFIEE/EGE
elpa-relint I:0 150 Emacs Lisp (EHSE: 2R 2
cppcheck-gui V0, I11 7682 | FFRE C/C++ FauhanAr LA (GUI)
shellcheck V2, 1:15 22859 | shell FES1EM] lint THE
pyflakes3 V2, 1:115 20 Python 3 R EMeE 25
pylint V:4,1:20 2089 | Python F2s\hGaF FEIR & 28
perl Vi672,1:991 | 841 | A NBIRFEFE ISR ERE=s : B: :Lint(3perl)
rubocop V0, I:0 3247 | Ruby FREFESS My
clang-tidy V1, 111 22 HjX clang )8 C++ RARERIGE LA
splint V0, 1.1 2328 | FFFEEMRE C 2\ bug ITHE
flawfinder V0, 1.0 205 88 CIC++ RIAEME AR LR MR LE
black V4, 116 10138 | s8RFH) Python T2 AGIE Tu .oy
per Ltidy V0, 1:3 3086 | Perl TS WARRFANENER L
indent V0, I'5 438 C 78 = BRI AT
astyle V0, 1:2 769 C. C++. Objective-C. C# # Java F R IGHE4E S
bcpp V0, I:0 114 E, C(++)
xmlindent V:0, I:0 52 XML REFERAL
global V0, I'1 1923 | RIS EME S L H
exuberant-ctags | .y 194 | 341 | iR EUAIEEBIEHE SRS
universal-ctags | \.) 11 | 4238 | MR EUATEE BAIEEINE S|

Table 12.12: $FREFERAENHT LAKIFIF*K
R TE x| B
gdb V79, 11156 | 12478 | A gdb-doc BIREM Iinfo gdb”
ddd V0, I'5 4210 | A ddd-doc BIEEN“Info ddd”

Table 12.13: [Rét#Eg @y



http://packages.debian.org/sid/vim-ale
http://qa.debian.org/popcon-graph.php?packages=vim-ale
https://tracker.debian.org/pkg/vim-ale
http://packages.debian.org/sid/vim-syntastic
http://qa.debian.org/popcon-graph.php?packages=vim-syntastic
https://tracker.debian.org/pkg/vim-syntastic
http://packages.debian.org/sid/elpa-flycheck
http://qa.debian.org/popcon-graph.php?packages=elpa-flycheck
https://tracker.debian.org/pkg/elpa-flycheck
http://packages.debian.org/sid/elpa-relint
http://qa.debian.org/popcon-graph.php?packages=elpa-relint
https://tracker.debian.org/pkg/elpa-relint
http://packages.debian.org/sid/cppcheck-gui
http://qa.debian.org/popcon-graph.php?packages=cppcheck-gui
https://tracker.debian.org/pkg/cppcheck-gui
http://packages.debian.org/sid/shellcheck
http://qa.debian.org/popcon-graph.php?packages=shellcheck
https://tracker.debian.org/pkg/shellcheck
http://packages.debian.org/sid/pyflakes3
http://qa.debian.org/popcon-graph.php?packages=pyflakes3
https://tracker.debian.org/pkg/pyflakes3
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon-graph.php?packages=pylint
https://tracker.debian.org/pkg/pylint
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
http://packages.debian.org/sid/rubocop
http://qa.debian.org/popcon-graph.php?packages=rubocop
https://tracker.debian.org/pkg/rubocop
http://packages.debian.org/sid/clang-tidy
http://qa.debian.org/popcon-graph.php?packages=clang-tidy
https://tracker.debian.org/pkg/clang-tidy
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon-graph.php?packages=splint
https://tracker.debian.org/pkg/splint
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
https://tracker.debian.org/pkg/flawfinder
http://packages.debian.org/sid/black
http://qa.debian.org/popcon-graph.php?packages=black
https://tracker.debian.org/pkg/black
http://packages.debian.org/sid/perltidy
http://qa.debian.org/popcon-graph.php?packages=perltidy
https://tracker.debian.org/pkg/perltidy
http://packages.debian.org/sid/indent
http://qa.debian.org/popcon-graph.php?packages=indent
https://tracker.debian.org/pkg/indent
http://packages.debian.org/sid/astyle
http://qa.debian.org/popcon-graph.php?packages=astyle
https://tracker.debian.org/pkg/astyle
http://packages.debian.org/sid/bcpp
http://qa.debian.org/popcon-graph.php?packages=bcpp
https://tracker.debian.org/pkg/bcpp
http://packages.debian.org/sid/xmlindent
http://qa.debian.org/popcon-graph.php?packages=xmlindent
https://tracker.debian.org/pkg/xmlindent
http://packages.debian.org/sid/global
http://qa.debian.org/popcon-graph.php?packages=global
https://tracker.debian.org/pkg/global
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
https://tracker.debian.org/pkg/exuberant-ctags
http://packages.debian.org/sid/universal-ctags
http://qa.debian.org/popcon-graph.php?packages=universal-ctags
https://tracker.debian.org/pkg/universal-ctags
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
https://tracker.debian.org/pkg/gdb
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
https://tracker.debian.org/pkg/ddd
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$ gdb program

(gdb) b 1 # set break point at line 1
(gdb) run args # run program with args
(gdb) next # next line
(gdb) step # step forward
(gdb) p parm # print parm
(gdb) p parm=12 # set value to 12
(gdb) quit
N

#1% gdb(1) TESEPRER MR, Tab HERIRTE shell —tR&PRET(E.

12.5.2 [44E Debian #5244

Debian RAETARIBEN T , FIA RN EHIFENEH stripped , AL KEFREERFSR (debugging symbols) 7£
BENEREAEEe BB, ATEH gdb(l) [k Debian #0484, , *-dbgsym SiEAEE R, (i, T
coreutils-dbgsym , FIFRSE coreutils) [RIARSERIE BN IEM [ HEIEA—RBENAEM *-dbgsym
Bo4 BPLUfRSERAL MU MBS AL debian-debug HERE, FL E:A:52 ] Debian Wiki 304 .

MR—EFTERREENBEERIRAIREH *-dbgsym EEA , REBEIRIN T ARKRE RIS EBL A REE,

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

P BH B BL B R

RHEH bug.

HRSAIRSEARAIREME 7 Debian RARNES , FIANEE Fim:% CFEMKISBRAELM +debugl” FE , 21T
PR R AR A TE RS BARA EE K ~prel” FE.

$ dch -1i

AT BRI T A A R BT IR RS L.

$ export DEB_BUILD_OPTIONS="nostrip noopt"
$ debuild

$cd ..

$ sudo debi package_name*.changes

HRERIEHRS BREETE SRR AR EALHIRR(EMR T "CFLAGS=-g -Wall” &IH,

12.5.3 &SR

ERREIFER BRIERNEHZ |, $E bug B _EARIR AR EAREREE.
FRMTAEZ— , TTUER gdb(1) BESA3NEE :



http://deb.debian.org/debian-debug/
https://wiki.debian.org/DebugPackage
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« 7£ GDB P RiEHA R -

- 1% GDB # TFER.

- gRETER.

- 7£ GDB 12/R TN\ "bt”,
o EFERAR

- B H“letclsecurityllimits.confiE%x , AIF TEANA :

* soft core unlimited

FEIEME shell IR FFHITRER.
FRIERFECELE —1E core dump FE3.

- 7£ GDB R /RFFEHN"bt”,

shell I 2;-:F F# A\ ulimit -c unlimited”,

A\ core dump #£X%| GDB , fi’gdb gdb ./program_binary core”,

HHA AR I B ek H SR BRAS MBI |, ARATRAEIRIR Ctr1-\ 3k Ctr1-C SkEBITkill -ABRT PID"&HIFIAEFE.

(BRE 9.4.12)

2N

BE , FEEIPMEIANE —1TEEZ TR malloc()" B’g_malloc()". BEMLIRMEI(E , (REEERZIFE
AR, HKE—LFRERAN—EBEREZRRERIZEESMALLOC_CHECK " B2 2 (malloc(3)). #RATAE

B TEMATAEHIIT gdb RRE.
$ MALLOC_CHECK_=2 gdb hello

12.5.4 S gdb 154

e

54 RBHE

(gdb) thread apply all bt

2 PITHAL AT P TAETEIR

(gdb) bt full

BRI AT 2 BERN

(gdb) thread apply all bt full

ARTEREIE—EFEPERNZ R

(gdb) thread apply all bt full
10

SRR 10 (AN AARIEAN S BOERN | DULAR KA ARRAR R &

(gdb) set logging on

IE 9db MEEHEFIER FRRME gdb. txt)

Table 12.14: 5% gdb 54513

12.5.5 B EKEM

AT FTRER 1dd(1) FARE FETCRIEE IR

$ 1dd /usr/bin/1s

librt.so.1 => /1lib/librt.so.1 (0x4001e000)

libc.so0.6 => /1ib/1ibc.so0.6 (0x40030000)
libpthread.so.0 => /1lib/libpthread.so.0 (0x40153000)
/1lib/1d-1linux.s0.2 => /1ib/1d-1inux.so0.2 (0x40000000)

K& 1s(1) 3474 chroot ed 33% , L EAIELE chroot ed BRIFHLAAR 7] FAFK.

2 EE 9.4.6,



https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
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12.5.6 ENREIFIYERHE T A

1E Debian 1 , HREBRETFIMRR TEFE. 2RE 9.4,

12.5.7 [ReE5E X HRIRISHRR

2R —1{E GNOME 72 previewl |7 —@E X $&:% , BEEER R — I THERNEN.

The program 'previewl' received an X Window System error.

MRMBEFEER , FUNEREBTRERNEMEMN_L"- -sync” BIH , W B gdk_x_error” R AR E DB
S3EE.

12.5.8 seiEbeRimteiR TE

Debian A —L8] KECIEIIRINtEAI LA,

ECH] TE L

1ibc6-dev V:268, 1:579 | 12694 | mtrace(1) : [&%& glibc F7 & malloc

valgrind V6, 1:34 87847 | RS RSN DT as

electric-fence | V0,12 69 malloc(e) {EEFETK

libdmalloc5h V0, 1.0 380 CIERE N A ERRSE

duma V-0, 1:0 297 1E C 1 C++ FEXFRIAREGR S ATREN K # (buffer
under-runs ) MIE

Teaktracer I:0 56 CH+ FEICAC B RS R Ay

Table 12.15: FLIRARIRIMARIAI TR I% 3R

12.5.9 [x354E_—EAHIFEI

FRATAME R T EAIER objdump(l) R4wm:E A HIFE RS,
$ objdump -m 1386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

yzs
gdb(1) ATARRE BN R EARFETAS.

12.6 #ms=l H

12.6.1 make

Make B —{EsERAANTA. —BHIT make(l) , make FFEBURAIER Makefile , B LIX BERERWEY
?ﬁéﬂﬂigﬁﬁﬁmiﬁm*ﬁ%ﬁﬁﬁéiT W, PEAGEHERER , REBRERAFE , PEELAEREN
REE TR,

RARERRIE T AR,



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
https://tracker.debian.org/pkg/libc6-dev
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
https://tracker.debian.org/pkg/valgrind
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
https://tracker.debian.org/pkg/electric-fence
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
https://tracker.debian.org/pkg/libdmalloc5
http://packages.debian.org/sid/duma
http://qa.debian.org/popcon-graph.php?packages=duma
https://tracker.debian.org/pkg/duma
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
https://tracker.debian.org/pkg/leaktracer
https://zh.wikipedia.org/wiki/Make_(software)
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LG mTE I

make V:145,1:562 | 1762 | 18 make-doc BIZEHEMR“Iinfo make”

autoconf V:29, 1:205 2197 | B autoconf-doc BIZEK“info autoconf”
automake V:28, 1:204 1933 | g automakel.10-doc BIEHEK“info automake”
libtool V:23, 1:187 1245 | B§ libtool-doc iE{f’info libtool”

cmake V18, 1:1118 | 44267 | cmake(l) BV =. BHRMARE A%k

ninja-build V7, 1:51 456 ninja(l) F5K Make ¥5EaH/MRZ 2<%,

meson V6, .28 4186 | meson(l) £ ninja 7 FRSEENRNEZE RS
xutils-dev V.0, 117 1495 | imake(l) , xmkmf(1) Z.

Table 12.16: 4 LA #IS B3R

target: [ prerequisites ... ]

[TAB] commandl

[TAB] -command2 # ignore errors
[TAB] @command3 # suppress echoing

EAZ [TAB]" —{ TAB 25, §—(T1ETRBERERH shell 18FE, ZETHREMA" FAMULESTS.
[RF'SS 'S FTEAS shell f55RER IR A,
B EIRABIER AT LUBBISUR A, | B0, AN THTR.

%.0: %.c header.h

HEE , BT Fu (RREMTRUINE—E). "% FriefallicERM B EERPEE—BIETHF &,
TR R R A% AR T PR BN B AR .

BEEH ]

$@ ERER

$< ERELEEIES

$? BRI SR

$A ARRLERER

$* BT |, $F FERILACST % ILACKIER Y

Table 12.17: EEMEHKFIR

SRR AR
fool := bar — IR RE
foo2 = bar EEER
foo3 += bar =N

Table 12.18: SEER KR

BiT'make -p -f/dev/null” F5L&FigR NI B EMLAIR A,

12.6.2 Autotools T E

Autotools B—EFEHGRAT LR , EEMERIGISEAIZAERIFTS 1 Unix R4,

« Autoconf 2—1{Ef¢"configure.ac” &£ af shell #5415 configure” LA,
- "configure” f5& A 'Makefile. in” #iR4 f"Makefile”,



http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
https://tracker.debian.org/pkg/make
http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
https://tracker.debian.org/pkg/autoconf
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
https://tracker.debian.org/pkg/automake
http://packages.debian.org/sid/libtool
http://qa.debian.org/popcon-graph.php?packages=libtool
https://tracker.debian.org/pkg/libtool
http://packages.debian.org/sid/cmake
http://qa.debian.org/popcon-graph.php?packages=cmake
https://tracker.debian.org/pkg/cmake
http://packages.debian.org/sid/ninja-build
http://qa.debian.org/popcon-graph.php?packages=ninja-build
https://tracker.debian.org/pkg/ninja-build
http://packages.debian.org/sid/meson
http://qa.debian.org/popcon-graph.php?packages=meson
https://tracker.debian.org/pkg/meson
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
https://tracker.debian.org/pkg/xutils-dev
https://zh.wikipedia.org/wiki/GNU构建系统
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Autoconf
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« Automake E—{E#t"Makefile.am” ££a"Makefile.in" LA,
« Libtool 2—1H& shell i< , AR R R IAHS AR EENREH = FE SRS n] FSAE MR .

12.6.2.1 Azl THEFEK

O

Debian & 1£”/usr/local” 3"/opt” B4k FIEMAER ., MNRMFAEE FIANSAR-21e\ , IBBERER|"/usr/local/”
BHEE T , RAEBEUAEREE Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make # this compiles program

$ sudo make install # this installs the files in the system

i
BT RAmEFIRERNRR BN REEARIER.

12.6.2.2 fi#frREFREN

WMRAAE F1a8EY B E# M autoconf(l)/automake(l) , NRIRBECIFIR R ERTIELE RGE , BIT T HIFES K AE
frEEFE,

$ ./configure all-of-the-options-you-gave-it
$ sudo make uninstall

B, MRFRTDREREFREFICERERAE T /usr/local/” TUEHEERMTEEENET , /RATLUEBEITH
B4 KIBREMBERNE.

# find /usr/local -type f -print® | xargs -0 rm -f

MRAERECHERBTREE THE | RATAEEFR checkinstall #3247+ checkinstall(8) , EA§ &gt
—EEMWTRIARIR SRR IR, IRAE bi?ﬁL_L%ﬁ -D"#IH) Debian XL,

12.6.3 Meson #i2

A E AGELSE

» Autotools B 1990 FERR , —HEWHEXNEEREREHNEFIZE , BRI Make 2 £, EERAEIEEE.

* CMake R#]H 2000 £F4% , BEER S TR E , ERVIERMAELRE LHIZH Make Z k. (3R7E Ninja ATRMERH
i, )

. y\in\je;;a‘)k%é?ﬁﬁé 2012 BHZEA Make , LE— SR SR E , I ARG AR B E SRR E R4 W
X

» Meson B EMH 2013 KSIEEEARL , BFEA Ninja /A&l

£ 5 : "The Meson Build system” Bi"Ninja 22 & 24"



https://zh.wikipedia.org/wiki/Automake
https://zh.wikipedia.org/wiki/GNU_Libtool
https://zh.wikipedia.org/wiki/GNU构建系统
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Cmake
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Meson_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://mesonbuild.com/
https://ninja-build.org/manual.html
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12.7 Web

EAENREE B4R B AT ERan T A iAHIE,

« SHGRIEMERENRE HTML FER,
< AR BERKREH B GRBERME web [@RFJEEXFHMSSHN T URL FHz—.

- "https://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- "https://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3"
- "https://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3"

1€ URL #2E"%nn" 24 A —18 16 EAHIFITH nn ERE.

IRISSAEERE A "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"".

Web @25 ERICGIFEI ((E—fE"program. *") FEHTHY , HF& LA SQUERY_STRING” IRITAAH.
« CGI #2354 stdout {FXFRIE , EAELINMNENRE web HEETR.

ERELERE , RIFAEBCRIEMRBHENT CGl 28T E. 7£ Perl M Python RAIFAHEAR AT UER. PHP 4
BEYWINEE. BEEER P SR, T[{ERHTTP cookies . B EEEIFR Pt Sk, 8% & HJavascript.

FZEN , 2R ERRERNTE, Apache #E8E &€, F JavaScript.

BB ZS bt E A\ https://www.google.com/search?hl=en&ie=UTF-8&q=CGl+tutorial 5 7] PAZE Google _EiE &
“CGl tutorial’, iEZ7E Google {AfRzs L1817 CGl F5SMEHITHIIF ATA.

12.8 JRIQHSEER

Fiatsiiafet,
RS TR AN | BEsERA) At
perl ?_’;’;712' 841 | AWK - PERL BEJAREM AWK 82 PERL: a2p(l)
f2c V0, I' 443 FORTRAN - CIE[R7a157% FORTRAN 77 B3R}, C/IC++: f2c(1)
7K = =]
intel2gas V.0, I:0 178 intel - gas I‘éL\ISA)SM (Intel £3\) #HRAL GNU Sedtzl

Table 12.19: RiArEiEHRT A%k

12.9 H4E Debian E4

MRAFAERIE—(E Debian £F , BRETEREA.

- B 2 IHMERNEMHEIEAR

« B 2.7.13 IRREAKISIEIBIE

* B 9.11.4 IRfREA chroot FHT
« debuild(1) 1 sbuild(1)



https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/Apache軟體基金會
https://zh.wikipedia.org/wiki/JavaScript
https://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
http://packages.debian.org/sid/f2c
http://qa.debian.org/popcon-graph.php?packages=f2c
https://tracker.debian.org/pkg/f2c
http://packages.debian.org/sid/intel2gas
http://qa.debian.org/popcon-graph.php?packages=intel2gas
https://tracker.debian.org/pkg/intel2gas
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B 12.5.2 AmsEANfREHR

Debian 4#:€&FE5| (debmake -doc f)

Debian f#&E 22 F 1 (developers-reference 4)
Debian $ki&Fft (debian-policy 4)

debmake, dh-make, dh-make-per 1 F&igH , HigEITEAFE , WEER.



https://www.debian.org/doc/manuals/debmake-doc/
https://www.debian.org/doc/manuals/developers-reference/
https://www.debian.org/doc/debian-policy/
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Appendix A
BE=:

FNEFR.

A.1 Debian ¥=

Linux fESE ARG —EH I BEIGAHIR AR S 8 Kt E 2, Am , BREREHLINEEL SRS, PLink
{£ FI3F PostScript KFTF AR LPR ITFMTIIREEFHITF. (BREMF CUPS RRNFTN TR AGKHIEL , M
ITHEERAREHRE.)

B—RTEEMEZRANME Y “SOURCE CODE”, B IFH BErE(EIBEEIRfE, BH —LZZEN HOWTO F1 mini-
HOWTO , B SR IE#E , BALE T KZMBRMEASRT KAR. BETHEAEREES  BEFEERRN
HOWTO Ak E¥X,

KA LIEE Debian £ Tt (ARA 2.138) " (2026-02-24 09:02:45 UTC) AEEBNFE Debian R EEEAHEAALN , A
PR — B 3T

A2 fREEFESE

Debian 2% F MBI (Osamu Aoki<osamu at debian dot org>) it , IS HAMER—EE ARG ESIREL. HPREF
ZNBEE KM Debian {F AEEHFS RN Debian MBI E IRERHNTEE.

TERR4R T K & Josip Rodin (&% % (Josip Rodin ZEDebian X518 (DDP) thiEEEE) ,“Debian 2F M (%
—hR , 2001-2007) "A R T DDP X#EM—H.

6 1% , HEHBERKK Debian 2EF (F—iR) "NBRE , FEHKEHRLANS. HN'Debian 2EFE (5=
hR) "FE 2008 £F & 1.

KO AEH 7 "Debian 2 FM (R4 2)” KEIEHEEE (Systemd, Wayland, IMAP, PipeWire, Linux #%(» 5.10) , %
FRIBHAERR (SysV init, CVS, Subversion, SSH 1 %, 2.5 R4 Z BT Linux #%:(»). Jessie 8 (2015-2020) fRASHITE
N, BEFZERRNB KDL,

KZEBIE{E Debian 2% F M (E_FR) "B7E Debian X EEEMA , IR E—EIFH¥L45R.
HEBHFIFME R , TJRURIA T EMARERIEN.

« "Linux {# & FM" Larry Greenfield (1996 ££ 12 B)
- BB (Debian #&2) B
+ "Debian ZF8” Havoc Pennington (1998 £ 12 A 11 H)



https://lists.debian.org/debian-user/
https://www.debian.org/doc/ddp
https://tldp.org/pub/Linux/docs/ldp-archived/users-guide/
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- EB4>E8 Oliver Elphick, Ole Tetlie, James Treacy, Craig Sawyer 1 Ivan E. Moore | &%
- ECHERA (Debian GNU/Linux: REFEAFM) B

« "Debian GNU/Linux: Z##1{# FAFM” John Goerzen F1 Ossama Othman (1999)
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